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There are two general approaches to providing for
isochronows dreams in the arrent Internet. The first
approach is the resource reservation appoach through
protocols aich as RSVP, or ATM techndogy. This
provides bandvidth guaantees, howeve, it also requires
significant upgading d resources in the underlying
network. The other comnon apgoach is adaptive rate
control where the end-system has control of its rate
according to feedback from the dient population. This
appoach cannot guarantee timely delivery and raises
some scaling questions, howeve a properly implemented
scheme does improve qudlity and it requires no changesto
the underlying IP network. Hence there exsts a
dichotomy of requirements; 1. To cater for reservation
protocols or ‘hooks for future reservation comporents,
and 2. To provide an achitedure which provides an
application controlled QoS scheme, which scales to the
size of the aurrent Internet in a best-effort architedure.

We havebuilt a pure Java architedure named Chameleon
which caters for the requirements above We ater for the
resource reservation camp by providing an adyptive
framework with hodks for interchangng QoS modues at
run-time. We provide this srvice through the use of the
Refledion API of Java. With refledion, the QoS modules
may be devdoped from the outset as meta oljeds thus
allowing the systems functiond requirements to be
separated from the non-functional (QoS requirements
thus all owing future QoS modues to be incorporated in a
safer andmore st efficient manrer.

We ater for the rate adapive group by distingushing
between the \arious media comporents (e.g. video, audio)
providing separately composed protocol stacks for each of
the media which deliver the media to separate quality
(high, medium and low) multicast group aldresses
allowing heterogeneous clients to conned according to
their resources. Multicast groups overcome the scaling
problem and clients abscribe to each group in
accordance with resource avail ability and move between
groups according to bandwidth avail ahility.

Our god isto provide an architedure that is appropriate
for the ewvironment of the Internet (long latencies, high
message loss iates, relativdy frequent network
partitioning) with scalability to bah large numbers of
nodes and dstances.

1 Introduction

The use of audio-visual media on the Internet continues to
grow. Products such as Red Audio ! and IPCast® Video
viewer are becoming increasingly common.  However,
multimedia due to its timely nature requires guarantees
different in neture with regards to delivery of data from
TCP traffic for ordinary HTTP requests.

In this paper we present a multimedia middeware
enabling architedure, cdled Chameleon (so named
because it changes in harmony with the ewvironment), that
delivers audio and video on a best-effort network. It
supparts the heterogeneous client population of the
Internet by providing various qualities of media and
sending these media to separate multicast groups  that
clients can ‘pick and choose’ media groups in acardance
with avail able resources.

Resource reservation protocols, pricing schemes etc. are
just some of the caabiliti esthat are required by clients. To
caer for this, we provide future dients with the necessary
‘plug-points’ for them to ‘plug’ in their components at run-
time. Refledion alows us to separate the functional
requirements from the non-functional requirements such as
resource reservation protocol modules through wse of
metaohjed protocols.

Chameleon is guided by a desire to creae an architecture
that can evolve and adapt to an ever-changing environment
similar to living things in their struggle for survival. We
wish to impart this quality into our middeware, as we
believe good software achitedures are dl about being
adaptable and resili ent to change.

2 Approachesto QoSon theInternet

QoS control in distributed systems is a current reseach
area due to the emerging new types of multimedia
streaming applicaions requiring red time delivery of
information and an Internet integrated services architedure
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enabling the sharing of the network between data streams
with different QoS requirements (red-time or best effort).
QoS management alows the red time delivery of
information as it encompases both the ntrol and
delivery of QoS in an integrated services architedure.

Networking technologies such as ATM have various
caegories of guarantees ranging from best-effort (attempts
to read destination — not guaranteed) to guaranteed
(system has failed if it fails to deliver al data). However,
the Internet is composed of a heterogeneity of networking
architedures offering varying services, therefore, we find
that the guarantee of multimedia gplicaions such as
video conferencing is an impradical on a network such as
the Internet at present.

Another proposal for applying QoS control on the Internet
is the emerging QoS control protocol being defined by the
Internet Engineaing Task Force (IETF): the Resource
reSerVation Protocol (RSVP) [1]. RSVP is being defined
as part of a new effort for enabling integrated service on
the Internet: the ISA (Integrated Service Architedure).
RSVP is based on flow control and recever initiated
reservation by setting priorities in modified routers along
the data path on the Internet. It uses a set of messages to
establish, maintain and release reservations. It is gill inan
experimental phase & the time of this projed.

In general, these mechanisms have focussed on regulating
competition for network resources among traffic sources at
the network level. They involve various aspeds in
resource reservation and alocaion, as well as flow
control, admisgon control and negotiation protocols used
by cdl, padket and transport layers.

2.1 Application Controlled QoS

The reseach diredion that we have followed isin the aea
of introducing adaptation behaviour into the gplicaion at
the end-system, (and throughout the middieware). This is
genera referred to as Application Controlled QoS, beyond
the @ntrol mechanisms of the transport layer. This
perspedive is different from the resource reservation
approach in that it mainly deds with protocols and
tedhniques locaed and operated in the middeware
architedure and end-systems, rather than intermediate
network switches. The alvantage of this approach over the
previous one is that it does not need to radicdly modify
the existing protocols already implemented and running in
current networks, so that the QoS delivery could be
implemented with least modificaions.

2.2 A Centrally Allocated Mechanism

With application controlled QoS, the alaptation behaviour
that is currently designed for the gplicdions is usualy in
built into the gplicaion such as the video player or an
audio player and the multimedia playout control algorithm
is implemented inside eab applicaion, so that the
applicaion can maintain a cetain expeded payout level
for the dient when adapting to fluctuations in the delivery
of media.

There is an obvious disadvantage to this approadc in that
various systems are working individually on their various
adaptive  dgorithms, yet, they are incgpable of
collaboratingto provide an overall i ntegrated serviceto the
user. Each applicaion may respond dfferently to network
bottlenedks. Some may consume a greder share of
resources at a aiticd stage in another applicaions
computation, while other applicaions may choose to
ignore system perturbations.

Hence, a design consideration of our architecture is to
provide a cetra resource dl ocation/synchronisation unit
which controls the alaptation behaviour of ead
applicaion and balance the resources required during the
adaptation.

3 CHAMELEON

Chameleon is a programming abstradion, which supparts
disemination oriented communication. The astradion is
analogous to that of the various broadcast media in
everyday use such as newspaper, radio and TV
corresponding to text, audio and video components
contained in multimedia gplicdions. People, like the
various qualiti es of both and may listen to the radio while
reading a newspaper etc. Likewise, Chameleon fragments
the various media dements of a multimedia gplication
and ‘broadcests them over separate dannels to be
subscribed to at the recever’'s own choice We do not
force the full range of media on any subscriber, a source
simply transmits onto a spedfic channel, and recevers,
which have subscribed to that channel, recave media
streams (e.g. audio, text and video) without explicit
interadions with the source

Chameleon builds upon the Java middieware software
iBus [2], which alows the staks to be aeded
dynamicdly and provides a group communicaions
paradigm which enables us to ded with clients acording
to developer spedfied ‘relatedness’ such as IP domains for
bandwidth all ocation dedsions in a principled manner.

The Chameleon communicaion paradigm is a maor



departure from more traditional approaches, in that a
source and a set of recavers are very loosely coupled in
their control and data exchange interadions. In general,
the source’'s main concen is to push various media
streams onto a channel, without emphasis on where they
end up (i.e. who the acdual recevers are), and how they are
used (i.e. what spedfic recavers will extrad from any or
al of the streams). A recaver's main concern is what to
extrad from a channel, which is viewed as offering
multi ple streams, some or all of which are of interest. We
believe this communicaion paradigm is appropriate for
multimedia distribution services required by a large dass
of multimedia multipoint applications. A prime exampleis
‘video dstribution’ [3] as in cable television systems
where a single source generates video (and associated
audio) distributed to a large set of recavers who generaly
have little or no interadion with the source

Chameleon differs from the current distributed multimedia
frameworks in that we separate the media into text, audio
and video and distribute these to multicast groups. We dso
crede multiple groups within ead caegory e.g. high,
medium and low audio quality thereby allowing recevers
to subscribe to groups such as high audio with medium
video and text or simply low audio. This is where our
work is unique. No work that we are aware of has being
conducted in this area where the various components of
multimedia ae separated and transported aaoss the
network acwrding to their charaderistics. We aldressthe
network congestion and heterogeneity problem by taking
into acount the differing nature ad requirements of
multimedia dements such as text, audio and video thereby
creding tailored protocol stadks which distribute the
infformation to dfferent multicast groups alowing the
recevers to dedde which multicast group(s) to subscribe
to acarding to processng power and network bandwidth
avail abili ty.

The primary goal of Chameleon is to provide a
infrastructure  for  building multimedia @mputing
platforms that suppart interadive multimedia gplicaions
deding with synchronised time-based media in a
heterogeneous distributed environment. Systems exist
which suppat interadive gplications, which ded with
synchronised time-based media Most existing systems
however, have not been written with reuse in mind, thus,
the major focus of Chameleon in this paper is the aility to
suppart insertion/removal of modules concerned with the
applicaions non-functional QoS requirements.

3.1 Dynamically Composable Stacks

Chameleon is motivated by the need for a responsive
robust middeware and the desire to provide optimal
quality of service for multimedia to a heterogeneous client
population on a large-scde network such as the Internet.

Chameleon achieves this by recognising that multimediais
composed of audio/video and text components. These
components can have different qualities and can require
different qualities of service Text, for example, may neal
to be receved by ead client without loss therefore the
text component is nt through a reliable (non-losg
channel whereas video may be sent through a best-effort
(lossy) streaming channel. Multicast groups provide for a
large-scde dient population without the single server
bottlenedk.

A protocol stadk consists of alinea list of protocol objeds
and represents a quality of service such as reliable
delivery, virtual synchrony, or encrypted communication.
The framework provides the services neaessary for
supparting new communication protocols and qualiti es of
service Chameleon consists of a set of Java dasses for
representing Uniform Resource Locaors, protocol stacks,
the framework APl and pcsting oljeds. Dynamicdly
composable protocol stackks overcome the limitations
imposed by generic protocol stads allowing optimisation
for particular traffic.
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Figure 1: Dynamically composable stacks

The Chameleon paradigm is configured as follows. Media
files (audio/video/text and synchronisation parameters) are
stored on a server as high, medium or low QoS stacs.
These ae transported through separately optimaly
configured staks via multiple multicest groups to
heterogeneous recevers. A recever may upgrade or
downgrade within each stack, acwrding to fluctuating
conditions in the network. A component cdled a Sesson
Diredor sits at a well know address and has full
knowledge of the various QoS stacks eech server utilises
to ship the media to various multicast groups. Clients
conned to the Session Diredor to find the multicast group
locaions and the quality of service parameters for the
particular media stacks. Chameleon monitors ead
recavers quality and the system continually aims for the
optimal throughput in acordance with client resource
cgpahiliti es. There is an obvious trade-off dedsion to be



made between opting for reconfiguration and the benefits
to be gained from each new QoS. We believe that
framework must be aaptable so as to evolve with the
organisation.

3.2 Reflection

Reflection adlows us to separate the functional
requirements of an appli caion (what it does) from the non-
functional ones (how it does it). It is based on the Meta-
objed Protocol (MOP) defined in 1987 ly Maes in [4].
The Java Refledion API puts particular emphasis on the
use of Refledion in distributed systems by taking
advantage of the network-centric cagabilities of Java
Reflection is the base of our model and is evaluated in this
projed.

Reflection in Java 1.1 refers to the aility of Java dasses
to refled upon themselves, or to "look inside themselves'.
The javalang.Class class has been gealy enhanced in
Java 1.1. It now includes methods that return the fields,
methods, and constructors defined by a dass These items
are returned as objeds of type Field, Method, and
Constructor, respedively. These new classs are part of
the new javalang.refled padkage, and they each provide
methods to oltain complete information about the field,
method, or constructor they represent, however, it till falls
short of providing the aility to incorporate runtime
behavioura refledion necessary for inserting modues at
run-time.

Dalang [5] is an extension for Java that introduces
behavioura rurtime refledion. It uses class wrappers to
implement a simple metaobjed protocol where a
metaobjed (in the form of a wrapper) controls the
behaviour of a base level objed. The metaobhjed can
redefine the handling of method cdls in order to add
desirable properties such as fault tolerance or seaurity.
Standard introspedion can be adieved by using the
standard java.lang.refled padckage. These wrappers can be
added dynamicdly or staticdly. We used this class library
to enable us to insert modues for increased performance a
run-time with no change necessry to the Java Virtua
Madhine.

For example, we may use the Method ohjea which has
methods to query the name, the parameter types, and the
return type of the method it represents to alow us to
insped the members of each protocol stadk classto check
if it supparts a relevant protocol profile that is optimal for
the arrent network conditions. Our refledive
implementation also allows us to form the meta-circular
tower of components. Hence we may have replicaion
objeds cdling QoS objeds cdling logging objeds. It isa
goa of our system to be monitoring routes from to
different multicast groups for ead of the media ad

choose the route most efficient over a period o time. We
hope to apply refledion in this area The insertion of a
RSVP module or pricing module or seaurity module (such
as described in [6]) could be adieved in this manner.
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Figure 2: Redirecting a call to a metaobject

MetaObject e.0. RSVP
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The insertion of modules is transparent to the goplication.
Figure 2 illustrates this in the fad that when the
application sends data to the communicétion class it is
refleded to the metaobjed protocol which cdls the RSVP
module, thus performing resource reservation management
functions and then onto the network as if no rediredion
had occurred.
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Figure 3: Run-timeinsertion of Reservation module

Reflective

Prioritisation of padets among ather functions can be
performed by the insertion of ‘filter’ modules in the
pipeline & run-time asillustrated in Figure 3. It is through
the refledion API that Chameleon achieves the dynamic



reconfigurable facilities to caer for varying retwork
conditi ons.

3.3 Central Resource Synchronisation Unit

As mentioned ealier, it is desirable to provide a ceatral
resource dlocation unit which controls the adaptation of
ead applicaion so that the sum of the parts work as a
cohesive wholein providing QoS to the user.

As Chameleon, is concerned with the transport of media
elements to the end-user which may differ over time in
that a user may choose to retrieve audio only, or sound and
vision or sound, audio and sub-titles, therefore, some
synchronisation fadlity which adapts to the users choices
must be in place

The upper layer that we currently implement in the
layered framework is the Java Media Framework API.
Thisisthe media APl developed by the aeaors of Javato
handle multimedia.

To enable us to creae an architecure which would allow
the user to drop media and add media during playout
required particular rules to be implemented to enable this.
One rule we dedded upon was to make the audio, the
master player so that video and sub-titles were
synchronised to the audio playout. This we felt was the
most natural means of keeping the mediain synchrony.

4 |nsertion of Authentication and

Tariff Policies Example

Chameleon is primarily concerned with shipping various
media quality text, audio and video files to heterogeneous
clients through various multicast groups. The standard
system allows a dient to conned to the Session Diredor,
spedfy the various media qualities it requires and begin
retrieval. There is no authentication and no tariffs. Thisis
illustrated in Figure 4.

However, consider the cae where amedia server might
wish to ensure that only subscribed members may retrieve
media files and that these media fil es are subjed to various
pricing tariffs.

Media Multicast Group
 —

~

2. Send Media

1. Retrieve Media
4

Client

Figure 4: Standard M edia Retrieval Policy

The technique employed by Chameleon is as follows. The
user establishes a mnnection to a seaurity service sitting at
a well-known address port broadcast by the Session
Diredor. The dient spedfies the aldress of the media
server it wishes to conned to. The authenticaion service
then consults pricing pdlicies and access padlicies. It then
grants privileges acording to rights and sets charges. The
user may then proceed. The protocol described in Figure 5
foll ows these steps.

Media Server
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Figure5: Upgrade of service - security with pricing

1. Theremote dient connedsto the seaurity server.

2. The seaurity server authenticates the remote user (by
verifying user name, passvord and destination domain
and chedks pricing palicy).

3. The seaurity server connects to the desired media

server.

The media server confirms accetance of the cdl.

The seaurity server logs acceptance

The media server authenticates the remote user and

accets or rejeds the tunnel.

7. The media server exchanges information with the
client for the duration of the session.

o 0k



8. The dient exchanges data with the server using the
sesgon id for the duration of the session.

9. Upon termination by one party or other, the st of the
sesson is forwarded to the pricing policy server and

logged.

The achitedure dso alows a pricing only (no security)
palicy to be @mnfigured or a seaurity only padlicy such as
described in [9]. All thisis achievable & run-time through
the refledive hooks provided by Chameleon’s refledive
API.

5 Conclusion

There &ists no existing guaranteed means of transporting
multimedia end-to-end in the Internet at present. There ae
ahost of technologies offering to fill this gap including the
next IP version (IPV6) to RSVP. These services require
upgrade of routers throughout the global network and thus
seem unlikely to cometo fruition in the nea future.
Chameleon has ught to provide aprincipled means of
alowing a system to be alapted throughout its lifetime
with the minimum of effort.

Reflective programming provides a principled means of
planning for and coping with change in a @mputing
system. The Internet at present with its multiple standards
and the interconnedion of components such as decoders,
middleware, synchronisation scripts, databases, QoS
modules requires more than a plug, try and play mentality

(8].

Chameleon is basicdly a pure Java layered-framework
incorporating a multimedia synchronisation framework
(JMF) with a multicast group communication framework
(iBus) with a refledive achitedure (Dalang) to cater for
change in transporting multimedia on a best-effort
network. We used the scenario of a seaurity and pricing
palicy beingincorporated into Chameleon at run-time. The
system may never have seen either that particular seaurity
or pricing component before. There is no overhead for
ordinary method cdls in our system except when the cdl
is routed to a meta-objed or a tower of meta-objeds. We
exped to apply refledive methods in many areas of our
middleware in coping with dynamic adaptation.
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