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Abstract

The constantly expanding Internet of Things (loT) poses significant challenges for
the devices and systems involved. When transporting the enormous amounts of data
that are collected every day by loT devices, the security of the data transmission is a
crucial factor, especially in areas like the Industrial loT. While state-of-the-art security
algorithms can achieve a high level of trust, the necessary underlying computations
pose a major challenge for small embedded systems with very restricted energy bud-
gets like small sensor nodes. The common approach of optimizing individual compu-
tational steps using special cryptographic hardware accelerators, however, still does
not fully exploit the available potential in terms of energy efficiency and computation
time. Therefore, in addition to the impact of the utilization of hardware accelerators,
a holistic analysis approach is presented and evaluated in this thesis. The resulting
optimized loT system demonstrates that even with a small amount of energy, which
can be collected, e.g., by an energy harvesting module, a wireless data transmission
that meets today’s security requirements can be realized.

In addition to the transmission of data, capturing the environment is an essential
element of the IoT. New challenging multi-sensor systems are needed to answer many
research questions, especially in the emerging field of Educational loT and the asso-
ciated digitalization of learning environments. In cooperation with colleagues from
didactics research, a learning environment for augmented electrical experiments and
a learning platform for the field of photometry were developed. This work focuses on
the technical implementation, the required sensor systems, and the evaluation of the
learning platforms.

The contributions of this work offer a clear added value for the related research
projects and future research projects due to their project-oriented implementation.
Furthermore, the modular and generic structure of the projects offers elementary
adaptability to other domains and systems.
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Chapter1l

Introduction

1.1 Motivation and Challenges

The amount of data worldwide was estimated at 33 billion terabytes in 2018 and is
expected to grow further to approximately 175 billion terabytes in 2025 [1]. This data
no longer consists only of information purposefully published by people, such as pho-
tos, news, blogs, and communication; rather, servers collect, process, and store the
data in a fully automated way. In addition, more and more devices are being made
"smart" by using network interfaces to become part of a local network or the internet
where data is exchanged, stored, and used. This concept of networked devices and
objects is called the Internet of Things (10T). The term loT was first used in 1999 by the
British technology pioneer Kevin Ashton in connection with a multi-company Radio-
Frequency Identification (RFID) infrastructure. However, the term gained immense
popularity only after the significant progress in the fields of microelectronics and
communication systems, which enabled much more powerful microcontrollers, sen-
sors, and network interfaces at relatively low prices. Small gadgets up to complex
industrial plants are equipped with sensors and actuators to create additional value.
How exactly the obtained data is used depends very much on the individual appli-
cation. In a smart home, for example, environmental sensors can be used for more
integrated heating and ventilation control and ensure a better indoor climate while
saving energy at the same time. In the industrial context, whereas, real-time sensor
data from the process can be used to analyze, synchronize, and monitor processes,
resulting in more efficient and safer operations. Due to a large number of possible
areas of application, there are several variations of the term IoT. In the private sector,
for example, it is often referred to as Consumer loT, and in the industry context as In-
dustrial IoT or "Industrie 4.0". Variations such as Educational IoT or Internet of Medical
Things (IoMT) thus stand for networked devices in the respective area. A challenge
that spans all areas of the loT is data management. It includes the acquisition of data,
the transmission of data, as well as the evaluation and use of data, whereby the re-
quirements strongly depend on the application area. The contributions of this work
are focused on two of these areas: data acquisition and data transmission.
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Data Acquisition

Capturing information about the physical environment of devices is an essential part
of the loT and is key in the era of machine learning. It allows the analysis of the sur-
roundings and, thus, the appropriate reactions. The selection of sensors nowadays
available is almost incomprehensible. Especially the enormous progress in Micro-
Electro-Mechanical Systems (MEMS) technology enables even more precise, cost-effect-
ive, energy-efficient, and novel sensors. As a result, new fields of application are
constantly emerging, and new opportunities are being created. However, not all pa-
rameters can be measured directly with the available sensors. Often, information
from several sensors must be combined to obtain the desired measurement results.
Furthermore, a complex pre-processing of the sensor data is sometimes necessary
before actually valuable data is available.

In the emerging field of Educational IoT, multisensor systems can offer many pos-
sible educational applications and are also an essential prerequisite for addressing
many research questions in this context. Currently, loT-technology is finding its way
into learning environments. These so-called smart learning environments are an es-
sential contribution to modern learning, learning analytics, and learning research [2, 3].
Today, education is confronted with increasing heterogeneity among learners. Hence,
there is great demand for education that can be adapted to the knowledge status of
the individual learners. Smart learning environments enable completely new, interac-
tive, and collaborative learning methods. In addition, they allow precise analysis and
validation of learning and learning success through data collection. This information
can, in turn, be used to adapt and improve the learning environment or to customize
it more precisely for specific individuals [4-6]. A smart learning environment can con-
sist of a single app, a complex Augmented Reality (AR) experience, a full Virtual Reality
(VR) environment, or other combinations of software and hardware solutions. Digital
learning apps are known for their low entry barrier. Usually, only a smartphone, a
tablet, or a PC is technically required to use the smart environment [7]. AR environ-
ments are characterized by their increased interactivity, allowing physical objects to
merge seamlessly with the digital world. Concepts, such as magnetic fields [8], ther-
mal flux [9], or the three-dimensional relationships between planets and stars in the
solar system can be visualized and presented in an interactive and comprehensible
way [10]. To use VR environments, however, special glasses are required, with the
help of which the user can completely engage himself in a digital world. This en-
ables very immersive learning experiences and insights into environments that are
impossible in reality [11-14]. Additional hardware is often required, especially in the
area of STEM experiments, to capture specific parameters in the experiment and use
them in the learning environment. An example of such a system is the smart measure-
ment platform for photometry and its digital twin, shown in Figure 1.1, which will be
described in more detail in Section 3.3.

Intelligent learning platforms have many benefits, and the continuous develop-
ment of technologies is opening up even more possibilities. Due to the ever-increasing
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Figure 1.1: Example of a Smart Measurement Platform for Photometry in Education
(SmaEPho) and its Digital Twin; More Information in Section 3.3

use of new technologies in everyday life, schools must also provide more training in
the use of technology. But especially after the COVID-19 pandemic, where over 1.5
billion learners worldwide suddenly had to be taught at home, it became clear how
important technology-supported learning platforms and their research are today [15].
This is also reflected in the increasing amount of research in the field of learning.
Smart learning environments can be used to investigate a wide range of scientific
questions. These relate, for example, to the analysis of learning methods, research
into the learning process, or the influence of the technology itself.

A crucial factor for the quality and value of a smart learning platform is its usabil-
ity. The tools have to be easy to set up and intuitive to use to achieve the greatest
possible acceptance. This is a major challenge, especially in the field of AR-based
learning environments. Since AR is primarily characterized by digital interaction with
physical objects, the physical world must first be available, at least partially, in digital
form. In this case, a necessary prerequisite is the physical position of the AR device
within the environment. However, to exploit the full potential of an AR environment,
as much information as possible from the physical world must be digitally available.
Thus, for example, measured values in an experiment can be visualized directly at
the point of occurrence. But, the sensor technology of such systems often poses a
major challenge. A decisive factor is that the sensors must not negatively affect the
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actual experiment or the person performing it. In addition, the system must be ro-
bust against external and unforeseen influences. Other challenges often include com-
plex multi-sensor systems, budget constraints, latency and response times, privacy
requirements, power supply, and data connectivity. Subsequently, these engineered
smart learning platforms, which form an essential part of educational research, will
themselves become part of necessary scientific questions in the field of electrical and
information technology. They form a special use case for a multi-sensor device in
the context of the IoT, whose concepts and insights can be generalized to many other
applications.

The development and implementation of most learning platforms have been mainly
driven by the fields of didactics and educational science. As a result, many platforms
are specifically tailored to certain research questions and benefit from experience
gained from previous experiments and studies in this area. From a technological
point of view, very user-friendly off-the-shelf components such as Arduino-based mi-
crocontrollers, Raspberry Pls, and sensors on break-out boards are almost exclusively
used. Although these components lead to quick results due to their widespread use
in the Do It Yourself (DIY) sector, they always represent a compromise compared to
customized solutions. The learning platforms presented in this thesis address this
issue. Through close cooperation between the fields of didactics and electrical engi-
neering, technically complex and specific embedded system solutions from the field
of loT are combined with the demanding requirements of modern learning environ-
ments to explore a wide range of didactic subjects. Concepts such as digital twins,
advanced sensor networks, and special user interactions are thus finding their way
into educational research.

Data Transmission

In addition to data acquisition, data transmission is also an essential key component
of the IoT. Due to many different devices and environments, there is also a wide
variety of requirements and prerequisites for data transmission. In the field of con-
sumer loT, the focus is often on flexibility and usability. The devices should be easy
to set up and, if possible, use existing resources such as Wireless Local Area Network
(WLAN) and power outlets. Smart lamps, for example, use the power supply of the
actual device, since it is available anyway, and a wireless data connection via WLAN
to avoid additional wiring. A smart room thermometer, in contrast, is often battery-
powered because there is not necessarily a power outlet at the intended location.
Therefore, an energy-efficient wireless protocol must be used to avoid draining the
battery too quickly.

In the field of Industrial 10T, there is often a considerably more complex require-
ment profile. Today, many new devices are equipped with smart functions directly
during development and can thus use the resources of the actual device. Especially in
the industrial sector, machines, and devices are often in operation for many years or
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even decades before a new generation replaces them. Solutions that retrofit devices
with smart features are therefore extremely important. One use case, for example, is
predictive maintenance [16], aiming to monitor machine parameters precisely and, as
a result, perform more targeted maintenance. Since modifications to existing systems
are usually complex and expensive, the retrofitted sensor devices must be as indepen-
dent as possible to ensure quick installation. Systems that are not dependent on the
power grid and have a wireless data connection are, therefore, often preferred. How-
ever, using a wireless data connection increases the already required high-security
standard of systems in an industrial context even further [17]. On the one hand, the
encryption of the data must be ensured. On the other hand, the communication part-
ners must verify each other to guarantee that the data either sent or received has not
been manipulated. This is extremely important, especially in critical infrastructure, as
invalid data or data leaks can have serious consequences. But security is also playing
an increasingly decisive role in other areas. Botnets for example, in which loT devices
are attacked on a large scale and misused for illegal purposes, emphasize the need
for a certain level of security even further [18,19].

There are several standardized procedures for securing data connections. Us-
ing approved and open standards, such as the Transport Layer Security (TLS) pro-
tocol, brings major advantages. First, the compatibility of the individual systems is
increased by common interfaces and protocols. Second, the widespread use of a
procedure ensures that potential attacks can be found and eliminated more quickly.
Third, the disclosure of a procedure also significantly increases trust in a solution.
The already mentioned TLS protocol is supported by all of the top 100 websites and is
used by 97 of them as default!. For modern servers, PCs, and smartphones, the addi-
tional effort required for secure connection establishment and encryption is very low.
However, for resource-constrained embedded systems, the complex cryptographic
computations required for a TLS connection often pose a major challenge [20-24]. In
addition, the increased communication overhead is required to establish the connec-
tion. Methods and solutions that make established cryptographic protocols feasible
for resource-constrained embedded systems provide immense added value in the
field of Industrial 10T. Furthermore, the results can also be used in other areas such as
smart homes or the [oMT.

! https://transparencyreport.google.com/https/overview, accessed January 16, 2023
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1.2 Contributions and Outline

Figure 1.2 provides an overview of the various challenges in the loT that are relevant
to this work and how they are interrelated. Although the broad scope of the IoT is
extremely diverse, there are significant overlaps in terms of requirements and chal-
lenges for devices and solutions. This work is focussed on both the area of Educa-
tional IoT and the area of Industrial l10T. Yet many of the solutions and contributions
can be applied to multiple sectors of the loT.

The overall structure of the thesis is shown in Figure 1.3. Chapter 2 covers secure
data transmission in the Industrial loT with a focus on maximizing energy efficiency.
For this purpose, the selected application domain of the Industrial loT system is first
explained in more detail in Section 2.1. The corresponding design space exploration
follows in Section 2.2 with further related work. The overall concept and structure of
the Industrial 1oT network system are detailed in Section 2.3. Section 2.4 presents the
evaluation of the general feasibility of the setup as well as insights into the limited
use of isolated optimization of cryptographic operations with Cryptographic Hardware
Accelerators (CHAs). Section 2.5 provides a more complete overview by applying a
holistic analysis approach and identifies limiting factors as well as related optimiza-
tions. Finally, Section 2.6 evaluates the system for being powered by a Thermoelectric
Generator (TEG) and indicates the resulting challenges. Chapter 3 addresses data ac-
quisition with complex multi-sensor systems in the field of Educational IoT. Therefore
Section 3.1 gives a brief overview of learning theory background. Section 3.2 covers
the sensor technologies of a smart learning environment for electrical experiments
that have also been optimized for use with AR glasses. Section 3.3, in turn, focuses on
the sensor technology of a smart learning environment for photometric experiments,
which relies on the connection with a digital twin. Chapter 5 summarizes the whole
subject of the thesis and gives an outlook on possible future research questions.
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Figure 1.2: An Overview of the Interconnection of the different Areas and Challenges of
the loT considered in this Thesis
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1.2.1 Key contributions in the field of Industrial loT

The contributions in the field of Industrial loT, focus on secure data transmission with
a very limited energy budget (energy consumptions of less than 1000 mJ on the edge
device, per connection establishment). To ensure compliance with proven security
standards like the TLS protocol, a well-defined set of cryptographic algorithms and
procedures must be employed. However, these are considered to be very compu-
tationally intensive for microcontroller-based low-power devices and are, therefore,
in direct contrast to the low energy budget. In order to reduce energy consump-
tion, many state-of-the-art systems rely on alternative protocols, which usually offer
neither the high compatibility nor the widespread trust as already well-established
protocols. Therefore this work presents a systematic approach to successfully utilize
the widespread standard for secure data connections, the TLS protocol, also in low
power loT edge devices. It demonstrates that in contrast to related work, battery-
powered edge devices with a wireless data connection can also benefit from the trust
and security features of TLS while still achieving excellent battery life. Moreover, it is
demonstrated that thermoelectric energy harvesting can adequately power such an
edge device at temperature differences of just a few degrees. The contributions in the
field of Industrial loT are structured as follows:

+ Application Domain, Design Space Exploration and Concept of the Indus-
trial IoT Network System (Section 2.1-2.3)
Based on a specific industry-related use case in the field of predictive mainte-
nance, the associated requirements are identified and used for a subsequent
design space exploration that evaluates and assesses possible technologies, se-
tups, and solutions. The results are presented in the form of an aggregated
Industrial loT network system, which forms the basis for the following inves-
tigations. Both the design space exploration and the resulting Industrial loT
network system can be used as a reference for other domains of application.

« Utilization of Hardware Accelerators (Section 2.4)
The use of CHAs to improve the speed and energy efficiency of cryptographic
operations is a common approach for the optimization of embedded systems.
In this section, the general feasibility of the previously defined setup is evalu-
ated and presented as a battery runtime estimation. Furthermore, the impact of
an isolated optimization by utilizing different CHAs in the TLS-based low-power
Industrial IoT network system is shown.

+ Holistic Analysis Approach (Section 2.5)
This section contributes a holistic analysis approach for the TLS-based low-
power Industrial IoT network system, which identifies limiting factors and corre-
sponding optimizations. To the best of my knowledge, the resulting system is
the first that closes the gap between using well-established security standards
and low-power devices in the area of Industrial IoT network systems.
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+ Challenges of the Utilization of TEGs (Section 2.6)

This section contributes a quantitative evaluation of the utilization of thermo-
electric energy harvesting in a TLS-based low-power Industrial IoT network sys-
tem considering different storage technologies. The results allow a direct corre-
lation between the usable temperature difference of the energy harvester and
the resulting minimum time interval for accumulating the energy required to
establish a new connection for sending data to the cloud.

The contributions have been published in the following journal and conference pa-

pers:

+ TLS-Level Security for Low Power Industrial 1oT Network Infrastructures [25]

This paper presents a secure Industrial loT network system with battery-powered
edge devices, based on the TLS protocol that is suitable for industry use. To ad-
dress energy concerns, dedicated hardware accelerators are used to optimize
the computationally-intensive cryptographic algorithms.

Analysis and Optimization of TLS-based Security Mechanisms for Low Power
loT Systems [26]

This paper presents a holistic analysis and optimization of the previously in [25]
presented Industrial 10T network system. The overall energy consumption for
ephemeral TLS handshakes was reduced by half and the associated latency by
about one order of magnitude compared to related work.

Exploration of Thermoelectric Energy Harvesting for Secure, TLS-based In-
dustrial loT Nodes [27]

This paper investigates the use of a TEG for the battery-independent operation
of an edge device based on the previously published Industrial loT network sys-
tem. The findings demonstrate that temperature differences as small as 1K at
the TEG are sufficient to ensure a secure connection to the cloud multiple times
per hour.

The presented work also contributed to publications in the area of post-quantum
cryptography [28,29].
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1.2.2 Key contributions in the field of Educational loT

The smart learning environments presented in this work are the outcome of a close
collaboration between the research areas of didactics and electrical engineering. Most
state-of-the-art learning environments are limited by their use of only off-the-shelf
components that are very user-friendly. Transferring classic loT concepts and ad-
vanced technology to learning environments and thus creating an educational loT
opens up completely new possibilities. Examples include the concept of a digital twin
or the creation of a sensor base for the use of artificial intelligence. The contributions
in the field of Educational loT are split into two sections:

« Smart Sensors for Augmented Electrical Experiments (Section 3.2)

This section presents a smart sensor system for educational Science Technology
Engineering Mathematics (STEM) experiments in electrical circuits with a focus
on usage in an AR environment. It consists of sensors for voltage and current
measurement, position identification with a focus on a 2D plane, and cable
identification for circuit reconstruction. In addition, a solution for an energy-
efficient and robust data transmission of the measured values to the Microsoft
HoloLens 2 through the use of the state-of-the-art Bluetooth Low Energy (BLE)
standard is contributed. Furthermore, an evaluation of the installed sensor sys-
tems in terms of accuracy and precision is presented.

« Smart Measurement Platform for Photometry in Education (Section 3.3)
This section contributes a portable photometric measuring system with smart
electronics for inquiry-based learning in STEM lessons together with a digital
twin of the including visualization and recording function implemented on a
tablet. Through the detailed tracking of all user interactions, this platform forms
the foundation for a wide range of future research questions on advanced learn-
ing analytics and technology-enhanced learning approaches.

The contributions have been published in the following journal papers:

« Smart Sensors for Augmented Electrical Experiments [30]
This paper presents the smart sensor system for educational STEM experiments
in electrical circuits with a focus on usage in an AR environment which is de-
scribed in Section 3.2. Additionally, the paper includes a usability study con-
ducted with 20 pupils at a German high school. The evaluation resulted in a
usability rating of 94 out of 100 points.

« SmaEPho-Smart Photometry in Education 4.0 [31]
This paper presents a smart learning platform and its digital twin for inquiry-
based learning in STEM, with a focus on electrical circuits and photometric mea-
suring. The system is described in depth in Section 3.3. Moreover, the paper
features a usability study with 52 students which confirmed the excellent usabil-
ity of the smart learning platform.
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The work presented here on Educational loT has also contributed to the following
publications [32-37].

Apart from that, publications in the area of application-specific memory controllers
[38] and in the area of transiently-powered loT sensor devices [39] have been sup-
ported.

A part of this research in the area of smart learning environments is supported by
the project “U.EDU” (Funding number: 01JA1916 and 01JA2029) of the “Qualitatsof-
fensive Lehrerbildung”, a joint initiative of the Federal Government and the Lander
which aims to improve the quality of teacher training. The program is funded by the
Federal Ministry of Education and Research. The author is responsible for the content
of this publication.
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Data Transmission - IndustrialloT

The concept of Industrial 1oT extends the IoT into the industrial environment. By con-
necting a wide variety of devices, systems, and sensors, a broad range of process pa-
rameters, environmental data, and machine information can be collected and made
available to other systems. The resulting potential is vast and spans across various in-
dustrial sectors. Manufacturing [40,41], healthcare [42-44], transportation [45], agricul-
ture [46], energy [46] and logistics [47] are just a few domains where the Industrial loT
is having a significant impact. The resulting benefits range from improved operational
efficiency, predictive maintenance, and increased security to real-time monitoring
and automation. Highly popular topics such as machine learning are contributing fur-
ther to the enormous growth of the Industrial IoT and enabling a wide variety of new
possibilities. This significant evolution is only possible due to the massive progress
in microelectronics. Innovations enable more powerful processors, larger memories,
and greater energy efficiency. This progress has been mainly determined by the con-
stantly reduced feature size of the transistors. This made it possible, as Gordon Moore
predicted in 1965, to double the number of transistors in an Integrated Circuit (IC)
approximately every two years [48] (denoted as Moore’s Law).

The central component of most (Industrial-) loT devices is a microcontroller. Mi-
crocontrollers typically consist of a microprocessor, memory to store the application
data, several peripheral interfaces, and an integrated power supply to generate the
different voltage levels required for the various internal components. Having all the
necessary parts directly on the chip drastically reduces the number of components
and the system’s overall complexity. The significant advancements in transistor tech-
nology have also resulted in major progress in the development of microcontrollers.
About 20 years ago, the ATmegal6® from Microchip, was an average and very pop-
ular microcontroller. It features a 16 MHz main clock, 1 kB Random-Access Memory
(RAM) and 16 kB flash. Nowadays, there are a huge number of microcontrollers that

! https://www.microchip.com/en-us/product/atmegal6, accessed April 28, 2023
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serve various application areas and are optimized correspondingly. Performance-
targeted devices like the i.MX RT1050° series from NXP Semiconductors reach clock
frequencies of 600 MHz, others like the EFM32PG23 Gecko Family® from Silicon Labs
are tailored for minimal energy consumption and use only 70 uyW/MHz while running
code from flash. Yet other devices were developed with a focus on extremely small
package sizes or with special security requirements. In addition, modern microcon-
trollers contain more and more peripherals such as application-specific interfaces,
wireless modules, or customized hardware accelerators. Due to the constantly grow-
ing amount of features included in the devices, manufacturers are increasingly refer-
ring to them as System on Chips (SoCs). A good example here is the recently intro-
duced nRF54H20 SoC* from Nordic Semiconductor. Besides several Arm Cortex-M33
processors, multiple RISC-V coprocessors, and specialized cryptographic hardware
accelerators, the SoC also features 2 MB non-volatile memory, 1 MB RAM, a built-in
Bluetooth 5.4 capable radio, as well as a number of other interfaces such as high-
speed Universal Serial Bus (USB) and Controller Area Network Flexible Data-Rate (CAN
FD). In addition, the SoC is specifically designed for wireless applications with lim-
ited energy budgets. The availability of such powerful SoCs in combination with the
necessary energy efficiency opens up a wide range of new possibilities and fields of
application. On the one hand, computationally intensive applications such as ma-
chine learning or sensor fusion at the edge benefit from higher computing capacities,
larger memories, and various special hardware accelerators. On the other hand, this
progress also offers new opportunities and desperately needed approaches in the
area of security.

The large number of increasingly powerful devices in the Industrial loT combined
with the high level of connectivity represents a great opportunity for cybercriminals.
Botnets such as Mirai [18, 19] have clearly demonstrated the damage that can be
caused by weak or even unsecured systems. Moreover, due to the steady progress in
the field of quantum computers, which can solve certain algorithms, such as Shor’s
Algorithm [49], much faster due to their specific structure, they pose a major threat
to many common cryptographic methods. The implementation and utilization of
security mechanisms that reliably defend against these different hazards are essential
for the further expansion and development of the Industrial loT. This has led to a
significant increase in research activities in the area of Industrial loT over the past
years, with the main focus on authentication, data security, and data sharing as well
as security monitoring [50]. Due to the different requirements of the various sectors
in the Industrial IoT, the resulting procedures and solutions vary greatly even within
the individual sectors. In particular, sectors with very limited energy budgets often
deviate from well-established standards in data security, like public-key cryptography

2 https://www.nxp.com/products/processors-and-microcontrollers/arm-microcontrollers/i-mx-rt-
crossover-mcus/i-mx-rt1050-crossover-mcu-with-arm-cortex-m7-core:i.MX-RT1050, accessed April
28,2023

3 https://www.silabs.com/mcu/32-bit-microcontrollers/efm32-gecko, accessed April 28, 2023

4 https://www.nordicsemi.com/Products/nRF54H20, accessed April 28, 2023
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or the general TLS protocol, referring to the excessive computational intensity for
constrained loT devices [20-24]. As a result, various custom solutions and lightweight
alternatives are being developed to avoid those calculations and protocols that are
considered computationally intensive. This not only limits system compatibility and
lack of confidence in well-established protocols but also hinders the adaptability of
new procedures and insights.

The demand for a baseline system for data transmission between edge devices
and the cloud that meets today’s security requirements, such as for example those
defined by the Bundesamt fiir Sicherheit in der Informationstechnik (BSI) °, as well as
provides extensibility for future security updates, is extremely high, especially in the
Industrial 1oT. Using proven protocols and algorithms is essential to maintain compat-
ibility and trust. The limiting factor of such a solution is, in general, the very restricted
energy budget of the edge device, which prevents the use of extensive protocols and
computationally intensive algorithms. This work addresses this challenge based on
a real-world industry example by exploiting the potential of modern, state-of-the-
art SoCs with integrated specialized hardware accelerators as well as various analysis
and optimization methods. The result is an Industrial 10T system for transmitting data
between edge devices and the cloud, which, contrary to related work, closes the gap
between well-established security standards and low-power edge devices.

The further course of this chapter is structured as follows: In Section 2.1, the exact
scope of application of the system and the consequential parameters, as well as the
generalisability of the requirements, are described. The resulting prerequisites serve
as the inputs for the design space exploration, which is performed in combination
with related work in Section 2.2. Thereby, the essential components of the system are
described in detail one after the other, and design decisions for the resulting Indus-
trial loT system are derived. The section concludes with an overview of other secure
low-power Industrial 1oT network systems. The exact design and structure of the sys-
tem resulting from the design space exploration, which will be used throughout this
chapter, is described in detail in Section 2.3. Section 2.4 is dedicated to the general
feasibility of the system and shows initial measurement data and performance char-
acteristics. In Section 2.5, more detailed analyses and optimizations on the system
level are performed which lead to a significant reduction in the energy required by
the edge device. Taking into account the area of application presented in Section 2.1,
the possibility of powering the edge device through thermoelectric energy harvesting
is investigated in more detail in Section 2.6. Finally, Section 2.7 describes limitations
and Section 2.8 further scientific research based on this system.

The key contributions of this chapter are already summarized in Section 1.2.1

5 https://www.bsi.bund.de/SharedDocs/Downloads/DE/BSI/Publikationen/TechnischeRichtlinien/
TR02102/BSI-TR-02102.pdf, accessed November 12, 2023
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2.1 Intended Application Domain of the Industrial loT
System

The concept of Industrial loT describes the constantly increasing linkage of sensors,
devices, and systems in the industrial environment. In order to be prepared for this
new age, many modern machines are therefore equipped with appropriate sensors
and interfaces to provide process parameters directly to the relevant systems. Older
machines usually do not offer these functions. This is a considerable problem, espe-
cially in areas with machines that have a very long lifespan. Edge devices equipped
with the appropriate sensors for capturing the required process parameters and a
suitable network system offer a way of adding this functionality post hoc. In order
to optimize subsequent installation, these edge devices are usually equipped with a
wireless data connection and are battery-powered which makes them independent
from the power grid. Energy efficiency is consequently a central factor in the devel-
opment of such edge devices allowing an extended operation time and a reduction
of maintenance intervals. However, this is inevitably in direct contrast to the high-
security requirements for data transmission in the Industrial IoT, since the use of
cryptographic operations inherently leads to increased computational effort and thus
higher energy requirements.

A specific example of the use of a low-power/energy edge device with high data
security requirements can be found in the field of predictive maintenance for indus-
trial pumps. Since pumps are often required in critical infrastructures such as the
cooling circuits of power plants, fire-fighting systems, or water supply systems, reli-
able operation, ensured by regular maintenance intervals, is essential. Companies
such as KSB ¢, one of the world’s largest manufacturers of pumps and industrial
valves, are aiming to achieve both more accurate monitoring of operations and more
targeted maintenance through the use of predictive maintenance using advanced sen-
sor systems and analysis algorithms. The amount of data that needs to be sent to
the cloud is usually relatively small, <1 kB/h can be taken as a rough approximation.
In addition, the data does not need to be sent continuously, consolidated updates at
intervals of 30 minutes up to several hours are sufficient. However, since the lifetime
of such pumps is typically several decades, there are many pumps already in the field
that are far from reaching the end of their lifetime. Therefore, the need to equip these
pumps with the new sensor technology is very high.

While the pumps have a direct power supply, the process of rewiring and adopting
power domains on already deployed pumps to connect the sensor devices often in-
curs substantial expenses, especially in an industrial context. To be a viable solution,
it is important that the sensor devices can be attached post hoc on existing machines.

6 https://www.ksb.com/, accessed April 28, 2023
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Therefore, these devices generally must be battery-powered and communicate wire-
lessly with data collection units or cloud systems. As a result, low-power/energy sys-
tem design becomes essential in order to reduce costly battery replacement cycles.
Furthermore, as wireless communication is always exposed to attackers, the security
aspect of the communication becomes a primary requirement for such Industrial loT
systems. It is, therefore, not enough to encrypt the data itself, but also to ensure
data integrity and authentication of the communication partners. To provide this
end-to-end encryption and authentication, the edge device must be able to commu-
nicate directly with state-of-the-art cloud infrastructure without relying on additional
security-critical intermediate systems. However, it is not necessary to maintain this
connection continuously, since the sensor data usually does not require real-time
availability. This enables the edge device, for instance, to awaken every fifteen min-
utes, retrieve the data, and transmit it to the cloud over a secure connection. The
system can go into a deep sleep mode between these connections.

Although the above requirements are derived from a direct use case, they are
also applicable to many other application areas. The increased flexibility and ease of
installation of edge devices, due to their independence from extensive cabling, allows
them to be deployed quickly or even temporarily in a wide range of applications
in various industry fields. The need for state-of-the-art security mechanisms is also
essential in effectively all wireless networks, regardless of their application.
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2.2 Design Space Exploration and Related Work

Based on the requirements described in the previous chapter, this section elaborates
on a system architecture and defines the underlying components and mechanisms.
Since the security of the data transmission determines the specifications for the wire-
less data communication technology, some key aspects of secure data transmission
are discussed below and related work is assigned. This is followed by an overview
of the selected wireless data communication technology and its differentiation from
alternative approaches. Subsequently, the off-the-shelf SoC, which forms the core
of the edge device, is selected. The chapter concludes with an overview of related
secure low-power loT network systems.

2.2.1 Data Security in the Industrial loT

The importance of advanced security standards for loT and especially in Industrial loT
is well-known and has been intensively studied, e.g. [22,51]. In particular, when used in
critical infrastructures, state-of-the-art security mechanisms are unavoidable [19,50,52].

Cryptographic Algorithms

Cryptographic algorithms are one of the key components of data security. They are
used to ensure confidentiality, data integrity, and data authenticity. Accordingly, there
is a wide variety of algorithms and procedures to perform a range of different tasks.
A general distinction can be made between symmetric and asymmetric encryption
methods as well as hash functions.

Symmetric encryption methods are designed to ensure confidentiality and have
only one key that is used for both encryption and decryption. Use cases include the
encryption of stored data as well as data that is transmitted over a public channel
such as the Internet. One of the most widely used methods is the Advanced Encryp-
tion Standard (AES) [53], which is also recommended by the BSI [54]. The AES algo-
rithm is known to be relatively efficient to execute on processors, and there are many
specific implementations with the goal of energy efficiency or performance [55, 56].
Even small microcontrollers with a focus on high energy efficiency are able to execute
an AES operation relatively fast. A major challenge in the use of symmetric encryption
methods is the distribution and handling of the key since there is only one key that
must be known to all participating parties.

Asymmetric encryption methods use two different keys: a private key, and a pub-
lic key. These two keys can be used for several applications. On the one hand, the
public key can be used to encrypt messages that can only be decrypted with the cor-
responding private key. On the other hand, messages can be signed with the private
key, which in turn can be verified with the public key. Furthermore, the Diffie-Hellman
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(DH) method can be used to enable a secret exchange of keys over a public, eaves-
dropping line. They are thus an essential component of modern cryptography and
enable the establishment of a Public Key Infrastruktur (PKI) for the purpose of digital
authentication. Frequently used algorithms are, for example, Elliptic Curve Cryptog-
raphy (ECC), Rivest Shamir Adleman (RSA), Digital Signature Algorithm (DSA), DH. In
general, asymmetric encryption methods are known to be less efficient than symmet-
ric methods, due to the usually more complex underlying mathematical problems.
Since these methods are typically only used to encrypt short sequences such as hash
values for signature or keys for use with symmetric methods, the higher computing
requirements for computers and servers are usually negligible. However, this does
not necessarily apply to low-power embedded devices. Depending on the method,
this represents a major challenge in terms of memory requirements and computing
power [44,57,58].

Cryptographic hash functions are a special case of cryptographic operations.
They generate a value with a fixed size, the so-called hash, from a value of arbitrary
size. Accordingly, this is a function where it is practically impossible to invert or re-
verse the calculation. Cryptographic hash functions are, for instance, used in digital
signatures and message authentication but also in many other fields of applications.
Popular hash functions are for example Secure Hashing Algorithm 2 (SHA-2), Secure
Hashing Algorithm 3 (SHA-3), Message-Diges Algorithm 5 (MD5) or BLAKE. Due to their
structure, they can be executed relatively efficiently even on resource constraint de-
vices [59-61].

Due to the enormous progress in the development of quantum computers, the
field of Post-Quantum Cryptography (PQC) is becoming increasingly important.
Since quantum computers are likely to solve certain mathematical problems like
Shor’s Algorithm [49] in the future much faster due to their special structure, they
pose a major threat, especially to state-of-the-art asymmetric encryption methods.
PQC is an active research area, and standardization efforts are ongoing to identify and
select the most promising post-quantum crypto algorithms. These algorithms are be-
ing developed based on mathematical problems that are currently considered to be
resistant to attack by both classical and quantum computers. They come from various
areas of mathematics, such as lattice theory, code-based cryptography, multivariate
polynomials, hash-based signatures, and others. In addition to the actual security,
a central research topic is the significantly higher performance requirements com-
pared to conventional cryptographic processes. These refer to the necessary memory
demand, the key size, and the required computing power.

Cryptographic Hardware Accelerators

Hardware accelerators are dedicated components optimized for a specific workload
such as machine learning, cryptography, graphics rendering, and many others. This
optimization does not necessarily have to be aimed at computational performance,
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but can also focus on energy efficiency, chip size, or a combination. These improve-
ments are achieved through specialized architectures. Typically, hardware accelera-
tors can offer orders of magnitude improvements in performance per cost and perfor-
mance per watt over general-purpose computers [62] but lag in flexibility.

Hardware accelerators for cryptographic operations, so-called CHAs, are available
for a wide variety of cryptographic functions and applications. In the application area
of microcontrollers, these are either connected as an external component via a stan-
dard interface or directly integrated into system-on-chips. The range of supported
algorithms varies greatly depending on the application target. For example, crypto-
graphic coprocessors such as the external ATECC508A by Microchip or the CryptoCell-
310, which is integrated into the nRF52840 SoC by Nordic Semiconductor, are de-
signed for more widespread functions like RSA, ECC, SHA-2, and AES. CHAs like pre-
sented in [63], on the other hand, are strongly optimized for the execution of a single
primitive. In addition to optimizing the calculations, the CHAs often have other fea-
tures such as true random number generators, secure key memories, or resistance to
tampering. Usually, CHAs are offering a considerable advantage, especially for asym-
metric encryption processes and when processing large amounts of data [26, 64, 65].
Hardware accelerators also play a crucial role in the context of PQC. They represent
a large research area and make many of the PQC algorithms suitable for general use.
Especially in the course of the NIST standardization process for PCQ algorithms 7, a
huge number of different hardware accelerators for different algorithms and different
approaches have been published [63,66-69].

Cryptographic Protocols

Cryptographic protocols are another key component to achieving state-of-the-art se-
curity requirements. They define strict rules and procedures on how certain cryp-
tographic algorithms must be applied in order to establish, for example, a secure
connection between two communication partners. This form of standardization offers
many advantages, such as the validation of protocols, increasing interoperability, and
simplifying their implementation. A very popular cryptographic protocol is the Secure
Shell (SSH) protocol. It is generally used for secure remote login and command line
execution. The Internet Protocol Security (IPsec) is another cryptographic protocol
that provides a secure connection between two computers on an Internet Protocol
(IP) network. It is mainly used to establish Virtual Private Network (VPN) connections.
The most widely used cryptographic protocol on the modern internet is the TLS pro-
tocol. In fact, it is supported by all of the top 100 websites and is used by default
by 97 of them®. As TLS is also the standard for secure communication with the loT
applications of the leading cloud platforms, it is discussed in more detail in the next
section.

" https://csrc.nist.gov/projects/post-quantum-cryptography, accessed April 28, 2023
8 https://transparencyreport.google.com/https/overview, accessed January 16, 2023
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TLS Protocol

TLS is an Internet Engineering Task Force (IETF) standard proposed in 1999. The cur-
rent version, TLS 1.3 was defined in August 2018. It is a standardized cryptographic
protocol for client/server applications to secure communications against eavesdrop-
ping, tampering, and message forgery [70]. The protocol consists of two layers. The
lower layer (TLS Record Protocol) is based directly on the transport layer (Transmis-
sion Control Protocol (TCP)) and ensures both the encryption of the application data
using symmetric cryptographic algorithms and the integrity and authenticity through
a Message Authentication Code (MAC). It also manages message fragmentation and
compression. The upper layer (TLS Handshake Protocol) is responsible, on the one
hand, for negotiating the cryptographic procedures and keys to be used for the con-
nection. On the other hand, it is responsible for the authentication and identification
of communication partners using asymmetric encryption methods. TLS supports var-
ious methods based on different cryptographic algorithms for secure key exchange,
authentication, and encryption of the data connection. To determine which proce-
dures are used to establish a secure connection, so-called ciphers are used. An ex-
ample of a cipher would be "TLS ECDHE ECDSA AES 128 GCM SHA256". It consists
of a key exchange algorithm (ECDHE), an authentication algorithm (ECDSA), an en-
cryption algorithm (AES 128), a message authentication code algorithm( GCM), and
a hash algorithm( SHA256) (see below for a more detailed explanation). Since the
ciphers are renegotiated between the connection partners for each new connection,
this approach offers an extremely high degree of flexibility. A server can allow several
combinations of procedures to meet a wide range of requirements. This also makes it
possible to subsequently exclude or give preference to certain procedures. Especially
in the context of the new PQC algorithms, this mechanism is extremely useful, as it
allows individual, potentially compromised algorithms to be exchanged for PQC algo-
rithms. In short, the TLS protocol provides a framework around various cryptographic
algorithms and defines a fixed procedure for using them.

There are a number of libraries for using the protocol on different target plat-
forms, the most popular open-source library available for a variety of platforms be-
ing OpenSSL °. There are also a variety of specific libraries developed for embedded
applications, such as mbedTLS ° or wolfSSL !. However, the generally high mem-
ory requirements of the TLS protocol, due to package size and handling, as well as
the computationally intensive cryptographic algorithms pose a major challenge for
resource-constrained embedded devices [20-24]. Therefore, several lightweight pro-
tocols such as Energy Efficient Datagram TLS (eeDTLS) [71], E-Lithe [72] and Compact
TLS (CTLS) [73] have been proposed to reduce both the complexity of the crypto-
graphic computations and the amount of data that has to be handled, e.g. [74-78].
These alternatives, however, do either not provide the same level of trust as TLS

° https://www.openssl.org/, accessed April 28, 2023
10 https://github.com/Mbed-TLS/mbedltls, accessed January 16, 2023
1 https://www.wolfssl.com, accessed January 16, 2023
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or are not supported by leading cloud platforms like AWS loT [79] or Google loT
Core [80], which prevents proper end-to-end encryption.

In terms of data security, the use case described in Section 2.1 poses clear require-
ments for state-of-the-art security mechanisms for data transmission. These include
end-to-end encryption with unique keys generated for each session and explicit au-
thentication of communication partners via a PKI. Furthermore, the integrity of the
transmitted data must be guaranteed in order to detect possible manipulations. In
addition to the security requirements, the use case also defines compatibility with
state-of-the-art cloud services without having to rely on additional security-critical in-
termediate systems. This requires direct IP communication between the cloud server
and the edge device, enabling true end-to-end encryption and authentication.

The TLS protocol provides both the necessary security and compatibility, as well
as the high level of trust that derives from its widespread use as a standard for se-
cure communications on the internet. Despite the increased demands on embedded
hardware in terms of memory and processing power, the benefits of using such an
established protocol outweigh the drawbacks. Furthermore, given the huge improve-
ments in the performance and energy efficiency of embedded hardware, and the
availability of various cryptographic hardware accelerators, the benefits of using such
an established method clearly dominate.

Due to its support for state-of-the-art security mechanisms, high flexibility,
and broad compatibility with leading cloud platforms, the TLS protocol was
selected for this work to be used in the proposed Industrial loT setup.

In all the upcoming experiments, unless explicitly described otherwise, the cipher
suite "TLS ECDHE ECDSA AES 128 GCM SHA256" is used. This implies the use of the
following cryptographic procedures:

« Elliptic Curve Diffie-Hellman Ephemeral (ECDHE): The shared secret, used to en-
crypt the transmitted data is generated using the elliptic-curve-based key agree-
ment protocol with ephemeral keys.

« Elliptic Curve DSA (ECDSA): Elliptic-curve-based certificates are used for mutual
authentification and identification of the communication partners. Both parties
verify each other.

« AES 128 and Galois/Counter Mode (GCM): The shared secret is used with AES 128
and GCM to encrypt the data.

« SHA-2: All hashing operations are performed using the SHA256 algorithm.
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2.2.2 Wireless Comunication

The choice of wireless data transmission technology has a significant impact on the
overall performance of the system. This includes energy efficiency, potential data rate,
transmission range, the ability to use local gateways, robustness, and much more.

Based on the requirements defined in the previous sections, BLE, together
with the Internet Protocol Version 6 (IPv6) over Low power Wireless Personal
Area Network (6LoWPAN) protocol, was chosen for this work to establish an
IPv6 connection to the cloud server.

This selection is explained in more detail below, using various properties and pa-
rameters.

End-to-End IPv6

The integration of loT devices through standard internet communication protocols
opens up a wide range of possibilities as well as seamless integration with existing
infrastructure. Each server can be reached via the Internet Protocol Version 4 (IPv4)
and/or IPv6 protocol. IPv6 has several advantages over IPv4, including the increased
number of IP addresses, which is a major benefit given the enormous growth in the
number of 10T devices. The advantages and opportunities of using IPv6 in the loT
have already been published in various papers (e.g.: [81-83]). In the given use case of
predictive maintenance, the implementation of the IPv6 protocol enables the direct
use of the TLS protocol, providing the basis for state-of-the-art security and direct
compatibility with the leading cloud platforms.

6LoWPAN Standard

Back in 2004, the IETF 6LoOWPAN Working Group started the standardization to trans-
mit IPv6 packets over IEEE 802.15.4. IEEE 802.15.4. is a transmission protocol for Wire-
less Personal Area Networks (WPANs) and forms the core of wireless networks such
as ZigBee. In 2013, the IETF IPv6 over Networks of Resource-constrained Nodes (6Lo)
Working Group launched to standardize an IPv6 adaptation for other low-power wire-
less transmission technologies. With the publication of RFC 7668 [84] in 2015, a
standard for the transmission of IPv6 packets via BLE was published. Today, even
a default Linux kernel includes an implementation of the RFC 7668 standard, so a
simple Raspberry Pi 12 with a built-in BLE module can be used as a gateway. How-
ever, the 6LOWPAN standard is frequently incorrectly equated with IEEE 802.15.4. In
fact, 6LOWPAN acts purely as an adaptation layer to the actual network layer. The

12 https://www.raspberrypi.com, accessed January 16, 2023
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underlying link layer and physical layer are then provided either by BLE or by IEEE
802.15.4. Figure 2.1 shows an example of a complete protocol stack.

Application
 Transport TCP / UDP
~ Network IPv6
Adaptation  (NCESWRANIID
* Link Layer
_______________ BLE or |EEE 802.15.4

Physical Layer

Figure 2.1: Example Protocol Stack with 6LoOWPAN Adaptation Layer

Range vs. Energy

The length of the distance to be covered wirelessly has a significant influence on the
energy required. With comparable antenna size and data rate, more energy must be
used to transmit the data over a greater distance. As a basic approximation, the in-
tensity decreases quadratically with the distance (Inverse-square law). In a system
with severely limited energy, it is therefore necessary to evaluate the radio range that
is really needed. The actual range of a BLE radio connection ranges from a few me-
ters to over 50 m, depending on, for example, external interferences used transmit
power, and the positioning of the antenna. However, under the expected conditions,
the range of BLE is sufficient for the proposed scenario in Section 2.1. With a ra-
dius of about 20 m, even multiple sensors can be covered by one gateway. Wireless
standards such as NB-loT or LTE-M, with their much longer ranges and consequently
higher energy requirements for transmitting the same amount of data, are therefore
not being considered.

Gateway

Wireless connections always require a gateway that provides a network connection to
the target server in the cloud. This service can be handled either by a mobile network
provider, such as NB-IoT, or by a private gateway, such as a WLAN access point. As
the pumps considered in our use case are often deeply integrated into large industrial
plants or used in underground installations, the dependency on network coverage or
the respective mobile network providers is a major limitation. The use of the BLE
protocol requires the installation of dedicated gateways. However, these are indepen-
dent of providers and license fees for radio bands and can be deployed flexibly. It is
important to note that in the chosen configuration, the gateway only acts as a kind of
switch that forwards the IPv6 packets received via BLE over the wired Local Area Net-
work (LAN) interface or vice versa. The gateway does not represent a security-critical
component within the data transmission itself, as the actual protection of the data
connection takes place directly between the edge device and the server.
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Energy

The energy consumption of different wireless technologies is influenced by various
parameters such as frequency and transmission power, but also protocol overhead.
Shahzad et al. [85] analyzed the energy consumption of three different short-range
wireless technologies - BLE, ZigBee based on IEEE 802.15.4 and WLAN - depending on
the amount of data transmitted. The results show that ZigBee required the least en-
ergy for small amounts of data up to 500 B and WLAN for large amounts of data over
800 kB. BLE proved to be the most energy efficient for the range in between. BLE has
also proven to be more energy efficient than IEEE802.15.4 when using the 6LoWPAN
standard [86]. In [87] and [88], an IPv6 connection over BLE between two Raspberry
Pls is established and examined in more detail. The amount of data to be transmitted
in the use case described in Section 2.1 is approximately 4-10 kB for the TLS hand-
shake and less than 1 kB for sensor data.

Connection Robustness

BLE uses a Frequency Hopping Spread Spectrum (FHSS) technique to minimize the
influence of interference from other wireless devices operating in the same frequency
band. This approach involves rapidly switching the operating frequency within the
2.4 GHz band, which reduces the impact of narrowband interference and enables co-
existence with other wireless technologies such as WLAN. In addition, Adaptive Fre-
quency Hopping (AFH) dynamically selects the channels with the least interference
to provide a stable connection even in environments with a high density of wireless
devices. Moreover, the use of error detection and correction mechanisms helps to im-
prove data integrity and reduces the likelihood of retransmissions due to erroneous
data.

2.2.3 System on Chip

Apart from energy consumption, the selection of the SoC significantly influences the
actual potentialities and restrictions of the system. As mentioned above, there are a
large number of different SoCs available today, with various features and application
targets.

For the application context described in the previous section, an Arm Cortex-
M4-based SoC (nRF52840) from Nordic Semiconductor 13 was chosen for this
work.

13 https://www.nordicsemi.com/products/nrf52840, accessed April 28, 2023
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The requirements and considerations for this choice are described in more detail
below.

The proposed application scenario and the considerations described in Chap-
ter 2.2.1 and Chapter 2.2.2 set the first baseline requirements for the SoC. Initial ex-
periments have shown that a minimum RAM size of 128 kB is required for a robust im-
plementation. This results primarily from the presence of the necessary network stack
that dynamically receives and parses packets, as well as the processing of certificates,
keys, and signatures during the TLS handshake. The chosen SoC features 256 kB
of RAM, providing some flexibility for future extensions or other cryptographic pro-
cedures such as PQC. Since the SoC communicates directly with the network, com-
putation times must not exceed a certain runtime in order to avoid network time-
outs. Initial tests have shown that the 64 MHz clock frequency of the nRF52840 SoC
is sufficient to avoid the Central Processing Unit (CPU) becoming a bottleneck for the
network performance. An integrated hardware accelerator for various cryptographic
operations such as RSA, ECC, SHA-2, AES, and True Random Number Generator (TRNG)
allows for offloading some of the heavy cryptographic workload from the processor
and enables energy-efficient computation of these operations. The required wireless
communication interface is provided by an integrated multiprotocol Bluetooth 5.4 ra-
dio that supports BLE, Bluetooth mesh, Near Field Communication (NFC), Thread, and
Zigbee protocols. The nRF52840 SoC has already been tested in various projects to be
very energy efficient, especially in combination with the integrated BLE radio.

Besides the specific technical data of the SoC, the available tool environment,
including measurement and debugging methods, as well as existing experience, al-
ways has an impact in the field of embedded development. The nRF52840 SoC from
Nordic Semiconductor was chosen based on both technical requirements and per-
sonal preference. Therefore, it is important to note that similar controllers, such as,
for example, the EFR32BG24 from Silicon Labs * or the STM32WB5MMG from ST Micro-
electronics *, should lead to at least similar results.

2.2.4 Related Work

When considering related work, | only refer to TLS-based systems or systems with a
comparable security approach.

The security of low-power wireless networks has been considered in multiple sur-
veys [89,90]. Many solutions have been proposed, such as the use of intermediate gate-
ways [91,92], or lightweight protocol alternatives to TLS. Although TLS and the use of
a PKI are often dismissed as not suitable for loT devices [20-23,93,94], there are many
papers that have still investigated the performance of TLS on resource-constrained
devices. For example, [95] investigates the performance of TLS and Datagram TLS
(DTLS) on various Arm Cortex-M3 and Cortex-M4 controllers, but omits the impact of
wireless data transmission. [96] evaluates the performance of TLS and DTLS using
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Zephyr OS, a widely used open source loT operating system. [97] analyzes the im-
pact of different TLS cipher suites using two WLAN-connected loT boards utilizing an
Arm Cortex-R4 each. The influence of connection properties such as packet loss on
a TLS secured Message Queuing Telemetry Transport (MQTT) connection is explored
in [98]. [99] compares the influence of the different versions TLS 1.2 and 1.3 as well
as DTLS 1.2 and 1.3 with each other.

However, to the best of my knowledge, there was no work prior to our publica-
tions [25-27] that focused specifically on low-power sensor devices while still using
standard TLS with state-of-the-art security levels.
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2.3 Structure and Concept of the Industrial loT Network
System

The areas of application and, thus, the resulting requirements for data transmission
in the loT vary greatly. Due to this diversity, there will not be a solution that covers
all areas of application in the best possible way. In the subsequent analyses and
optimizations in this chapter, though, the same general structure and setup will be
used. This setup is derived from the decisions and considerations in the previous
design space exploration and presented in the following. Although this system was
derived from a specific use case, the layered structure of this setup allows the system
to be adapted to a wide range of other applications. At the same time, many of the
results can be transferred and applied to other similar systems.

MQTT
TLS
TCP
IPv6
6LoWPAN BLE Ethernet / LTE

N

BLE a
nRF52840 Eg
= (O % =
nRF52840 Raspbrry Pi
Edge Devices Gateway Server

Figure 2.2: (Protocol-)Structure of the Industrial loT System

Figure 2.2 illustrates the general system design and protocol structure. The three
main components are the low-power sensor devices, in the following referred to as
edge devices, the gateway, and a generic server that provides a MQTT broker. As al-
ready discussed in Subsection 2.2.3, the main computational unit of the edge device
consists of the nRF52840 SoC by Nordic Semiconductor. The gateway is a Raspberry
Pi 3 running Debian as its operating system. It is connected via the internet to an IPv6-
enabled server, which provides an MQTT broker using the common Eclipse Mosquitto,
message broker * software. The distinctive feature of this system is illustrated by
the protocol structure in Figure 2.2 (top). Since IPv6 is used throughout the system,
the gateway serves merely as a bridge between the different physical and link layers
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(transparent gateway). This is made possible by the use of BLE and the 6LoWPAN
standard between the edge device and the gateway. This standard allows IPv6 pack-
ets to be transmitted directly over BLE. By using a corresponding IP stack (in this case
LWIP %) and a TLS library (in this case MbedTLS *°), a classic TLS end-to-end encryp-
tion can be established between the edge device and the server. As an application
layer, MQTT is used as an example, but this can easily be changed to other protocols
if required by the target application, as the data security-related parts are handled by
the underlying TLS layer.

Since, according to the use case, the edge device is not permanently connected
to the server but only establishes a secure connection, for example, every 15 min-
utes, it can enter a deep sleep mode during the remaining time. Depending on the
selected deep sleep mode, the SoC may be woken up by an internal timer or may
even need to be woken up by an external source, such as an external real-time clock.
Figure 2.3 illustrates this behavior in more detail. For security reasons, the respective
connection set-ups are completely independent of each other and, therefore, always
employ Perfect Forward Secrecy (PFS). Furthermore, strictly certificate-based authen-
tication is used to eliminate many security problems of Pre-shared Key (PSK)-based
authentication algorithms.
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Figure 2.3: An lllustration of the Connection Interval between Edge Device and Server

14 https://savannah.nongnu.org/projects/lwip/, accessed April 28, 2023
15 https://www.trustedfirmware.org/projects/mbed-tls/, accessed April 28, 2023
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2.4 Utilization of Hardware Accelerators

In the previous sections, a state-of-the-art Industrial 1oT network system for the se-
cure transmission of sensor data between edge devices and the cloud was proposed.
In order to secure the data connection, the TLS protocol is used. However, the TLS
protocol is practically non-existent in the low-power IoT domain. One reason is the
relatively large amount of data that has to be transmitted to establish a secure con-
nection; additionally, the required cryptographic calculations are considered too com-
putationally intensive for embedded devices with limited resources [20-23,93]. The
utilization of a state-of-the-art SoC and dedicated cryptographic hardware accelera-
tors, however, opens up new possibilities in contrast to the current state-of-the-art.
The following section evaluates the general feasibility of the presented setup as well
as the influence of specific cryptographic hardware accelerators.

2.4.1 Related Work

Related studies have analyzed the impact of various cryptographic algorithms, iso-
lated without a network connection, on different microcontrollers, both with and
without hardware accelerators: [100] examines the computing performance of three
different microcontrollers with varying symmetric and asymmetric operations. Two
of them employ internal hardware accelerators, but the analysis only covers time
and not energy. In [101], the energy and time required to apply AES are analyzed on
two different platforms, one of which includes a CHA. [102] compares the energy and
computation performance of four different secure elements.

Other papers investigated cryptographic operations and protocols in combination
with WLAN modules: [97] and [103] evaluated the complete TLS handshake with differ-
ent ciphers based on RSA and ECC in terms of energy and time. [104] analyzes many
different symmetric and asymmetric operations on various microcontrollers and ex-
ternal CHAs. [105] evaluates the performance of different crypto operations as well as
the impact of a DTLS handshake on different microcontrollers in combination with a
WLAN module. They report that the use of the integrated crypto accelerator has mini-
mal impact on the application in terms of execution time and energy consumption.

2.4.2 Setup

For the evaluation, the setup described in Section 2.3 was used. The current con-
sumption of the edge device was recorded with a Keithley DMM7510 digital multime-
ter. For the measurements, a sampling rate of 20 kHz and 0.1 pA resolution is used.
The timings were measured and synchronized with the current measurements by us-
ing a high-speed logic analyzer. Furthermore, two different CHAs were used:
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« ATECC508A '¢: This CHA from Microchip integrates all the necessary crypto-
graphic functions for ECDSA and Elliptic Curve Diffie-Hellman (ECDH) Key Agree-
ment. It supports the National Institute of Standards and Technology (NIST)
standard P256 elliptic curve, SHA-256 hashing, and offers an internal random
number generator. The device is connected to the edge device (nRF52840 SoC)
via a standard Inter-Integrated Circuit (12C) interface.

« Arm TrustZone CryptoCell-310 !': This security subsystem by Arm is directly inte-
grated into the edge device (nRF52840 SoC). It offers a CHA for RSA public key
cryptography as well as ECDH and ECDSA support utilizing different curves. Fur-
thermore, other functions like SHA-2 hashing, a true random number generator,
and AES symmetric encryption are provided by the accelerator.

To obtain the highest security level, as already described, the concept of PFS was
applied with ephemeral encryption keys by employing the cipher suite TLS ECDHE
ECDSA AES 128 GCM SHA256 for all measurements. This means that each new connec-
tion is independent of previous ones and all necessary session data is generated from
scratch. CHAs performed the following functions during the tests:

« ECDHE: Generation of a new key pair; Calculation of the shared secret
+ ECDSA: Signing and Verification

« SHA-2: Hashing (CryptoCell only; Hashing is done in the software when using
the ATECC508A )

2.4.3 Evaluation and Results

The results are segmented into three groups: plain software solution (SW), external
hardware acceleration with the ATECC508 (HW ), and internal hardware accelera-
tion using the CryptoCell (HW¢¢). Figure 2.4 shows the time and energy overhead
caused by the TLS handshake. Here, only the time and energy from sending the first
message to establish the TLS connection to successfully establishing the secured con-
nection was considered. The total handshake time is reduced to almost a quarter of
the software-only solution when using one of the CHAs. In addition, the use of the
external CHA (HW ) reduced the energy required by a factor of 10 compared to the
software-only solution. When using the integrated CHA (HW¢¢), the energy could
even be further reduced by almost a factor of 2 compared to the external CHA.

Figure 2.5 shows different battery lifetime estimations of the sensor edge device,
depending on the ECC implementation type and the number of MQTT connections

16 https://www.microchip.com/en-us/product/atecc508a, accessed April 28, 2023
17 https://www.arm.com/products/silicon-ip-security/crypto-cell-300, accessed April 28, 2023


https://www.microchip.com/en-us/product/atecc508a
https://www.arm.com/products/silicon-ip-security/crypto-cell-300

32 Data Transmission - Industrial loT

\
SW ‘ SW |
HW ar i HW ar '
HWc ‘I HWc |
0 10 20 30 40 10 100 1000
Time [s] Energy [mJ]
Figure 2.4: Handshake Overhead

% 10°
3 | |
I>_—I L
o Ll |
E10H HWec | —
S f HWar
o I HWcc+ Data
S 10° W
= 0 1 2
< 10 10 10
as)

Data Transfers [1/Day]

Figure 2.5: Battery Runtime Estimation

per day (see setup in Figure 2.3). Besides the handshake process, each connection
includes a data transfer of 128 byte. The sleep current is 2.5 yA. An AA Lithium cell
(thionyl chloride, 3.6V, 2.6 Ah) is employed as the battery, and 70% of its capacity is
considered usable. Since the edge device in a real-world scenario usually requires ad-
ditional energy for sensor value acquisition and processing, a corresponding example
is added. The dashed line graph includes the sampling and preprocessing of vibra-
tion sensor data that takes about 20s (consuming 300 mJ), prior to the connection
establishment. Assuming a connection interval of 30 minutes, i.e. 48 connections per
day, the theoretical battery runtime of less than one year can be increased to 10 years
using the integrated CHA.

In summary, the results show that by using CHAs, the energy of the edge device
used for a complete TLS handshake can be drastically reduced. Additionally in this
setup, the integrated CHA is able to achieve significantly better results, which is partly
due to the communication overhead for transmitting the data via I2C.

Moreover, it has been demonstrated that, in contrast to the state-of-the-art, TLS
is already feasible for many applications by using a modern SoC in combination
with a CHA.
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2.5 Holistic Analysis Approach

In Section 2.4, it was shown that CHAs make TLS-based security feasible for battery-
powered loT edge devices. However, the expectable performance improvement utiliz-
ing CHAs for cryptographic computations is expected to be at least one order of mag-
nitude [106], which is significantly higher than the achieved results that have been
reported for TLS. The reason is that the cryptographic computations have been as-
sessed and optimized in isolation and not in context with the overall TLS handshake
procedure. Thus, neither further limitations of internal procedures like data handling
and memory management nor interdependencies between the system components
like gateway and server have been investigated. The following comprehensive analy-
sis of the loT network system leads to three new, main contributions. First, a detailed
comparison of the software-only versus the hardware-accelerated implementation of
the Industrial loT network system. Secondly, the identification of further limiting fac-
tors and the corresponding optimizations led to a significant reduction in latency and
energy consumption of the edge device. Thirdly, the analysis methods shown can be
used to make a precise statement about the impact on energy and handshake dura-
tion of different cryptographic procedures (demonstrated here with the example of 3
different key lengths).

2.5.1 Procedure and Methodology

In the analysis of the system, the following methods and techniques are used to allow
a holistic analysis of the system. Furthermore, common reference points are used to
synchronize the different analyses in time to gain further insights into the system.

+ General Purpose Input/Output (GP10) Pins and Logic Analyzer
By setting and clearing GPIO pins at significant points in the program and log-
ging these with an external logic analyzer, very precise statements can be made
about timings within the program. Since writing a GPIO pin requires only a
few CPU cycles, the impact on the program is extremely small and in addition,
the time measurements are very accurate. For the experiments, a Logic Pro 16
logic analyzer by Saleae'® is used.

« Current Measurement
Since the main goal of this analysis is to reduce the energy demand of the
edge device, the accurate measurement of the required energy is very impor-
tant. This allows the detection of energy-intensive sections in the program and
increased energy consumption in standby mode. In addition, by comparing the
energy values with specifications from the manufacturer, it is possible to deter-
mine the operating mode of the microcontroller and the enabled peripherals.

18 https://www.saleae.com, accessed January 16, 2023
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This allows the identification of unused but activated peripherals. The synchro-
nization with the logging of the GPIO pins allows an even deeper insight into
dependencies and reveals precise information about the energy consumption of
certain program passages, e.g. the generation of a key pair or the signing of a
message. In the experiments, a Power Profile Kit Il by Nordic Semiconductor®®
and a Keithley DMM7510 digital multimeter® are used.

System Logs

On the edge device as well as on the server and the gateway, log outputs can
be used to inform about errors and system status. This can be used to detect
problems such as timeouts or protocol errors. However, the output of text, e.g.
via an Universal Asynchronous Receiver Transmitter (UART) connection, particu-
larly on the edge device, can have a significant impact on energy consumption
and timing. Therefore, the use of this function on the edge device is only advis-
able in the early phases of optimization and analysis.

Network Analyzer

A network analysis tool such as Wireshark?', which runs on the gateway or an
external device and captures the entire network traffic, is extremely useful for
examining connection establishment, IP address management, and message
flow. This allows, for example, retransmissions of messages or delays in corre-
sponding reactions to be tracked.

2.5.2 Types of Optimizations

Based on the aforementioned analysis methods, several optimization options were
identified that have a major impact, especially after the acceleration of cryptographic
computations with a CHA.

1. Application Code Optimization

Dynamic memory management offers various advantages in many applications.
Especially for resource-limited devices with limited RAM size, static memory
allocation is often not suitable. However, the system can benefit significantly
from sporadic, permanently allocated static memory areas (memory reuse) in
the case of constantly recurring memory allocations. Another optimization in
the area of application code is the strict avoidance of active polling, e.g. while
activating a resource, switching on clocks, or similar.

19 https://www.nordicsemi.com/Products/Development-hardware/Power-Profiler-Kit-2,  accessed

January 16, 2023

20 https://www.tek.com/de/products/keithley/digital-multimeter/dmm7510, accessed January 16,

2023

21 https://www.wireshark.org, accessed January 16, 2023
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Through the use of sporadic memory reuse and the reduction of active polling
during startup, both the required energy and the duration of the handshake
could be reduced.

2. Device Specific Optimization
As SoCs continue to become more complex with additional features and compo-
nents, it is getting increasingly difficult to enable only the necessary hardware
resources. Unused but activated peripherals such as counters, clocks, or inter-
faces can, however, have a considerable influence on the energy consumption
of the SoCs.

In this case, deactivating unused resources and timers led to a further reduction
in the energy required.

3. Optimization of System Interdependencies

Especially in network-dependent systems, the coordination between the net-
work participants can have a considerable influence on the overall performance
of the system. A standard server, for example, expects by default a very fast
response to sent IP packets. However, a resource-constrained edge device may
not always be able to achieve fast responses due to its significantly lower com-
puting power. Retransmissions and a resulting higher data and energy demand
are the consequences.

By improving the coordination and adjusting the server-side retransmission
timeout, multiple retransmissions were avoided, resulting in significant energy
and time savings.

4. Optimization of Connection Parameters
The parameters of the network connection, such as the BLE connection interval
or transmit power, have a significant impact on latency and data throughput.
However, the increased activity of the radio can also directly influence energy
consumption. A detailed study of the effect of BLE connection parameters was
conducted by my colleague Carl C. Rheinlander and published in [26].

2.5.3 Evaluation and Results

The comparison between the purely software-based solution (SW) and the in Sec-
tion 2.4 presented hardware accelerated solution (HW iso.) shows the significant in-
fluence of the CHA on the cryptographic operations (Figure 2.6 top). In relation to the
total handshake time, the impact of the cryptographic operations can be significantly
reduced (a decrease from approximately 80% of 38.5s to about 1.6% of 10.5s). By
addressing the cryptographic operations in isolation, the total duration of the hand-
shake could be improved by a factor of 3.5. The identified optimization potentials
resulted in a reduction of the overall TLS handshake latency by about one order of
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magnitude, i.e. a factor of about 30 between the original software-only solution (SW)
and the optimized hardware-accelerated solution (HW hol.).
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Figure 2.6: Optimization Approaches of the TLS Handshake Latency, split up in DSA and DHE
Execution Times [26]

The energy demand in the isolated optimization approach, shown in Figure 2.7 on
the left, is already reduced by more than one order of magnitude compared to the
software-based solution (SW). This is mainly due to the fact that most of the energy in
the software-based implementation is caused by the CPU being fully occupied during
the cryptographic computations. By using a CHA to perform them, the CPU utilization
can be drastically reduced. The holistic approach, moreover, resulted in an even
further reduction of more than 60 %.

The precise system analysis of the edge device during the TLS handshake also
enables an evaluation in terms of energy and time, of the influence of the selected
cryptographic procedures. Figure 2.8 shows the influence of different key lengths
(secp256rl, secp384rl, secp512rl) as one example. The right part of Figure 2.8 reveals
that both, the computational effort (CHA Active) and the time required to transfer and
process the larger keys (included in Other) increase significantly. Analyses of many
other parameters and methods, primarily with respect to post-quantum secure cryp-
tography, based on the same setup have been published by my colleague Maximilian
Schoffel in [28] and [29].
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Figure 2.7: Energy Demand and Latency for the TLS Handshake Procedure in Compari-
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2.6 Challenges of the Utilization of TEGs

The previous sections have focused on the systematic analysis and enhancement of
the Industrial 10T system. The results are a significant reduction in the energy con-
sumption of the edge device and a deep understanding of the temporal and energy
impact of the different phases of connection establishment. These accomplishments
could potentially facilitate the elimination of regular maintenance intervals caused
by battery replacement by using energy harvesting solutions instead. Solar-powered
wireless sensor nodes have already been shown to be a viable and practical solu-
tion for many applications. In direct sunlight, solar cells can quickly generate over
20 mW/cm?, which is why even very small solar modules are often already feasible
for powering a sensor node. However, the use of solar cells severely limits the oper-
ating environment to locations with sufficient light. This restriction also applies to
the predictive maintenance use case described in Section 2.1, as these pumps are
often installed in buildings, basements, or deep within process plants. However, there
are many other energy harvesting solutions such as electromagnetic energy harvest-
ing, piezoelectric crystals, or TEGs. In particular, TEGs, which convert a temperature
gradient into electrical energy, are a viable option for the stated use case. Here, the
radiated heat from the pump motor can potentially be used to power the edge device.
However, due to their intrinsic thermal connectivity and the absence of active cool-
ing, only low-temperature gradients can be expected, resulting in only a low energy
yield. The conditions under which TEGs are suitable for operating the in 2.3 pre-
sented, representative Industrial IoT edge devices as well as the influence of different
intermediate storage technologies are examined in more detail below.

The results and findings as well as isolated text passages in this section have
already been published by me and my colleagues in the conference paper titled "Ex-
ploration of Thermoelectric Energy Harvesting for Secure, TLS-based Industrial loT
Nodes.“ presented at "International Conference on loT (ICIOT 2022)" [27].

2.6.1 Related Work

Energy harvesting describes the conversion of energy from environmental sources
into usable electrical energy. Commonly used energy sources are light (photoelectric
effect), kinetic energy, chemical energy, radio frequencies, and thermal energy [107].
A TEG uses the Seebeck effect to transform thermal energy into electrical energy.
This effect describes the phenomenon in which a voltage difference is created by the
temperature difference between two different electrical conductors or semiconduc-
tors. Both the structure and the employed materials have an essential influence on
the properties of the TEG [108-110]. The voltage generated by a TEG is usually in
the range of millivolts. In order to utilize this small voltage difference, special boost
converters are applied to generate a voltage level that can be used for embedded de-
vices. The design of these booster circuits and their adaptation to the characteristics
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of the TEGs have a considerable influence on the efficiency of the system [111-113].
Therefore, off-the-shelf modules consisting of a TEG and a precisely matched booster
circuit are available to achieve maximum efficiency at a given operating point [114].
In the past, small-scale thermoelectric energy harvesting has been presented to sup-
ply wearable sensor devices [115,116] and loT applications [117-119].

Another important key component of the system is an energy storage element.
The output power of small TEGs is mostly insufficient to directly power a microcon-
troller with an active radio, especially at low-temperature gradients. Therefore, the
energy is typically initially collected in a storage element until enough energy is avail-
able to operate the unit for a specified time [120, 121]. The type of storage element
is strongly application-specific. Thus, size, capacity, lifetime, leakage current, pulse-
current capability, and cost are only a few of the decisive factors [120]. Typically,
either small rechargeable batteries or supercapacitors are used.

2.6.2 Setup

In the following, an overview of the system setup that is used in the remainder of this
chapter is presented. This includes the software components on the edge device, the
energy harvesting module used, and the energy storage solutions considered in the
study.

Edge Device Software

Similar to the previous sections, the Industrial 10T setup already presented in Sec-
tion 2.3 was used. In this case, however, the software of the edge device is based
on the RIOT operating system [122] and its default GNRC Network Stack. The use
of this very resource-efficient and modular build operating system enables a more
generic software application due to the additional abstraction layer, compared to the
previously used bare metal software stack without an operating system. After a holis-
tic system analysis and corresponding optimization as described in Section 2.5, the
energy and latency values achieved with the RIOT-based software were comparable
to those of previous measurements. The use of mbedTLS as a TLS library and a sim-
ple MQTT client as an application layer remains unchanged.

Energy Harvesting Module

As already mentioned in the related work 2.6.1, the matching between TEG and the
booster circuit has a significant impact on the overall performance of the energy har-
vesting module. Therefore, a class-leading, off-the-shelf energy harvesting module
called Prometheus by Matrix Industries [114] is used in the system. The compact
module consists of a TEG (MATRIX Gemini) and an energy-harvesting boost converter
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(MATRIX Mercury). Although the power expected at a given temperature is well docu-
mented in the Prometheus module datasheet for larger temperature differentials, it is
not documented for small temperature gradients. In the targeted use case, however,
only small temperature gradients (<5 K) can be expected, mainly due to the fact that
the environmental temperature will be close to the temperature that the industrial
appliances, which are to be monitored, emit. Section 2.6.3, therefore, presents an
analysis of the performance of the TEG at small temperature differentials.

Energy Storage Technologies

The property that the system only establishes a connection at certain intervals and
enters a deep sleep mode in between, allows the use of a significantly less power-
ful energy harvester and significantly lower temperature differences. This involves
scheduling an energy storage element between the harvester and the edge device to
accumulate the energy required to establish a full connection in the time between
two connections. The capacity of the energy storage device, however, must be pre-
cisely matched to the application. It must be high enough to power the device dur-
ing the lowest power incomes from the harvester, and low enough to quickly reach
the minimum operation voltage even with little charge energy. This is particularly
essential in systems with extended periods without active energy harvesting by the
harvester.

Energy storage elements differ in their capacity, energy density, cost, maximum
current output, and losses due to leakage and aging. To define the most suitable stor-
age technology for the targeted loT system the following energy storage technologies
are evaluated in this work:

« Multi Layer Ceramic Capacitor (MLCC):
This capacitor consists of a ceramic material that serves as a dielectric and is
capable of delivering very high peak currents. Usually, the capacitance of a
single capacitor is limited to a few tens to hundreds of microfarads, which is
why several capacitors must be connected in parallel if larger capacitances are
required. For this setup, twenty MLCCs from the manufacturer Taiyo Yuden, with
a capacity of 220 uF each, connected in parallel for a total of 4.4 mF, are used.

« Supercapacitor:
Conventional capacitors usually have a relatively high leakage current, which
leads to unwanted energy losses. Supercapacitors, however, are optimized to
have low leakage currents and feature a significantly higher capacitance density.
But, they typically have a relatively high internal resistance, which causes the
voltage to drop significantly at high current pulses. For this setup, one 100 mF
supercapacitor by Eaton (KR-5R5V104) is used.
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+ CeraCharge:

The CeraCharge is a solid-state SMD battery by TDK. Its capacity is around 200 mF
at a maximum voltage of 1.8V. The leakage currents to be expected are ex-
tremely low, but high peak currents are not possible due to the high internal
resistance. An advantage over capacitors is the non-linear curve in terms of volt-
age and discharge capacity, which means that theoretically more usable energy
is available until the voltage drops below a certain point. However, in this setup,
a 440 uF MLCC had to be added in parallel to the CeraCharge in order to com-
pensate for the high peak currents and to prevent large voltage drops which
would result in a power-on reset of the SoC. Since the edge device runs with a
maximum voltage of 3.6V, two CeraCharge cells are connected in series.

The energy output of the TEG is expected to be relatively low due to its intrinsic
thermal connectivity and lack of active cooling, resulting in a rather low-temperature
gradient. Consequently, the energy storage component experiences many charge
and discharge cycles. Classical electrochemical storage technologies such as Li-ion
batteries are less suitable for this purpose as they suffer from severe aging effects,
which is why they have not been included in this work.

2.6.3 Evaluation and Results

In this section, first, the requirements of the edge device are defined in more detail.
Next, the amount of energy that can be expected from the energy harvesting system
is analyzed. This is followed by a detailed investigation of different energy buffers
and their trade-offs in this application. Finally, the results are summarised in a graph
showing the minimum time between two connections to harvest the required energy
as a function of the temperature gradient and the storage technology used.

Energy Requirements of the Edge Device

To determine the energy demands of the edge device during a single connection,
precise current measurements were taken from the first power-up of the SoC until
the successful transfer of the payload. Due to the modularity of the TLS handshake,
two further key exchange methods were included as examples of post-quantum safe
methods for further analysis, making a more general statement about the energy
consumption of the edge device possible. The values of the handshakes using KY-
BER512 are based on the work of my colleague Maximilian Schoffel. A more detailed
description and a much larger selection of post-quantum safe procedures have been
published by us in [28,29].

The application running on the edge device can be divided into the following
functional sections, 2.9:
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« start-up of the microcontroller (1)

establishment of a BLE connection to the gateway (2)

execution of the TLS handshake with the MQTT server, including the crypto-
graphic calculations (3)

transmission of 100 bytes of user data (4)

The resulting current profile of such a connection at a supply voltage of 3.6V is
shown in Figure 2.9. Each functional area is marked with the corresponding number.

In Table 2.1 the average duration and energy requirement of a complete connec-
tion, broken down by the different key exchange methods used, are listed. ECDHE-
ECDSA represents the conventional state-of-the-art solution based on elliptic curves.
KYBER512-ECDSA deploys the recently standardized post-quantum key encapsulation
method, signed by conventional elliptic curve cryptography. KYBER512-DILITHIUM2,

thus establishing a fully post-quantum secure connection based on KYBER [123] and
DILITHIUM [124].

The system enters a deep sleep mode between connections and is woken up by
an external real-time clock (e.g. RV-3028-C7 from Micro Crystal??). This allows the
current required during this time to be less than 500 nA.

1 (@ (3) 4)

Current [mA]
v

0 !
0 200 400 600 800 1000 1200 1400 1600
Time [ms]

Figure 2.9: Current Profile of a Complete Connection [27]

22 https://www.microcrystal.com/en/products/real-time-clock-rtc-modules/rv-3028-c7,  accessed
April 28, 2023
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Table 2.1: Energy and Time Requirements of Different Key Exchange Methods (Mean Values
of 10 Measurements)

| Key Exchange Method | Energy [mJ] | Time [s] |

ECDHE-ECDSA 5.90 1.71
KYBER512-ECDSA 6.44 2.18
KYBER512-DILITHIUM2 | 17.98 6.51

Energy Harvesting Module

The analyses of the TEG module were performed by my colleague Carl C. Rheinlander
and published in [27]. As the results of the maximum power output as a function
of the temperature difference are an essential part of the subsequent analysis of the
overall system performance, the results are included here for the sake of complete-
ness.

Figure 2.10 shows the measurement setup for measuring the energy at certain
temperature differences. The temperatures are controlled on one side by a heated
water bath and on the other side by a heat sink exposed to the environmental tem-
perature. The resulting graph of the maximum output power of the TEG at a given
temperature difference is shown in Figure 2.11.

Figure 2.10: Test Setup for the Evaluation of the TEG Module [27]
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Figure 2.11: Maximum Output Power of the TEG Module [27]

Energy Storage Technologies

In order to determine how much of the energy stored in the storage devices can ac-
tually be used by the edge device, the respective discharge profiles were captured
without a harvesting system connected. Therefore, the storage units were charged
to 3.6V in order to supply the loT application. A minimum operating voltage V.,
for the presented loT application of 1.8V was defined, which was derived from the
minimum operating voltage specified in the datasheet of the employed BLE SoC plus
a headroom of 100 mV. For the sake of simplicity, a high-duty cycle of the loT appli-
cation was chosen for this analysis with a new connection every 10s. This way the
losses through leakage will be low and can be neglected for the calculation, but at
the same time, a good statement can be made about the usable energy in the buffer.

Figure 2.12 shows the discharge curves of the MLCC. Its capacitance of 4.4 mF of
the MLCC is sufficient for 2 complete connections. It is noticeable that due to the low
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Figure 2.12: Discharge Curves of the MLCC; New Connection every 10s [27]
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internal resistance, there are practically no voltage drops caused by the peak currents,
but only a linear drop in relation to the drawn energy. This means that the energy
stored in the MLCC can be used very efficiently up to the defined minimum operation
voltage of 1.8V.
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Figure 2.13: Discharge Curves of the Supercapacitor; New Connection every 10s [27]

Figure 2.13 shows the discharge curve of the supercapacitor. With its capacity
of 100 mF, it provided the energy for 83 successful connections. The high peak cur-
rents cause voltage drops that increase significantly with decreasing storage voltage
to almost 0.6V at a remaining storage voltage of 2.2V. As a result, the supercapaci-
tor can only reliably supply the application down to a remaining open loop voltage
of 2.2V, compared to the MLCC, which can be used down to 1.8V.
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Figure 2.14: Discharge Curves of the CeraCharge with a 440 uF MLCC in parallel; New Connec-
tion every 10s [27]
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Compared to the supercapacitor, the CeraCharge has an even higher internal re-
sistance and was not able to supply the peak currents required in the setup on its
own. Therefore, two 220 uF MLCCs were connected in parallel to slightly absorb the
peak currents. This allowed the CeraCharge, whose discharge curve is shown in Fig-
ure 2.14 to successfully supply the energy for 113 connections before the voltage
drops below 1.8V by a remaining open loop voltage of 2.9V. In contrast to the MLCC
and supercapacitor, the voltage curve of the CeraCharge is not linear with respect to
the energy consumed but instead drops much slower, which, in principle, leads to a
larger usable range. However, the strong voltage drops caused by the high internal
resistance outweigh this advantage.

Based on the energy of the fully charged storage device and the residual energy
at the point of the determined minimum open-circuit voltage, the maximum theoreti-
cally usable energy of the storage technology, E., .., can be calculated as follows:

Eusable = Echg - Eres = 05 - C - ((376‘/)2 - VO2Lmzn) (21)

Where E,;, is the stored energy of the respective buffer at the point where it
is fully charged to 3.6V and E,., is the residual energy in the buffer at the point
where the minimum voltage under load conditions can be guaranteed. Vo min is the
respective open loop voltage at this point. Regarding the MLCC, this reveals that
about 75 % of the stored energy is usable by the loT application. As far as the su-
percapacitor is concerned, about 55 % are usable. The CeraCharge reaches a rate of
approximately 51 % of usable energy, whereby it must be noted that, as previously
mentioned, a 440 uF MLCC had to be connected in parallel for this. This value for
the CeraCharge is only an approximate value because the usable capacity strongly
depends on the quantity and duration of the load. As shown above, the loT system
load consists of many different current pulses, which makes it almost impossible to
theoretically determine the exact usable capacity. Furthermore, the open-circuit volt-
age of the CeraCharge dropped significantly after applying the load for the first time,
which makes it more difficult to compare to other storage technologies.

Another important parameter of the various storage technologies is the leakage
current, which is dependent on a variety of parameters. While the design of the stor-
age unit and the materials used certainly have a major influence, parameters like,
for instance, the ambient temperature, age, cycle count, and installation parameters
can also have a significant impact. In this case, the values from the data sheets are
used as a rough guideline for comparison. The values that are applied for subsequent
calculations are thus 2 uA per MLCC (i.e. 40 pA for the twenty MLCCs connected in
parallel), 0.6 uA for the supercapacitor, and 0.1 pA for the CeraCharge. For the Cer-
aCharge, however, the leakage of the two MLCCs connected in parallel must also be
taken into account, which increases the leakage to 4.1 pA in this case. Figure 2.15
shows the results for the different storage technologies deployed in this study.
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Figure 2.15: Comparison of the different Storage Technologies with respect to the theoreti-
cally usable Capacity and the Leakage Current [27]

For a qualitative comparison of the storage technologies in general, Figure 2.16
illustrates the different typical characteristics. All axes are arranged in such a way
that the preferred path points outwards, e.g., low costs, high endurance, and high
pulse current capability. The values only serve as a rough classification of the stor-
age technologies and show the general advantages and disadvantages. MLCCs are
ideal for absorbing large current peaks, have exceptional endurance, and can even
be charged with large currents. The supercapacitors, on the other hand, are a good
compromise in many areas with the advantage of their low cost in relation to capacity
and their very high endurance. The outstanding features of the CeraCharge are the
extremely low leakage current and the comparably high density. But in return, the
CeraCharge is not capable of handling large pulse currents. In addition, the handling
of the CeraCharge is more complex due to specific characteristics such as limited
charge current.
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Figure 2.16: Overview of the Properties of the different Energy Storage Technologies [27]
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Results in the System Context

By combining all the optimizations, insights, and results from the previous chapters,
the minimum time required to generate the energy for one connection can be calcu-
lated as a function of the temperature gradient at the TEG (Figure 2.17). The leakage
of the respective storage technologies is thereby also taken into account. Thus, the
graphs indicate a lower bound at which the charge of the energy storage technolo-
gies remains constant over a long period of time. The dots at the right ends of the
graphs indicate the minimum temperature gradient to overcome the leakage of en-
ergy storage technologies. Due to the very similar energy requirements of ECDHE
and the post-quantum-safe KYBER512, the curves are almost congruent. The post-
quantum secure signature method DILITHIUM2 has a significantly greater influence
due to the large keys and signatures which strongly increases the amount of data
being exchanged between client and server. The results clearly indicate the influence
of the leakage current of the individual storage technologies. For example, in order to
generate the energy for establishing a connection in 20 min, a temperature gradient
of 3K is required when using MLCCs, whereas a temperature gradient of only 1K is
required when using a supercapacitor.

5 ] —— ECDHE-ECDSA
] ——- KYBER512-ECDSA
4 ] KYBER512-DILITHIUM2
g 3 3N e TS )
= ]
<
2 1
] CeraCh ™* s N
|- *tleétr(.J?iF MLaC! ﬁparallel T e ?
17| mm MLCC
: Supercap
0 — e S S
1 10 100

Min Intervall between Connections[min]

Figure 2.17: Temperature Gradient vs. minimal Time between Connections [27]

This chapter demonstrates that thermal energy harvesting, in combination with an
appropriate intermediate storage device, is a reliable method for establishing a secure
data connection to the cloud, even at low-temperature differences of just a few Kelvin.
The use of energy harvesting instead of batteries or dedicated wiring significantly
reduces the installation and maintenance effort and thus creates significant added
value both in Industrial 1oT and in other application areas such as smart homes.
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2.7 Limitations

It is essential to mention that the consideration of the security aspect here only refers
to applying the TLS protocol. Even though this protocol contains mechanisms for
identification, authentication, confidentiality, and integrity, numerous other aspects
must be taken into account to achieve the maximum possible security for the system.
Nevertheless, the use of the TLS protocol provides an extremely versatile foundation
which, when properly implemented in combination with mechanisms such as, for
example, secure boot, an appropriate PKI infrastructure, and secure software updates,
can provide a practice-oriented system that meets high-security standards.

2.8 Further Scientific Research Based on this System

Due to the modular structure of the software stack and the systematic use of stan-
dards, the system serves as an excellent platform for further research. The deep
diagnostic and analysis techniques are a further advantage for the evaluation and
analysis of new components. The system is therefore also used in research about
post-quantum secure algorithms on embedded systems with very limited resources.
This research, conducted by my colleague Maximilian Schoffel, serves for in-depth in-
vestigation of PQC algorithms on low-power embedded devices and adds significant
value to ongoing standardization processes such as that of the US NIST. In [28], the
system presented here was extended by potential post-quantum key-encapsulation
mechanisms, and their impact in terms of energy and latency was analyzed and com-
pared. In [29], additional potential post-quantum digital signature algorithms were
implemented and also evaluated in terms of energy and latency.






Chapter3

Data Acquisition - EducationalloT

In recent years, there has been a significant shift from traditional, basic learning en-
vironments to the dynamic and innovative realm of smart learning environments.
This transformation is driven by the increased connectivity and the integration of
advanced sensor technology into the individual objects of learning environments.
Hence, this concept is also referred to as Educational loT. Learning environments
are commonly utilized, e.g., in STEM education, to impart not just facts to students
but also ways of thinking and conceptual connections. This is often accomplished
through the use of inquiry learning, in which students use experiments and research
processes to construct knowledge [125]. While physical and hands-on laboratory ex-
periments that focus on inquiry learning offer distinctive experiences, pure physical
laboratories may not always lead to successful learning outcomes [126-130]. Complex
research procedures and experiments can cause cognitive overload for the learner,
hampering the learning process. Nonetheless, personalized guidance and suitable
pedagogical support can mitigate this issue [131,132].

In this context, modern, intelligent learning platforms can provide significant added
value and open up completely new possibilities. Embedded sensors and networking
enable the capture of detailed information about both the learner and the learning
platform itself. This enables much more complex, immersive, and sophisticated learn-
ing platforms, in-depth analysis, and new study design, as well as highly personalized
support methods. Additionally, the accessibility of this data stream serves as the foun-
dation for using Al-based methods and analytics. In addition to the need to capture
specific parameters and states, there are also various requirements for accuracy, la-
tency, robustness, usability, and cost depending on the application. Consequently,
such an intelligent learning environment transforms into a complex multi-sensor plat-
form with sophisticated networking features, which poses considerable challenges for
its design and development.

The further course of this chapter is structured as follows: First, the scientific key
contributions proposed in this chapter are listed. This is followed by a short overview
of the theoretical background of learning theories with a focus on Cognitive Load
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Theory (CLT), Cognitive Theory of Multimedia Learning (CTML), and learning with Mul-
tiple External Representations (MER). Section 3.2 subsequently introduces the first of
the two learning platforms. This consists of smart sensors for electrical experiments
for primary use in AR environments. The focus here was set on the installed sensor
solutions consisting of a measuring system for current and voltage, a cable tracking
system, and a 2D positioning system for tracking the experiment components. In
addition to the functionality of the sensor solutions, an evaluation of the solution is
presented in the respective sections. Furthermore, the data transmission between the
devices is explained. In Section 3.3 a smart measurement platform for photometric
experiments for use at schools and universities is presented. Unique to this system is
the integrated photometric measurement unit and the ability to accurately track all
moving objects on the learning platform. After the functional description of the sen-
sor technology, an evaluation of the measurement system follows. In Section 3.3.6,
the corresponding digital twin is presented.

This chapter proposes the following new key contributions:

« A smart sensor system for educational STEM experiments in electrical circuits
focused on usage in an AR environment is presented. It consists of sensors for
voltage and current measurement, position identification with a focus on a 2D
plane, and cable identification for circuit reconstruction.

+ A portable photometric measuring system with smart electronics and various
sensors for inquiry-based learning in STEM lessons called Smart Education Pho-
tometer (SmaEPho) is introduced.

« An energy-efficient and robust data connection between the system compo-
nents through the use of the widely utilized BLE standard is presented.

+ An evaluation of the installed sensor systems in terms of accuracy and preci-
sion.
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3.1 Theoretical Background on Learning Theories

The learning environments presented in the following sections were primarily de-
veloped and used to address research questions related to CLT, CTML, and learning
with MER. This work will focus on the technical concept and the associated chal-
lenges. To provide a better understanding of the individual design decisions and re-
quirements, however, a brief and limited overview of the learning theory background
is given in the following. Further comprehensive insights can be found in the distinct
papers and the dissertation of Sebastian Kapp [133].

3.1.1 Cognitive Load Theory

The fundamental premise of the Cognitive Load Theory (CLT) [134,135] is that learn-
ers have a restricted working memory. Within this working memory, learners must
process all information associated with the learning process in the form of elements
and integrate them into their long-term memory, which is assumed to be unlimited.
In the CLT, the learning process that is continuously related to cognitive load is classi-
fied into three types:

« Intrinsic Cognitive Load (ICL) is caused by the inherent complexity of the learn-
ing content itself. Any learning material used has an inherent level of difficulty
and complexity that places a mental load on the learner [136]. The content to
be learned can be seen as individual elements. Element interactivity, therefore,
describes, on the one hand, the number of elements that must be kept active in
working memory at the same time in order to fully understand a particular con-
tent, and on the other hand, the number of references between these elements.
Accordingly, a high element interactivity indicates a high ICL. However, learners’
prior knowledge significantly influences their learning process. Individuals with
extensive background knowledge can combine many independent, previously
acquired elements into chunks for processing. By reducing the number of dis-
crete elements, the cognitive load is reduced, which in turn makes the cognitive
load dependent on the learner’s prior knowledge.

« Extraneous Cognitive Load (ECL) refers to cognitive load that is not relevant to
learning, caused by suboptimal design of learning materials. The combination
of relevant and irrelevant content within the learning material places additional
demands on the learner by requiring the learner to first differentiate and clas-
sify the content. Appropriately optimized learning materials, utilizing design
principles such as for example the split-attention-effect [137-139], can signifi-
cantly contribute to reducing ECL.
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« Germane Cognitive Load (GCL) is considered to be a positive load for the learner.
It reflects the load on the learner’s actual learning process in order to under-
stand the information presented and to form schemas in long-term memory. A
conscious reduction of ICL and ECL can support this process.

To assess cognitive load in educational laboratory settings, for instance, a ques-
tionnaire developed by Thees et al [140] can be used.

3.1.2 Cognitive Theory of Multimedia Learning

Cognitive Theory of Multimedia Learning (CTML) posits that a learner processes infor-
mation through two distinct channels: verbal or textual representation, and graphical
or visual presentation. By presenting information simultaneously through multimedia
content, the content can be better processed and learned. Additionally, there is a
broad alignment with CLT. As with CLT, CTML presupposes that learners have limited
working memory and near-unlimited long-term memory. Additionally, it distinguishes
between three types of cognitive processes: essential processing (similar to ICL), ex-
traneous processing (similar to ECL), and generative processing (similar to GCL). A
principle developed in the context of CTML to reduce extraneous processing is the
multimedia principle [141,142], which states that learning with a combination of im-
ages and text is superior to learning with text alone. Another concept is the principle
of temporal and spatial coherence [143], which refers to the joint presentation of
content to be processed together.

3.1.3 Multiple External Representations

The term Multiple External Representations (MER) refers to the expression of a sci-
entific concept or problem in diverse forms and representations. The use of MERs
in learning across multiple domains has been extensively documented [144-146].
Ainsworth’s DeFT framework [147, 148] characterizes MERs in the context of learn-
ing scenarios in terms of design, function, and task. Similar to CTML, MERs consist of
numerous representations that need to be simultaneously processed during learning.
Specifically, three core functions are identified by Ainsworth [147]:

+ Complementary Roles: The usage of representations that contain complemen-
tary information or support complementary cognitive processes.

+ Constrain Interpretation: The mutual influence of the use or interpretation of
the representations involved.

+ Construct Deeper Understanding: The encouragement of learners to construct a
deeper understanding of a situation.
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3.2 Smart Sensors for Augmented Electrical Experiments

Figure 3.1: Example of a Visualization of the Electrical Potential in AR; Screenshot Captured
on a HoloLens 2 [30]

Especially in the context of STEM education, learning platforms are an essential
part of education, as students learn not only the facts but also the ways of acquiring
knowledge. In inquiry-based learning, students use experiments to gain new know-
ledge or to deepen what they have learned. A crucial point here is the targeted guid-
ance as well as appropriate educational support to avoid situations such as cognitive
overload. The use of smart learning platforms can add considerable value here. By
analyzing the learner, targeted assistance or additional questions can be triggered
depending on the specific experiment. This can significantly enhance the learning
experience while at the same time reducing the workload for teachers. The data ob-
tained also serve as the foundation for many research questions, including Artificial
Intelligence (Al)-assisted learning.

In this chapter, therefore, a smart sensor system for educational STEM experi-
ments in electrical circuits is presented. It consists of individual components such
as resistors or switches that can be connected with cables to form various circuits.
The integrated sensors offer considerable added value for the user and for addressing
various research questions. Both the electrical parameters like voltage and current,
as well as the interconnection of the components by the user, are captured and can
be transmitted wirelessly in real-time to other devices. In addition, the exact posi-
tions of the components on the table are tracked, for example, to recognize certain



56 Data Acquisition - Educational loT

arrangements, but also to ensure the fundamental prerequisite for the use of AR sys-
tems. Especially AR applications set high demands on the accuracy and latency of the
different systems, since, for example, too strong temporal deviations between the real
and the digital environment quickly have a negative impact on the user experience.

An application of the finished smart learning environment is shown in Figure 3.1.
In this case, it consists of 4 boxes, each with different resistors and the corresponding
connections for wiring. In addition, a laboratory power supply unit is used to power
the circuit. With the help of the sensors integrated into the boxes, the wiring of
the boxes, the electrical parameters, and the individual positions can be detected.
This information is evaluated in the AR-App, and a corresponding visualization of the
voltage drop at the resistor, as well as the connection of the boxes, are projected into
the user’s field of view.

3.2.1 Related Work

The characteristic feature of an AR environment is the visual blending of digital ob-
jects into the real world. In order to create an interactive experience, the visualiza-
tions are dependent on real-time sensor data giving information about the status of
objects or values in the environment. Due to the direct integration into the field of
view, however, accuracy, latency, and robustness are decisive factors for a good user
experience. The sensor technology used in an AR application can be roughly divided
into two groups.

The sensors of the first group are responsible for the detection of the environment
and for general localization. The sensors of the first group are responsible for the
detection of the environment and for general localization. They are usually installed
directly in the device which is used to provide the AR application. A Head-Mounted
Display (HMD) such as the Microsoft HoloLens * has sensors for detecting its own posi-
tion in space and technology for recognizing surfaces or optical markers that can be
used to align and anchor virtual objects. Many modern HMDs also have, for example,
built-in eye-tracking sensors, hand gesture recognition, or microphones. The second
group consists of application-specific sensors that acquire as much additional infor-
mation as possible from the relevant application context. For example, in a physics
experiment in an electric circuit, the current and voltage at various points in the
circuit are important parameters. But also the wiring or the status of different com-
ponents can be of great interest. The availability of all this specific information opens
up completely new possibilities for interaction and can lead to a highly immersive
experience.

M. Thees et al. [149] presented an AR environment for physics experiments on
heat conduction in metals. A Microsoft HoloLens forms the HMD and uses the inte-
grated sensors to localize and track special markers placed on the experiment. The

L https://www.microsoft.com/de-de/hololens, accessed January 16, 2023
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application-specific physical measurements in the form of a temperature profile along
the investigated metal rod are captured by a thermal imaging camera. The acquired
data is processed with the help of an additional computer and sent to the HoloLens
where it is visualized. D. Sonntag et al. [150] also used a HoloLens to create AR envi-
ronments for a capacitor experiment, an electron beam deflection tube experiment,
and an experiment with Teltron tube and Helmholtz coils [151]. The positioning of
the objects is established at the beginning by an automatized visual comparison of
camera images with a stored CAD model, with the possibility to make manual cor-
rections. Application-specific measurement values are recorded by multimeters con-
nected via USB to a Raspberry Pi *, which makes the data available to the HoloLens
via a web server.

Both of the solutions presented have their limitations. By using classic of-the-
shelf measuring instruments such as multimeters or thermal imaging cameras, an
additional computer is needed to process the data and make it available to smart
glasses. The marker detection used by M. Thees et al. [149] provides sufficient ac-
curacy in most cases and responds to subsequent changes during the experiment,
but requires very prominent markers that are directly in the field of view of the user
and, therefore, quickly disturbing. The solution of G. Albuquerque et al. [151] does
not use markers, but the mention and implementation of a manual correction of the
position, however, indicate a rather low accuracy. In addition, changes in position are
not tracked during the experiment.

3.2.2 Voltage and Current Measuring System

A key component of the experimentation boxes is the measurement system for cur-
rent and voltage. It measures the voltage across and the current through the electri-
cal component. In order to be suitable for a wide range of experiments, the following
requirements were defined in advance:

1. Measurement range: The physical experiments to be performed are related to
electrical circuits operating at touch-safe voltages and powered by a laboratory
power supply which is limited to a maximum voltage of 15V and a maximum
current of 500 mA. Since the boxes do not have a defined polarity from the
outside, the measuring system must cover the measuring range V;y = —15V... +
15V and Iy = —500mA... + 500 mA.

2. Measurement accuracy: The experiment boxes form a learning instrument and
should therefore keep the inconsistencies as low as possible since a high mea-
surement deviation inevitably creates a distraction for the learner. This may be
intended in certain experiments to further explore the topic of measurement
inaccuracies, but usually, it is a hindrance and tends to confuse the learner. In
this case, a maximum voltage deviation of £0.3mV and a maximum current
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deviation of +10 mA were specified for the measurement system. Through a
suitable study design, where, for example, the measurement of very small cur-
rents is avoided, it is possible to almost completely hide measurement errors.

3. Sampling rate: The required sampling rate for current and voltage measure-
ment depends strongly on the application. For experiments with direct cur-
rent, high sampling frequencies are usually not necessary, which is why an
additional low-pass filter in software is used to ensure a smooth data output.
For experiments with alternating current or, for example, experiments regarding
the charging and discharging of capacitors, a higher sampling frequency is an
advantage. With regard to the planned experiments, the maximum sampling
rate is limited to 250 Hz, and an adjustable digital low pass filter is added in the
software.

4. Protection circuits: To ensure reliable operation in every possible use case and
to make the sensor boxes robust against improper use and unwanted negative
effects, various protective circuits are required. Therefore, the installed elec-
tronic component (e.g.: resistor, light bulb), as well as the internal electronics,
had to be protected against currents and voltages outside the specified range
and possible electrostatic discharges.

To meet all these requirements, the circuit shown in Figure 3.2 was designed. To
protect the integrated electronics from external electrostatic discharge, three Tran-
sient Voltage Suppressor (TVS) diodes were included. A Voltage-triggered Bidirectional
Thyristor (VBT) and a Polymeric Positive Temperature Coefficient (PPTC) were added
to protect the circuit against voltages and currents outside the specified range. To
measure the voltage, a voltage divider formed by two precision resistors Ry, and Ry
is used to map the applied voltage range to the differential input range of the Analog
to Digital Converter (ADC) ADC',. The current measurement is realized by measuring
the voltage across the shunt resistor Rg. This voltage is amplified by two anti-parallel
instrumentation amplifiers and routed to the differential inputs of ADC}. As instru-
mentation amplifiers, current shunt monitors have been used which are characterized
by a large range of bidirectional common-mode voltage.

Analysis and Evaluation

To determine the accuracy of the current and voltage measurement unit, a set of
five identical sensor boxes was considered. To explore the full range of the electrical
specification, resistor values of 25Q, 50 Q, and 150 Q were employed as incorporated
electrical components. Two calibrated precision multi-meters were used as measur-
ing instruments for current and voltage measurement. The measurement results were
generated by setting a laboratory power supply to the corresponding desired value,
controlled by the reference multimeter.



3.2 Smart Sensors for Augmented Electrical Experiments 59

L
§
[

3xTVS

Rys X Vin

Rs

ELECTRICAL
COMPONENT

[}
"
-

]

8

1 - °

ADC, ADC,

Figure 3.2: Circuitry of the Voltage and Current Measurement [30]

The tests show that the voltage measurement meets the specifications. Over the
entire measurement range, a maximum deviation of 0.2 mV is not exceeded (Figure
3.3). At the same time, the inaccuracy decreases significantly as the voltage decreases.
Figure 3.4 illustrates this even more clearly and shows a relative deviation of around
one percent over the measurement range. The results of the analysis of the current
measurement show a maximum deviation of about 47 mA (Figure 3.3), which is be-
low the required maximum deviation of 10 mA.

In summary, the measurement system was able to meet the required specifica-
tions in a laboratory test environment. The measuring system was also able to fulfill
the requirements when used in several studies and laboratories in schools and univer-
sities.
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Figure 3.5: Absolute Deviation of the Current as Measured by the Sensor Box with Regard to
the Expected Value [30]
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Figure 3.6: Relative Deviation of the Current as Measured by the Sensor Box with Regard to
the Expected Value [30]
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3.2.3 Cable Tracking

Since the interconnection of the individual boxes via cables is an essential part of the
planned experiments in the electrical circuit, it must also be tracked. An important
prerequisite here is the clear identification of the cables in the various sockets. In
addition, an optically similar-looking solution to the previously used laboratory plugs,
as well as the function of "multi-stacking plugs" (Figure 3.7), as is known from labo-
ratory plugs, is required. The tracking of the cables enables the software to generate
a connection graph in real-time, which can then be used, for example, to reconstruct
the structure in the form of a circuit diagram or to check the current circuit against a
predefined solution.

Figure 3.7: Multi-Stacked Laboratory Plugs Figure 3.8: Multi-Stacked Smart Plugs

To achieve this functionality, several approaches were evaluated. Distinguishing
the plugs by different color markings would have the advantage that the previously
used cables can continue to be used. The disadvantage, however, is the mandatory
color differentiation of the cables, which is not necessarily desired in every experi-
ment. In addition, a sensor system with color sensors poses a major challenge, espe-
cially for the "multi-stacking plugs". A camera-based sensor system, however, would
be an option, but it increases the installation effort and is influenced by light condi-
tions and possible obscurations. Furthermore, camera-based systems are often not
considered for use in schools due to the high data protection requirements.
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Another system for cable identification is presented in [152]. Here, instead of the
usual lab plugs, three-pin 3.5 mm Tip Ring Sleeve (TRS) audio plugs are used. The
two additional contacts of each plug are connected to a resistor located inside the
plug. The resistance of this resistor can be determined by a corresponding measuring
electronic inside the box. By choosing different resistors for each plug, the plugs
can be identified uniquely. The disadvantages of this system are, on the one hand,
the limited number of plugs due to the resolution of the ADC used and the accuracy
of the employed resistors. On the other hand, the identification of "multi-stacking
plugs" is still very challenging and only possible with a further significantly reduced
number of plugs.

Since none of the above solutions fully met all the requirements of the project, a
new solution was developed. The standard lab connectors are replaced by 6.35 mm TRS
audio jacks. They offer sufficient stability for continuous use and are widely available
in a three-contact form factor. One contact is still used for the actual cable connec-
tion, and the other two for the identification of the connectors. The identification
is based on the one-wire protocol which uses two physical connections to create a
bus structure for data transmission. Every plug forms a one-wire slave with a unique
64 bit identifier, whereas each socket represents a one-wire master. Due to the one-
master/multi-slave structure, the master can read out all identifiers of the connected
slaves and even select them specifically for communication. This allows the real-
ization of "multi-stacking plugs" (Figure 3.8) by connecting the corresponding data
lines as shown in Figure 3.9. Technically, there is a 1 kbit EEPROM chip (DS2431 from
Maxim) integrated into each plug, shown in Figure 3.10, whereas currently, only the
64 bit identifier of the 1-Wire interface on the DS2431 is used to identify the plug. The
actual memory can be used in the future for additional information and statistics
about the plug. The one-wire master is implemented directly on the main microcon-
troller, but can also be implemented on a Field Programmable Gate Array (FPGA) as
done in 3.3.4.
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Analysis and Evaluation

This solution for the detection of connectors suffers from a few disadvantages due
to its design. It requires special cables and three-pin connectors to enable data ex-
change. In particular, the multipole connectors may raise additional questions for
advanced learners, which need to be addressed during the introduction. Furthermore,
connections of cables without a connection to the box cannot be tracked. In other
words, if plugs are stacked, but the lowest plug is not plugged into a box, this connec-
tion cannot be tracked.

However, the solution also offers major advantages, particularly in comparison
with other available systems. The digital interface enables precise identification of
each individual connector through the 64 bit long identifier and also the reliable iden-
tification of multiple connectors in one socket due to the bus structure. The addi-
tional memory in each connector can be used to describe the cable more precisely.
When a master reads an identifier for the first time, it can read the information stored
in the memory to get the identifier of the connector on the other side of the cable
as well as information about the length and color of the cable. This way, the pair of
plugs does not have to be registered as a cable in the software beforehand. The time
it takes to read an identifier essentially determines the latency in which a change is
available in the software. Reading a single plug identifier on the bus only takes about
15ms. For practicality reasons, the stacking of plugs is limited to a maximum of five
in software, which results in a maximum time to read all IDs of 5 - 15ms = 75ms.
Thus a very responsive behavior can be guaranteed.
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3.2.4 2D Positioning System

The position of an object is very important information for many types of learning en-
vironments. Anchoring information in an AR environment necessarily requires some
sort of positioning system, but even in non-AR environments, the position of objects
is necessary or can provide additional, important insights for learning analytics.

Since the requirements for a positioning system used in a learning environment
are strongly dependent on the intended use, there are various approaches. In the
field of AR learning environments, smartphones or tablets are often used. Here, the
camera image is analyzed with special algorithms that recognize certain predefined
markers. Depending on these markers, simulated objects can then be positioned.
Surface structure AR works in a similar way, with the structures of the available sur-
faces replacing the markers. Both technologies are usually assisted by additional data
from accelerometers and gyroscopes, which lead to a significantly better overall re-
sult. This technology is particularly characterized by the low initial barrier. In general,
a modern smartphone is sufficient to obtain at least acceptable results.

For an even more immersive and hands-free experience, AR glasses such as Mi-
crosoft’s HoloLens 2 are used. The tracking system of the HoloLens 2 consists of a
number of individual cameras and Light Detection and Ranging (LIDAR) systems that
are used to track objects as well as the position of the glasses themselves in the en-
vironment. Cameras are also frequently used in non-AR environments. Here, either
marker can be used or objects and structures can be recognized directly. A well-
known example is a motion-capturing system that uses several infrared cameras to
detect special reflective markers and calculate their positions based on the different
viewing angles. This system is regularly used in learning environments in the field of
sports due to its high tracking frame rate capabilities.

Another popular tracking system is the SteamVR Tracking 2.0 which was devel-
oped by VALVE. It uses rotating infrared light beams emitted by one or more base
stations, allowing the objects themselves to calculate their position relative to the
base station(s). This approach differs significantly from the systems described so far,
as the position of objects is not calculated by an external device, but by the object
itself. Through the use of multiple sensors together with an accelerometer and a gy-
roscope, it is possible to detect very fast movements with low latency. The objects
then transmit their position via a data connection to a central device, which then pro-
cesses it further. This system is mainly used in conjunction with virtual reality glasses
developed by the same manufacturer.

In addition to the systems mentioned above, there are a number of other ap-
proaches for capturing the position of objects in learning platforms, such as the sys-
tem presented in [152], which is based on RFID tags. However, in order to reliably
track the boxes of our physics experiment platform, the tracking system had to meet
the following requirements.
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1. The system is intended to be a fully functional tracking system that works to-
gether with devices such as the HoloLens 2, but can also be used indepen-
dently.

2. The accuracy of the system must be suitable for use in AR systems. Therefore, it
is sufficient for us to determine the position and rotation on a regular table. A
3D positioning, as well as the tracking of very fast movements, is not required.

3. The system must be reliable and robust against external interferences.

4. A camera-based system is not desired due to possible data protection concerns
when used in schools.

5. Since the complete system should also be produced in larger quantities for use
in studies, the system should be relatively cost-effective and, if possible, utilize
existing components of the overall system.

The system closest to meeting the requirements is version 2.0 of the Steam VR-
tracking system. However, the available original tracker (VIVE Tracker 3.02) is challeng-
ing to integrate into boxes due to its form factor and furthermore exceeds the costs of
one of our experimental boxes without tracking system several times. In addition, the
tracker is designed for fast-tracking in 3D, which is not needed in our case.

Therefore we have developed our own tracking system where we use the Base
Stations 2.0 of the SteamVR tracking system (in the following referred to as "SteamVR
BaseStation 2.0"), but have created a fully custom tracking device.

This project was carried out in collaboration with Sebastian Kapp working at the
Physics Education Research Group at the Technische Universitat Kaiserslautern. Fig-
ure 3.11 illustrates my contribution to the overall system. It starts with the reception
of the light pulses from the SteamVR BaseStation 2.0 and ends with the transmission
of the filtered and preprocessed raw data via BLE. The further processing of the raw
data as well as the calculation of the final position and conversion into the coordinate
system of the HoloLens 2 was implemented by Sebastian Kapp. In the following sub-
section 3.2.4, | will only give a very brief overview of the entire system and afterward
go into more detail on my part of the system. A more general overview of the entire
system was published in [30] as well as in [153].

2 https://www.vive.com/de/accessory/tracker3/, accessed January 16, 2023
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Figure 3.11: Tracking System Contribution
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System Overview and Functionality

This paragraph first describes the general idea and functionality of the position track-
ing system. More detailed implementation parameters and specifications will fol-
low in the next paragraph. A base station equipped with a rotor that emits two
light beams moving through space serves as the basic reference point. Figure 3.12
schematically shows an open base station with the spinning rotor emitting the two
light beams and Figure 3.13 shows a sequence of images illustrating the movement of
a light beam. It is important to note that the light beams must be offset on the rotor
as well as angled relative to each other. The exact alignment used on the SteamVR
BaseStation 2.0 will be explained in Figure 3.17. Mathematically, the two light beams
can be described by plane equations depending on the rotor position. The first plane
is defined by the normal vector 7i;(¢) and the second plane by the normal vector
7i2(¢). The angle ¢ describes the angle covered on one revolution of the rotor starting
from a fixed starting position (0° < ¢ < 360°).

Figure 3.12: Simplified Representation of a Basestation 2.0 Without Front Cover 3

Time
Figure 3.13: Image Sequence to Illustrate the Movement of a Light Beam?
The actual positioning takes place exclusively on the tracked object itself. An addi-

tional communication channel besides the light beam emitted by the base station, as
well as the predefined system parameters, is not necessary. Starting from the tracked
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object, considering exactly one rotation of the rotator (0° < ¢ < 360°), there are two
significant events:

1. ¢ = « (Figure 3.14 (a)): At this point, the first of the two light beams hits the
phototransistor of the tracked object. The phototransistor must, therefore, be
located in the plane with the normal vector 7i; (¢ = «).

2. ¢ = [ (Figure 3.14 (b)): At this point, the second of the two light beams hit the
phototransistor of the tracked object. The phototransistor must, therefore, also
be located in the plane with the normal vector 7i5(¢ = ).

First Light Beam Second Light Beam
(a) (b)

Figure 3.14: Detailed Views of the Moment when a Light Beam Hits a Sensor®

Knowing that the phototransistor must be located on both planes, it must also be
located on the intersection line of the two planes: 5= 77, («) x 7i2(5). Thus with only
one sensor a straight line starting from the base station can be determined on which
the sensor must be located. With several sensors and a carefully chosen arrangement
of the sensors, even positioning in three-dimensional space can be realized. In our
case, however, only the position and rotation of the object on a predefined plane
E.ne (the table surface on which the experiments are performed) shall be tracked.
For this purpose, the intersection lines s, of several sensors are intersected with the
plane F;.,. to obtain the exact positions of the individual sensors.

The essential point of the system is the determination of the angles « and . For
this purpose, a system-wide known sequence (s;);=1...n;s € {0,1} is defined in ad-
vance. This is continuously transmitted by the base station across the light planes.

3 The color of the light beams is only for illustration purposes, in reality, they are located in the
infrared range and therefore not visible to the human eye.
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It is important to note that the sequence always starts at the rotor position ¢ = 0°
and is transmitted at a fixed frequency. This results in a fixed dependence between
the rotation angle ¢ and the position i within the sequence (s;). The tracked ob-
ject receives a small part of the sequence while the phototransistor is hit by each
of the light beams ((a;);j=1,.. ,» for the second
light beams). The lengths m and p of the received sequences depend on the orienta-
tion and distance of the phototransistor as well as the transmission frequency of the
sequence. The sequence (s;) was chosen in advance so that each contiguous subse-
quence with a minimum length of [,,;,, is present exactly once in the sequence. Thus,
if m > I, and p > 1, the positions of the received sequences (a;) and (bx) on (s;)
can be determined. By knowing the rest of the system parameters, the angles a and 3
can then also be calculated.

.....

The description of the actual implementation techniques and parameters on the
SteamVR BaseStation 2.0 is based on measurements and observations (reverse engi-
neering) since there are no official documents explaining the exact construction. Fur-
thermore, we have not done any hardware or software modifications to the SteamVR
BaseStation 2.0. The two light beams projected by the lenses placed on the rotor
inside the SteamVR BaseStation 2.0 are offset by 120° on the rotor and at the same
time angled by +30° to the rotor axis. Figure 3.17 visualizes the arrangement in more
detail, with the yellow line representing the first light beam and the green line rep-
resenting the second light beam. In order to use several base stations in a common
environment, there is a total of 16 different predefined channels that can be selected
by software. Depending on the selected channel, the emitted sequences change as
well as the rotor speed, which is in the range of around 50 Hz to around 54 Hz. To
generate the different sequences, an 17 Bit width Linear Feedback Shift Register (LFSR)
(description in Figure 3.15) clocked at 6 MHz is used.

Due to the plain structure of LFSRs, they can be implemented in an extremely
resource-efficient way and are very easy to reconfigure. The required sequences,
which are around 114000 bit long, can each be fully defined with a polynomial of
degree 17 (start value always fixed to 1). To transmit the sequence generated by
the LFSR, the signal is first encoded using a Biphase-Mark-Code (BMC) (description
in Figure 3.16) encoder with a clock frequency of about 12 MHz. This signal is then
used for the modulation of the laser to generate the light beams. An overview of the
structure of the SteamVR BaseStation 2.0 components required for this work is shown
in figure 3.18. A control unit takes over the task of resetting the LFSR when the rotor
is in the appropriate position. It is also responsible for the systematic reconfiguration
of the LFSR. Each channel of the base station does not have one specific polynomial,
as might be expected at first, but actually has two polynomials assigned to it. By
selectively switching between these two polynomials, additional information is trans-
mitted from the base station to the tracked objects. One polynomial represents a
binary 0, the other a 1. This technique is used to transmit so-called Omnidirectional
Optical Transmitter (OOTX) data, which consists of a preamble, a CRC32 checksum,
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and a payload of 43 byte. In addition to information such as the serial number, the
payload also contains important factory-measured calibration data of the base sta-
tion.

A LFSR consists of a series of flip-flops connected in a shift register con-
figuration, where the output of one flip-flop is fed back into the input
of the next flip-flop in the chain. The output of the last flip-flop in the
chain serves as the general output of the LFSR. Furthermore, it is combined
along with other intermediate taps with an XOR gate and fed back as the
input of the first flip-flop. The taps of this feedback path are defined by the
linear feedback function, which gives the shift register its name. There are
generally two different types of implementations of LFSRs, the Fibonacci-
LFSR and the Galois-LFSR. In this thesis, | will only refer to the Fibonacci
implementation whose structure and corresponding Feedback Polynomial
are illustrated below.

Output

CLK

T+ X2+ x3+x°

Figure 3.15: Description of a LFSR

BMC is often used when only one data line is available since data and
clock are transmitted together. However, this leads to twice as many sig-
nal transitions being required compared to the actual data signal. The
encoded signal (red) toggles at each rising edge of the clock signal (yellow)
and additionally at each falling edge of the clock signal if a logical 1 is to
be transmitted.

Figure 3.16: Description of a BMC
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Hardware-Software-Co-Design of the Tracked Objects

Each of the tracked objects consists of six photodiodes for receiving the light beams,
a FPGA for processing the time-critical and parallel data streams, and a SoC for
filtering and transmitting the received data. The six photodiodes are evenly dis-
tributed on the top of the smart sensor box to allow reliable position tracking even
when individual sensors are obstructed. Each photodiode is directly connected to a
TS4231 Application-Specific Integrated Circuit (ASIC) from Triad Semiconductor?, which
was specially developed for this application and converts the received signal into two
1-bit digital signals. One signal serves as an envelope signal and the other as a data
signal which reflects the received light intensity. The resulting data streams from the
six ASICs are processed identically and completely in parallel on the FPGA. The enve-
lope signal operates as a kind of enable signal, whose start and length are measured.
The data signal is first decoded with the help of a BMC decoder and then passed on
to the PolynomChecker-Block. This block checks if the received data stream has been
generated by a LFSR configured with one of the 32 stored polynomials (16 channels
x 2 polynomials). If a hit is found, the result is forwarded to the PositionFinder-Block,
which calculates the position on the sequence. The calculated information is packed
together with other measurement data into individual data packets per sensor and
per light beam event and sent to the SoC via the UART interface. A single data packet
contains the following information:

+ StepCount: Distance in steps on the LFSR generated sequence from reset to
sampled value at TimeStamp

« TimeStamp: Timestamp of an internal timer in the moment of sampling the
last bit for the PolyValue

« PolynomlD: ID of the polynomial used in this sequence
+ SensorlD: ID of the receiving sensor/phototransistor
+ EnvelopeWidth: Width of the envelope signal pulse

+ SignalStrength: Number of bits where the received sequence is following the
calculated values using the internal LFSR

+ SignalOffset: Offset between the start of the envelope signal and TimeStamp

All data packets are first cached in a First In First Out (FIFO)-Buffer on the SoC
and then processed consecutively. The main tasks are sorting and summarizing the
data, filtering out disturbances, and carrying out plausibility tests. The goal is a data
packet consisting of the two positions for the angle determination as well as the sen-
sor/phototransistor ID and a fixed packet ID. Therefore, the packets are sorted by

4 https://triadsemi.com/product/ts4231/, accessed January 16, 2023
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Figure 3.19: Structural Overview of the Hardware Blocks on the FPGA for Processing the
Data Received by the Light Beams

sensor/phototransistor ID and verified against multiple plausibility checks concerning
timing, pulse length, and sorting. In addition, time dependencies of data from differ-
ent sensors/phototransistors are checked to detect incorrect data. The reviewed data
packets are then transferred to the BLE interface.

In addition to the position data, the OOTX data is also sent via BLE. This is usu-
ally done once after the start of the system, as soon as a valid OOTX data packet is
available. For this purpose, the use of the different polynomials is evaluated on the
SoC, and the resulting data packet is validated with the help of the CRC32 checksum.
Afterward, the data is sent via BLE in a predefined format.

Position tracking in the coordinate system of the HoloLens 2

Further data processing and final position determination were realized on the Holo-
Lens 2 by Sebastian Kapp [30]. In addition to the mathematical operations for calcu-
lating the intersection lines and applying the calibration data available in the OOTX
data, the merging of the relative position data from the tracking system to the coordi-
nate system of the HoloLens 2 is a major challenge. For the current implementation,
a single smart sensor box was first localized in the HoloLens 2 coordinate system us-
ing a QR code on the table. Next, the position of the base station in the HoloLens 2
coordinate system can be calculated by using the positioning information provided
by the tracking system. As soon as the position of the base station in the HoloLens 2
coordinate system is known, the tracking system is ready for use. A more detailed
description of this procedure can be found in [30] and [153].
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Analysis and Evaluation

The analysis and evaluation of the system consist of two parts. On the one hand,
the accuracy and validity of the raw data collected by the tracking system must be
checked extensively. This includes the hardware/software on the FPGA and SoC. On
the other hand, the overall system must be tested for accuracy, interference tolerance,
and latency.

The accuracy of the overall system depends heavily on the determined positions
of the received sequences (a;) and (b;) on the main sequence (s;). Ideally, the de-
termined positions which are later used to calculate the angles o and /3 should be
located exactly in the middle of the hit event. Especially in real environments, inter-
ferences cannot be excluded. These range from completely reflected signals, e.g. due
to reflective surfaces, to small changes in the temporal course of the signal that can
lead to incorrect decoding. Therefore, during the development of the system, many
test scenarios were created to provoke interference and reflections intentionally. The
signal outputs from the ASICs during the tests were recorded in order to use them as
a stimulus for the system simulation in software. As a result, various validity criteria
and optimizations were developed to detect and filter out the provoked errors. By
applying these rules while processing the raw data packets from the FPGA on the SoC,
incorrect data is filtered out reliably. Another source of interference was detected
when used together with the HoloLens 2. Since the HoloLens 2 also uses infrared
burst signals for its own positioning in space, there are always very short overlaps
during which our system is practically blind. However, the interferences can be reli-
ably detected and filtered out, which means that the system does, at least, not detect
and pass on any incorrect positions.

The performance of the entire system was tested by Sebastian Kapp by perform-
ing a static accuracy measurement and during use in a usability evaluation together
with the other features of the smart sensor box. In summary, the standard deviation
of the position of the smart sensor box in the selected setup was less than 2 mm. The
positions on the sequence used to calculate the angles have a standard deviation of
less than 2 bit in the same setup. The system also performed very well in the usability
evaluation. The exact results and setups can be found in [30].
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3.2.5 Data Communication

Since all system components are connected to each other, the wireless data connec-
tion plays a very decisive role in the overall system. First of all, the transmission
technology must be capable of transferring the amount of data required by the ap-
plication within the corresponding latency. At the same time, the system must be
resistant to interference and thus enable robust data transmission. Dropouts or even
incorrect data can have a significant impact on the user experience or even lead to
the entire system becoming unusable. Since almost all components of the system
are battery-powered, attention must also be paid to the energy efficiency of the data
transmission. This avoids excessive recharging times of the system components and
thus increases the usability of the overall system. In addition to the requirements
during system operation, the setup phase must also be taken into account. The con-
nection setup of the boxes must be achievable for untrained persons and should
ideally be automated.

As a solution for wireless data communication between our smart sensor boxes
and the HoloLens 2, the BLE technology was chosen due to offering a very energy-
efficient way of wireless data transmission and providing a robust connection through
techniques such as frequency hopping. It is also supported by many devices, espe-
cially smartphones, and tablets. In terms of data throughput, BLE offers an over-the-
air data rate of up to 2 Mbit/s. In the practical environment, however, and due to the
necessary protocol structure, the actually transmitted payload is significantly lower.
Since all sensor devices (smart sensor boxes) in our application are only connected to
the HoloLens 2, the BLE module installed in the HoloLens 2 limits the throughput and
the maximum number of connected devices. Making a precise statement about the
exact maximum data throughput of BLE in our scenario is relatively difficult, as this
depends heavily on external interference factors as well as the actual BLE modules
used. At the same time, the data rate required by our application is variable and can
be adjusted to a certain degree. After the first estimations and the evaluation of sev-
eral test setups with up to eight simultaneous connections, it can be concluded that
the data rate of BLE is sufficient for our application.

To ensure maximum flexibility and compatibility with other tools such as phy-
phox [154], the communication protocol used is relatively simple. The first byte of
a packet is, by definition, always a packet identifier and thus determines the further
structure and function of the packet. In this way, it can be quickly decided in the
software whether a packet is relevant, and if so, a parser according to the packet iden-
tifier can be selected. Figure 3.20 shows an example of the structure of a data packet
as used in our positioning system.

In addition to the transmission of measurement and status data from the smart
sensor boxes, the HoloLens 2 can also send configuration parameters to the smart
sensor boxes. Hence, it is possible to select different filters for current and voltage
measurement or ignore certain base station channels in our tracking system. The
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Figure 3.20: Example of the Structure of a Data Packet as Used in the Positioning System

use of packet identifiers also enables continuous expansion without affecting older
structures. This is especially useful because the system should also be compatible
with other future sensors and modules.

In summary, the data transmission technology proved to be very reliable and
completely sufficient for the required amount of data. Even when using several sets
of our smart sensor boxes in a classroom with ultimately more than 40 individual
boxes, the system performed very well. In addition, the connection setup could be
automated by means of pre-configured setups, which is a significant advantage in
everyday use.
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3.3 Smart Measurement Platform for Photometry
in Education

Figure 3.21: Smart Measurement Platform for Photometry in Education (SmaEPho) and its
Digital-Twin

Photometry is a very important measurement method in a variety of experiments
in the field of STEM education. It is based on the measurement of the absorption or
transmission of radiation from a solution. It is often used in the field of analytics in
biology for the determination of, for example, ions in water samples, food compo-
nents, or photopigments. But it can also be used for growth analysis, for example.
Due to everyday and tangible applications of photometry and the simple understand-
able physical basics of the measurement method, the subject is an integral part of
school education in STEM subjects. It is also part of the elemental knowledge in
many advanced training classes and university lectures. In both areas, the focus is
not only on carrying out measurements and using the obtained data but also on the
measurement method and the way it works. The disclosure of the measuring method
and measuring technique provides a deeper understanding of the technical realiza-
tion of a measuring device on the one hand and, on the other hand, leads to a more
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informed handling of the measuring device itself, which in turn results in a better
understanding and evaluation of the measured value.

Due to the widespread application of photometric measurements, this topic is
ideally suited for the use of a smart learning platform. On the one hand, this en-
ables research-based learning, i.e. the experimental acquisition of scientific principles,
problem-solving, research, and learning skills in real-world contexts [155]. On the
other hand, smart features such as the tracking of user interactions or the additional
interaction possibilities with the learner can deliver an even better learning experi-
ence. Moreover, such smart learning platforms are the prerequisite for addressing
a wide range of research questions on topics like the understanding of the learning
process or the application of Al-based analysis and feedback processes.

From a technical point of view, a smart learning platform of a photometric mea-
surement system represents another instance of a complex integrated sensor system
for data acquisition with a focus on usability, reliability, and accuracy.

In cooperation with the Chair of Bioprocess Engineering at the Technical Uni-
versity of Kaiserslautern, we developed a smart learning platform for inquiry-based
learning. It is called SmaEPho and is designed to illustrate the functionality of a pho-
tometric measurement system as well as to provide a fully functional photometric
measurement system with sufficient accuracy for use in schools. At the same time,
similar to the smart sensor boxes presented in Section 3.2, special attention was
given to the integrated sensor system to track, all user interactions and measurement
data. Furthermore, this information is forwarded to a digital twin of the SmaEPho
where it is analyzed and stored.

This project was carried out in collaboration with Lena Geuer working at the Chair
of Bioprocess Engineering at the Technical University of Kaiserslautern, who was re-
sponsible for the methodological and didactic planning of the SmaEPhos as well as
the later evaluation in e.g. usability studies. My contribution was the technical plan-
ning, development, and implementation, as well as the direct evaluation of the inte-
grated sensor technology. The complete system, together with a first usability study
as well as isolated text passages in this section, have already been published in the
Journal of Education Sciences [31].



80 Data Acquisition - Educational loT

3.3.1 Related Work

Professional photometric measuring systems are usually fully enclosed, making them
less suitable for demonstrating the basic photometric measuring method. In addition,
the acquisition costs are typically far outside the tight available budget for schools.
Self-built photometers using instructions from public sources do offer some advan-
tages in this respect. Their construction is often much simpler and, therefore, easier
to understand, and furthermore, the components used are much cheaper. However,
teachers usually do not have the time to build and provide a class set of such self-
built low-cost photometers.

Here, a modular photometer from desklab®, in the following referred to as desklab
photometer, offers a low-cost alternative that is already widely used in German ed-
ucation. Desklab describes its modular photometer as "new possibilities for experi-
mentation and research in science and technology lessons with a focus on interdis-
ciplinary and problem-oriented tasks and issues" . The desklab photometer is mod-
ular in three parts (microcontroller, breadboard, measurement chamber) that were
3D printed and can be assembled with magnetic connections. Desklab explains that
the magnetic connections allow a flexible assembly of the photometer and a specific
alignment to the individual components. The measurement setup can thus be supple-
mented step by step with the required components and still remain clearly arranged.
The widespread use of the system in German schools demonstrates the usefulness of
such a system for research-based learning.

However, the system also has some limitations in order to keep costs low. For
example, there are no protection circuits to safeguard the electronic components
like the LED, which is why the circuit must always be checked by a teacher or other
trained person before it is switched on. This is time-consuming and can restrict the
experimentation creativity. In addition, the system does not offer the possibility of
digitally logging further information about the system status, such as circuit structure,
the status of the measurement system, or errors. Studies are, therefore, limited to ex-
ternally measured values and surveys, which is why many research questions cannot
be adequately investigated with this system. Especially due to the increasing use of
artificial intelligence, accurate and comprehensive data for the analysis of processes
is essential.

Today, such precise recording of process parameters is primarily found in indus-
trial processes, particularly in connection with digital twins. In the field of education,
learning platforms in AR or VR environments are frequently used, which are com-
monly expanded by additional sensor technology such as eye tracking or other body
measurements. However, at the time of development of the SmaEPho, | was not
aware of any comparable non-virtual intelligent learning platform for research-based
learning in photometry.

5 https://desk-lab.de, accessed January 16, 2023
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3.3.2 Smart Learning Platform for Photometry - SmaEPho

In general, the SmaEPho is built on the same principles as the Desklab photometer
presented in section 3.3.1 and has, therefore, some similarities regarding design and
color scheme. The visual resemblances facilitate the collaborative use of the two
systems for studies and research purposes. However, the overall goals in the devel-
opment of the SmaEPho are quite different from those of the desklab photometer.
In addition to integrating the object tracking system, protecting the electrical com-
ponents, and connecting it to the digital twin with all the resulting possibilities, the
aim was to develop a much larger and more robust device that could also function
as a demonstrator in larger groups. In addition, all measurement data should be
transferred in real-time to a digital twin, which, on the one hand, serves as an addi-
tional virtual representation and, on the other hand, can be used for the evaluation
and analysis of the data. More about the features and implementation of the digital
twin can be found in Subsection 3.3.6. Figure 3.22 shows the hardware platform of
the SmaEPho which can be divided into three main components:

« The microcontroller with the display on the left side provides a voltage supply
of 5V and an analog input for voltage measurement. The display allows easy
interaction with the user without the need to use an additional device or the
digital twin.

+ The breadboard in the middle is used to build up the electrical circuit. The sock-
ets of the upper and lower two rows are connected horizontally. The remaining
sockets in the middle are connected vertically. During the construction and de-
sign of the breadboard, attention was paid to the similarity to a commercially
available breadboard.

« The right side consists of a replaceable LED, a replaceable phototransistor, a
diffuser, and a recess to hold the cuvettes. Further details can be found in
subsection 3.3.3.
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Figure 3.22: Hardware Platform of the SmaEPho

3.3.3 Photometric Measuring Setup

The measurement setup of the SmaEPhos is based on the design of the desklab pho-
tometer. The measuring chamber consists of a 3D-printed housing with a socket for
placing an Light-Emitting Diode (LED) on one side and a socket for a phototransistor
on the opposite side. A diffuser and a recess for the cuvette containing the sample
are located in between. The cover, which blocks the ambient light, can be removed
so that the entire setup and beam path can be viewed and thus better understood
(Figure 3.23). In contrast to the desklab photometer, the inside of the measurement
setup is black in order to reduce possible influences from reflections. In addition, spe-
cial sockets have been integrated which, in conjunction with the corresponding circuit
boards, allow the LEDs and the phototransistor to be changed quickly and easily. The
boards also contain an identification chip that is required for the object tracking sys-
tem as well as parts of the protective circuit to protect the LED/phototransistor.

The necessary circuit that needs to be built on the breadboard that connects the
components placed in the measurement chamber to the microcontroller can be di-
vided into two parts. The simple power supply of the LED with a fixed series resistor
of 220 Q and the measuring circuit which converts the current through the phototran-
sistor into a voltage difference with the help of a variable 25 kQ resistor (potentiome-
ter). This voltage difference is then measured by an external 10 bit ADC (MCP3021
from Microchip®) which is connected to the microcontroller. The exact circuit diagram
is shown in Figure 3.24.

The voltage measured by the ADC can, depending on the selected mode, either
be output directly on the display of the SmaEPhos or used to calculate the optical

6 https://www.microchip.com/en-us/product/MCP3021, accessed January 16, 2023
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Figure 3.23: Measuring Chamber of the SmaEPho; With and Without Cover

5V O— y
Sample
220Q
GND O—
25kQ
A0 O— -

Figure 3.24: Circuit Diagram of the Photometric Measuring Setup

density. Therefore, the zero point must first be set using the blank. The blank sam-
ple should include all the components that go into the measurement of the sample,
with the sole exception of the substance to be analyzed. After insertion, the resis-
tance of the potentiometer is adjusted so that the voltage across the potentiometer
is exactly 3.9V. This value was defined during the development and is used in the
calculation of the optical density in the software of the SmaEPho. Starting from this
zero point, the optical density of the following samples is calculated. In order to ob-
tain usable measurement results for an educational environment despite the simple
structure of the photometric measurement unit, a quadratic regression to previously
determined measurement values was chosen for the calculation of the optical density
in SmaEPho. For this purpose, a number of samples for each LED were measured
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with the SmaEPho as well as with a professional laboratory photometer (Agilent Tech-
nologies, Cary 60). The voltage values measured on the SmaEPho were then normal-
ized by the specified blank value of 3.9V and adjusted to the optical density mea-
sured by the laboratory photometer using a quadratic approximation. This procedure
makes it possible to directly compensate for inaccuracies and non-linearities in the
measurement setup but also involves considerable effort due to the large series of
measurements required for calibration.

Analysis and Evaluation

The aim of the photometric measuring system is clearly to demonstrate the basic
operation of a photometric measuring device. Therefore, when designing the measur-
ing system, more emphasis was placed on a simple circuit and standard components
than on absolute accuracy. As light sources with a limited range in wavelengths, stan-
dard LEDs with various peak wavelengths are used in our case to cover the different
measurement ranges (470 nm, 530 nm, 590 nm, 620 nm, 660 nm). The spectral full
width at half maximum (FWHM) of the LEDs are approx. 60 nm, which results in a
much wider scattered light than what is used in modern laboratory photometers. The
latter operates in the range of a few nanometers in width. A standard phototransis-
tor (SFH 300 from Osram) with a preferably linear behavior between irradiance and
current is used to measure the luminous intensity. The phototransistor is connected
in series to an adjustable resistor and the voltage dropping across the resistor is mea-
sured by the ADC. In this way, a direct correlation can be established between the
measured voltage irradiance.

To calibrate the measuring system, the reference point must first be set using a
blank sample, including all dissolved components in the sample solution, with the
exclusion of the substance to be analyzed. After inserting the blank sample into the
measuring chamber, the resistance of the potentiometer is adjusted so that the volt-
age across the resistor is exactly 3.9V, or the value of Optical Density (OD) is 0.00. This
value was specifically defined in the development and is stored in the calculation of
the optical density in the software of the SmaEPhos.

As described in chapter 3.3.3, a quadratic approximation on pre-determined mea-
surements with a laboratory photometer was used to determine the optical density
in order to compensate for possible non-linearities and inaccuracies in advance. To
evaluate the system, a series of measurements were again performed in comparison
with the laboratory photometer. A colorimetric detection reaction was used to eval-
uate the OD of a standard series with 12 different phosphates (PO,) concentrations
in mgL™ (0.01; 0.05; 0.1; 0.2; 0.35; 0.5; 0.75; 1; 1.5; 2; 3.5; 5) in triplicates measured
on the SmaEPho as well as on the laboratory photometer for each of the LEDs. Fig-
ure 3.25 shows the mean values of the difference, i.e., the potential error of the opti-
cal density between SmaEPho and the laboratory photometer for each concentration
of the measured samples. The SmaEPho displays the optical density to two decimals
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only. This means that the display error is in the range of +0.01 for almost all of our
measurements. However, the results also show higher deviations in the limit range
at higher and lower concentrations at wavelengths 620 nm and 660 nm. Here, opti-
mization possibilities remain open. For simple measurements in the educational field,
such as the determination of the concentration of nitrate, nitrite, or phosphate ion to
examine water samples, or for the determination of growth curves of an algae culture,
the results are more than sufficient.

470 nm m530nm 590 nm 620nm MW660nNm

]
o
]
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Figure 3.25: Shown are the Mean Values of the Difference in Optical Density be-
tween SmaEPho and the Laboratory Photometer for the Concentrations of Phosphate lons
in mgL™ (0.01; 0.05; 0.1; 0.2; 0.35; 0.5; 0.75; 1; 1.5; 2; 3.5; 5) Measured in Triplicates by a
Colorimetric Detection Reaction; The Error Bar Corresponds to the Standard Deviation [31]

3.3.4 Cable and Component Tracking

A key feature of the SmaEPhos is the tracking of each pluggable component. This
includes not only the cable connections but also the components such as the re-
sistor, the phototransistor, and the various LEDs. Each component can be uniquely
identified and mapped to a corresponding position. This not only enables precise
synchronization of the digital twin but also various analyses and evaluations. The
technology that is used for this purpose is based on the cable tracking system pre-
sented in 3.2.3. The one-wire protocol’ is still used as the communication protocol.
Also, the 64 bit ID of a 1kbit Electrically Erasable Programmable Read-Only Memory
(EEPROM) chip (DS2431 from Maxim) which is installed in each component serves as
unique identification (Figure 3.26). However, the implementation of the master that
reads the ID on each socket has been modified. On the SmaEPho a total of 73 sockets
have to be monitored (three on the microcontroller part, 64 on the breadboard, four
next to the measurement chamber, one for the LED, and one for the phototransistor).

" https://www.analog.com/en/product-category/1wire-devices, accessed January 16, 2023
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To still achieve a reasonable response time, a total of nine masters were implemented
in parallel on the small field-programmable gate array (FPGA; iCE40HX8K from Lattice
Semiconductor Corporation). Each master is multiplexing over eight respectively nine
sockets and reports detected changes to the microcontroller. The detection of multi-
ple clients per socket, which is used if plugs can be stacked on top of each other, is
not required on the SmaEPho and is therefore disabled in the software.

Figure 3.26: Open Cable Plug with Integrated ID-Chip

Evaluation

In addition to the actual ID of the EEPROM chip installed in each component, a Cyclic
Redundancy Check (CRC) is transmitted. This ensures the reliable detection of trans-
mission errors. Through the use of a single master interface to query up to nine slots
one after the other, the maximum latency between two queries in the same slot is
around 135ms. For processing and transmission of the data to the digital twin, a
maximum latency of 25 ms could be determined.
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3.3.5 Reliability

Reliability is also an important factor in the development of the SmaEPho. Especially
when used in studies, which often have a tight schedule, the device must operate
with no errors. Since the focus of the SmaEPhos is on experimental research, situ-
ations that could potentially lead to a defect in the hardware, e.g. due to a short
circuit provoked on the breadboard, are unavoidable and often even deliberate. To
protect the hardware, such faults must be reliably intercepted and, at best, also de-
tected in the software so that the appropriate reaction can be executed. Therefore,
digital isolators (Si8600AB-IS from Skyworks®) were used to isolate any connection
between the internal sensor electronics and the externally accessible contacts. Fur-
thermore, numerous circuits for monitoring and preventing excessive currents and
potentially dangerous voltages were installed. Potential faults such as a short circuit
or excessive current at the LED are detected by the hardware, interrupted and a cor-
responding message is forwarded directly to the software or the digital twin. Figure
3.27 shows the robust transport case of the SmaEPho with custom-made foam inserts
and storage solutions to protect the SmaEPho and the necessary accessories during
transport.

Figure 3.27: SmaEPho with Transport-Case and Accessories

8 https://www.skyworksinc.com/en/Products/Isolation/Si86xx-Digital-Isolators/Si8600AB-1S,
accessed January 16, 2023
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3.3.6 Digital Twin/Shadow

The app, which forms the digital twin of the SmaEPho, runs on an iPad. It is based
on Apple’s ARKit® and is connected to the physical SmaEPho via the BLE interface.
The protocol is identical to the one used in 3.2.5, but with different packet identifiers.
The received data is used to display the exact state of the SmaEPho using a three-
dimensional model of the SmaEPho and all its components. In addition, warnings
are issued in the event of short circuits, for example. Furthermore, the data is also
stored in special log files for later analysis and further processing. Configurations on
the SmaEPho can also be changed via the app. This applies, for example, to different
measurement modes such as voltage ranges or direct conversion to optical density. In
its current state, the digital twin serves more as a digital shadow. It represents the
current state of the physical SmaEPho and can, for example, be used in a teaching-
learning context in the form of an additional presentation level, as a demonstrator.
In the future, additional representation modes will be added, e.g. a more detailed
evaluation of the measurement results with automatically generated diagrams. In
addition, it is planned to add the possibility of interaction on the digital twin in order
to use it independently of the physical SmaEPho for remote learning settings.

The expansion and extensive use of the data of the digital twin is planned in fu-
ture research projects. The platform presented in this section, consisting of the phys-
ical SmaEPho and the wirelessly connected digital twin, forms a fundamental cor-
nerstone for the planned research work based on it. An initial study to evaluate the
usability of the SmaEPho in which 21 students evaluated the SmaEPho has already
been completed by Ms. Lena Geuer and published in [31]. In this study, the SmaEPho
hardware achieved an excellent system usability score. Furthermore, very positive
feedback from the community has already been obtained at several trade fairs and
conferences.

9 https://developer.apple.com/augmented-reality/arkit/, accessed January 16, 2023
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Chapter4

Conclusion and Future Work

The loT, with its diverse and constantly growing sub-areas, continuously raises new
challenges for the involved components. The systems and methods presented in this
thesis contribute significantly to new developments in the segments of the Indus-
trial loT and the Educational loT.

In the first part of the thesis, a system for secure communication of ultra-low
power edge devices in the Industrial lIoT context was presented, analyzed, and opti-
mized in terms of latency and energy. The fundamental approach of using the well-
established TLS protocol as a security layer brings many advantages in terms of com-
patibility, future-proofing, and flexibility of the underlying cryptographic problems.
However, the primary goal in the development of the TLS protocol was to achieve
high-security requirements rather than to be used on resource-constrained devices.
As a result, it is often not considered for solutions using devices with very limited
resources.

An initial software solution implemented on a low-power edge device confirmed
this opinion, by taking about 40s to establish a single connection, which modern
computers or smartphones can do in a few hundred milliseconds or even less. How-
ever, in Section 2.4 it was shown that by using state-of-the-art hardware accelerators,
which are already integrated into many modern SoCs, the time required to establish
a connection could be reduced to almost a quarter of the time required by a pure
software solution. Furthermore, the energy required has even been reduced by a fac-
tor of 10. The use of specialized hardware accelerators, though, focuses purely on
optimizing cryptographic algorithms. In the next step (Section 2.5), a holistic analysis
and optimization of the entire system focused on energy and latency reduction was
carried out. This reduced the required time by a factor of 8 and the energy by more
than a factor of 2.5. The resulting system can operate for many years on a single AA
lithium cell, with one connection establishment every hour, and still leave plenty of
energy for the operation and data processing of the actual sensor.

In fact, the system is so energy-efficient that it can be powered by a thermoelec-
tric energy harvester utilizing temperature differences of only a few degrees Kelvin.
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Chapter 2.6 therefore evaluates possible energy storage devices in the system context
in more detail. These energy storage devices are used to collect the energy provided
by the TEG over a longer period so that it can then be used to establish a connection.
It was shown that both the leakage current and the internal resistance, with its result-
ing ability to deliver larger current peaks, are essential parameters for the selection of
the storage device. Further analysis provided an estimation between the temperature
difference available at the TEG and the resulting minimum time between successive
connections, i.e. the interval at which a connection can be established, differentiated
for each type of storage device.

In conclusion, after holistic analyses and optimizations, the TLS protocol is also
suitable for use on ultra-low-power edge devices powered by a TEG to secure data
transmission in the Industrial 1oT. Furthermore, the system shows that limited energy
budgeting should not be used as an excuse for insufficient or weakly protected data
transfer. Hence, the system design and the methods for optimizing energy efficiency
shown in this thesis should also serve as a starting point for further applications in
scientific research (Section 2.8) as well as in other areas of the loT.

In the second part of the thesis, two innovative learning platforms are presented,
each of which is setting new standards for smart learning platforms in their respective
thematic domains. Both platforms combine a dedicated experimentation environ-
ment with application-specific sensors to measure a wide range of parameters, pro-
viding new possibilities for analysis and scientific research. These include sensors for
determining electrical current and voltage or a measuring chamber for photometric
measurements. In addition, special connectors and a customized tracking system are
used to capture further environmental parameters.

The use of the "Sensors for Augmented Electrical Experiments" in numerous scien-
tific studies and publications [30,32-35, 37, 156] emphasizes the added value for the
scientific community. Furthermore, the continuous use in schools and universities,
as well as further planned research projects based on the presented hardware, show
the benefit of the developed solution. Additional research projects are also planned
with the Smart Measurement Platform for Photometry in Education (SmaEPho). Here,
particular emphasis will be placed on the expansion of the digital twin and its inter-
action with the learner. Moreover, the already available, recorded user interaction
data from the usability study will form the basis for an extended analysis and evalu-
ation approach. Both systems provide a deeper and more targeted insight into the
learning process and thus enable the investigation of many complex questions in edu-
cational research. They also build an essential foundation for KI-supported analysis of
the learning process and extend established systems for experimental research with
smart components.



Chapter5

Zusammenfassung

Die enormen Mengen an digitalen Daten, die in der Welt vorhanden sind, bestehen
schon lange nicht mehr aus lediglich gezielt von Menschen verdffentlichten Informa-
tionen wie Fotos, Nachrichten oder Blogs; vielmehr werden die Daten von Servern vol-
lautomatisch gesammelt, verarbeitet und gespeichert. Dartiber hinaus werden immer
mehr Gerate "intelligent" gemacht, indem sie uber Netzwerkschnittstellen Teil eines
lokalen Netzwerks oder des Internets werden, in dem Daten ausgetauscht, gespe-
ichert und genutzt werden. Dieses Konzept der vernetzten Dinge und Gerate wird als
"Internet of Things" (IoT) bezeichnet. Das Anwendungsgebiet erstreckt sich hierbei
ausgehend von kleinsten Gadgets bis hin zu hochkomplexen Industrieanlagen, die mit
entsprechenden Sensoren und Aktoren ausgestattet sind.

Im Laufe der Zeit haben sich verschiedene Bezeichnungen fiir die unter-
schiedlichen Anwendungsbereiche etabliert. Im privaten Bereich wird zum Beispiel
haufig vom "Consumer loT" gesprochen, im industriellen Kontext spricht man
wiederum vom "Industrial loT" oder von "Industrie 4.0". Abwandlungen wie
"Educational-loT" oder "Internet of Medical Things" (loMT) stehen wiederum fur ver-
netzte Gerate im jeweiligen Bereich. Eine Herausforderung, die sich liber alle Bereiche
des loTs erstreckt, ist das Datenmanagement. Hierzu gehort die Erfassung der Daten,
der Transport der Daten sowie die Auswertung und Nutzung der Daten. Im Kontext
dieser Arbeit habe ich mich mit zwei dieser Bereiche befasst: der Ubertragung der
Daten und der Erfassung der Daten.

Dateniibertragung - Bereich Industrial IoT (Kapitel 2)

Gerade im Kontext des Industrial loTs werden haufig besondere Anforderungen an die
Ubertragung der Daten gestellt. Hierzu zdhlen unter anderem die Integritat und Ver-
schliisslung der Daten, wie auch Anspriiche an die Flexibilitdt der verwendeten Uber-
tragungstechnologie und den resultierenden Energiebedarf des Gerates. Ein Beispiel
hierzu stellt das Feld der vorausschauende Wartung (engl. predictive maintenance)
dar. Ziel ist es dabei, durch Sensor- und Prozessdaten, einen moglichst optimalen
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und dynamischen Wartungsplan zu erstellen, um somit sowohl Wartungskosten als
auch Ausfallzeiten zu reduzieren. Zur Gewinnung der notigen Sensordaten werden
bevorzugt flexible und moglichst von der Infrastruktur unabhangige Sensorgerate
genutzt, da diese auch ohne erhohten Aufwand an bereits bestehenden Maschinen
nachgerustet werden kdénnen. Die Gerate sind demnach in der Regel batteriebe-
trieben und verfugen gleichzeitig liber eine drahtlose Datenverbindung. Das limi-
tierte Energiebudget steht allerdings in direktem Kontrast zu den durch die draht-
lose Datenverbindung noch weiter gestiegenen Anforderungen an die Datensicher-
heit. Der zusatzliche Overhead zum sicheren Verbindungsaufbau und der Verschliiss-
lung der Daten ist flir moderne Server, PCs oder Smartphones relativ gering. Fiir die
ressourcenbeschrankten eingebetteten Systeme stellt dies jedoch eine groRRe Heraus-
forderung dar.

Kapitel 2 dieser Arbeit befasst sich daher mit der sicheren Datenubertragung im
Kontext des Industrial loTs mit dem Schwerpunkt der Energieeffizienz. Ausgehend von
einem konkreten branchenbezogenen Anwendungsfall im Bereich der vorausschauen-
den Wartung werden in den Abschnitten 2.1-2.3 die damit verbundenen Anforderun-
gen identifiziert und fur eine anschlieRende Design Space Exploration genutzt, die
mogliche Technologien, Setups und Losungen evaluiert und bewertet. Die Ergeb-
nisse werden in Form eines aggregierten Industrial 10T Netzwerksystems dargestellt,
welches die Grundlage fir die folgenden Untersuchungen bildet. Sowohl die Design
Space Exploration als auch das daraus resultierende Industrial loT Netzwerksystem
konnen als Referenz fur andere Anwendungsdomanen genutzt werden.

Die Verwendung von Kryptografischen Hardwarebeschleunigern zur Verbesserung
der Geschwindigkeit und Energieeffizienz von kryptografischen Operationen ist ein
gangiger Ansatz zur Optimierung eingebetteter Systeme. Im Abschnitt 2.4 wird die all-
gemeine Durchfiihrbarkeit des zuvor definierten Aufbaus bewertet und die erwartete
Batterielaufzeit dargestellt. Dartiber hinaus werden die Auswirkungen einer isolierten
Optimierung durch die Verwendung verschiedener Kryptografischer Hardwarebeschle-
uniger im TLS-basierten Industrial loT Netzwerksystem mit geringem Stromverbrauch
gezeigt.

Abschnitt 2.5 prasentiert einen ganzheitlichen Analyseansatz fiir das TLS-
basierte Low-Power Industrial 10T Netzwerksystem, der limitierende Faktoren und
entsprechende Optimierungen identifiziert. Das daraus resultierende System ist
meines Wissens das erste System, das die Liicke zwischen der Verwendung etablierter
Sicherheitsstandards und Geraten mit stark begrenztem Energie Budget im Bereich
der Industrial 1oT Netzwerksysteme schliel3t.

Abgeschlossen wird dieses Kapitel mit einer quantitativen Bewertung des Ein-
satzes von thermoelektrischem Energy Harvesting in einem TLS-basierten Industrial
loT Netzwerksystem unter Beriicksichtigung verschiedener Speichertechnologien in
Abschnitt 2.6. Die Ergebnisse ermoglichen eine direkte Korrelation zwischen der
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nutzbaren Temperaturdifferenz des Energy Harvesters und dem daraus resultieren-
den minimalen Zeitintervall fur die Akkumulation der Energie, die fiur den Aufbau
einer neuen Verbindung zum Senden von Daten an die Cloud erforderlich ist.

Die Beitrage dieses Kapitels wurden bereits in wissenschaftlichen
Fachzeitschriften- und Konferenzartikeln verdffentlicht (TLS-Level Security for
Low Power Industrial 1oT Network Infrastructures [25]; Analysis and Optimization
of TLS-based Security Mechanisms for Low Power loT Systems [26]; Explo-
ration of Thermoelectric Energy Harvesting for Secure, TLS-based Industrial loT
Nodes [27]) AuRerdem haben sie zu Veroffentlichungen im Bereich der Post-Quantum-
Kryptographie beigetragen [28,29].

Datenerfassung - Bereich Educational loT (Kapitel 3)

Der zweite Teil meiner Arbeit beschaftigt sich mit der Datenerfassung im Kontext des
Educational loTs. Wie in vielen anderen Bereichen des Lebens halt die Technologie
auch Einzug in unsere Lernumgebungen. Diese sogenannten "smarten" Lernumge-
bungen sind ein wesentlicher Beitrag zum modernen Lernen, zur Lernanalyse und zur
Lernforschung. Sie bestehen aus einer einzelnen App, einer komplexen AR-Losung
oder einer kompletten VR-Umgebung. Die Qualitat und die Menge der erfassten Sen-
sordaten sowie die Benutzerfreundlichkeit stellen entscheidende Kriterien fir den
Nutzen der intelligenten Lernplattform dar. Eine AR-basierte Lernumgebung zeich-
net sich beispielsweise durch die digitale Interaktion mit physisch vorhandenen Ob-
jekten aus. Eine notwendige Voraussetzung hierfiir ist, neben der Kenntnis der ph-
ysischen Position des AR-Gerates im Verhaltnis zur Umgebung, auch die Kenntnis
der Position der Objekte, mit denen interagiert werden soll. Um das volle Poten-
zial einer solchen interaktiven Lernumgebung auszuschopfen, miissen moglichst viele
Informationen aus der physischen Welt digital verfiigbar sein. So konnen dadurch
zum Beispiel Messwerte in einem Experiment direkt mit den zugehorigen Objekten
verkniipft dargestellt werden oder Aufgaben individuell an den Lernenden angepasst
werden. Die Sensorik solcher Systeme stellt haufig eine groRe Herausforderung dar.
Entscheidend ist, dass die integrierte Technologie weder das eigentliche Experiment
noch die lernende Person negativ beeinflussen diirfen. Zugleich muss das System
eine hohe Messgenauigkeit bieten und robust gegeniiber auReren und unvorherge-
sehenen Einflissen sein. Weitere Herausforderungen sind die oft komplexen Multi-
sensorsysteme, Budgetbeschrankungen, Latenz- und Reaktionszeiten, Datenschutzan-
forderungen, Stromversorgung sowie Datenkonnektivitat. In der Folge werden die
intelligenten Lernplattformen, welche einen wesentlichen Bestandteil der Bildungs-
forschung darstellen, selbst Teil wissenschaftlicher Fragestellungen im Bereich der
Elektro- und Informationstechnik. Sie bilden einen speziellen Anwendungsfall fiir Mul-
tisensorsysteme im Kontext des loTs, dessen Konzepte und Erkenntnisse auf viele
andere Anwendungen lbertragen werden kdnnen.
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In dieser Arbeit werden zwei smarte Lernplattformen mit unterschiedlichen The-
menschwerpunkten fir den Einsatz in Schulen und Universitaten vorgestellt. Die
erste Lernumgebung (Abschnitt 3.2) besteht aus mehreren mit Sensoren bestiick-
ten Boxen, die mit Hilfe spezieller Kabel miteinander verschaltet werden und so
fir Experimente im elektrischen Schaltkreis genutzt werden kdnnen. Die Plattform
wurde hierbei gezielt fur den Einsatz in einer AR-Umgebung entwickelt und bietet
ein Messsystem flr Strom und Spannung, ein Trackingsystem fir Kabel und ein
2D-Positionierungssystem zur Lokalisierung der Experimentkomponenten auf der
Tischoberflache. Neben dem Aufbau der Sensorlésungen wird in den jeweiligen Ab-
schnitten auch eine Bewertung der Losung vorgestellt. AuRerdem wird die Dateniiber-
tragung zwischen den Geraten naher erlautert.

Die zweite smarte Lernplattform (Abschnitt 3.3) besteht aus einer Messplattform
fur photometrische Experimente. Die Hauptbestandteile sind hierbei eine pho-
tometrische Messeinheit, ein elektrisches Steckbrett zum Aufbau der notwendigen
Schaltung und eine Microcontroller-Einheit mit Display zur Auswertung und Anzeige
der Messwerte. Zur Erfassung des Schaltungsaufbaus und zur Verfolgen aller be-
weglichen Objekte auf der Lernplattform wurde ein spezielles Trackingsystem entwick-
elt. Die zugehorige App, welche den digitalen Zwilling der Lernplattform bildet, ist
dadurch in der Lage, den exakten Experimentierablauf zu erfassen und zu visual-
isieren. Weiter dienen die gewonnenen Daten zur Analyse des Lernprozesses und
als Basis flir weitergehende Forschungsfragen in diesem Bereich.

Beide Lernumgebungen wurden in mehreren Projekten und Studien mit Studen-
ten und Schiilern eingesetzt und erprobt. Sie bilden eine wichtige Basis zur Bear-
beitung diverser Forschungsfragen in der Lern- und Didaktik-Forschung.

Die Beitrage dieses Kapitels wurden bereits in wissenschaftlichen
Fachzeitschriften- und Konferenzartikeln veroffentlicht (Smart Sensors for Aug-
mented Electrical Experiments [30]; SmaEPho-Smart Photometry in Education
4.0 [31]). Aufderdem haben sie zu weiteren Veroffentlichungen im Bereich der Smarten
Lernumgebungen beigetragen ( [32-37]).
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