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“Writing a doctoral thesis is like a voyage of discovery at sea. At first,
you accompany your captain as they explore the island they have discov-
ered on their own. Little by little, you set off on your own and discover
new areas or even new islands, becoming a captain yourself. You rarely
stay alone for long on your voyages because all too often, you meet other
explorers with whom you can then share the joys and sorrows of explo-
ration.”

from memory after Prof. Dr. Katharina Zweig
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Abstract

Rapid advancement and widespread adoption of Artificial Intelligence (AI)
technologies have revolutionized numerous domains, transforming how
we live, work, and interact. However, along with the immense potential of
AI-based systems, there are significant challenges and risks that need to
be addressed. One critical need is the regulation of such systems, partic-
ularly those making decisions about people as well as their property, so-
called algorithmic decision-making (ADM) systems. Traditional regulatory
approaches are inadequate for AI-based systems due to their vast input
and state spaces, reliance on training data, complex inner structures, and
the fast-paced nature of technological developments. Existing regulatory
frameworks struggle to keep up with these novel challenges, requiring
new approaches to ensure the responsible and ethical deployment of such
technologies. Moreover, the current understanding and operationalization
of key concepts such as fairness, explainability, and accountability in the
context of AI-based systems remain vague, hindering the development of
effective methods and solutions.

Against this backdrop, the following scientific question arises: How can
we address the challenges associated with the development, use, and
control of AI-based systems to ensure their responsible and trustworthy
deployment?

This thesis employs a multidisciplinary approach to address the challenges
associated with accountability in AI-based systems. The research is based
on gaining an understanding of what such accountability means. There-
fore, a generic software development process is dissected into sections,
each examined separately to identify transparency and inspectability mech-
anisms. Building upon these mechanisms, various auditing procedures are
explored, and the concept of certificates is introduced to ensure trustwor-
thy audits. After this, testing of data-driven components and AI-based
applications is described, focusing on fairness testing and its application
within the audit procedures. As all approaches for promoting account-
ability require sufficient incentives to implement them, this thesis also re-
views various approaches aimed at providing such incentives. It examines
the role of the risk-based regulation approach suggested by the upcoming
European AI Act and the recent Corporate Digital Responsibility (CDR) ap-
proach, highlighting potential benefits and areas for improvement.

The multidisciplinary approach provides a comprehensive toolbox of meth-
ods and concepts to establish accountability in AI-based ADM systems. By
providing insights into the effectiveness of these approaches, this work
contributes to shaping future regulatory frameworks and promoting in-
trinsic motivations for accountability. Overall, this thesis not only iden-
tifies limitations in current approaches but also offers practical solutions
and outlines future research directions to further advance the field of AI
accountability. By fostering responsible AI development and usage, these
results contribute to the long-term benefits of AI in society, ensuring that
AI technologies can be deployed ethically, transparently, and in alignment
with societal values.
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Chapter 1

Introduction

Artificial Intelligence (AI) has become a ubiquitous technology that has
been making a significant impact across various domains. While spe-
cific definitions of the term ’AI’ are much debated, it generally refers
to the development of computer systems that can perform tasks that
typically require human intelligence, such as reasoning, problem-solving,
learning, perception, and natural language processing (Kok et al., 2009).
AI has been utilized in diverse fields, including human resources (Palos-
Sánchez et al., 2022), healthcare (Abràmoff et al., 2018), finance (Goodell
et al., 2021), predictive policing (Brayne & Christin, 2021), transporta-
tion (Bharadiya, 2023), and education (L. Chen et al., 2020), among oth-
ers1. Thus, it has been transforming the way people live, work, and inter-
act with the world around them.

As AI technologies continue to advance, there is increasing interest in
exploring their potential and understanding their limitations. This interest
has led to a proliferation of research studies, applications, and innovations
in AI, resulting in a growing body of knowledge and a broad range of im-
plications for society (Gao & Ding, 2022). The relevance of AI in shaping
the future of humanity can barely be overstated, as it is even considered
one of the main drivers of the fourth industrial revolution (Schwab, 2017).

Today, many risks in the context of AI are well known. There are entire
collections of AI-based algorithmic decision-making (ADM) systems whose
behavior has led to unexpected or undesirable negative consequences
for individuals, groups of people, or society as a whole (e.g., McGregor,
20212).

As decisions made by ADM systems potentially affect the lives of mil-
lions of people, the need to regulate them is great (Krafft et al., 2022). Al-
though classical regulatory approaches work well for traditional ADM sys-
tems, such as expert systems, trying to regulate systems that are based
on at least one AI component leads to new challenges (e.g., Latonero,
2018; Coeckelbergh, 2020).

The input and state spaces of AI-based systems are enormous even
for common tasks, rendering exhaustive testing infeasible. Their behav-
ior strongly depends on the data used to train them, and inconsistencies
or deliberate manipulations of this data can cause grave consequences.
Most currently used AI-based systems have a complex inner structure that

1See, for example, the collection of AI-based software products and projects in Germany
provided by the ’Platform Learning Systems’ (PLS), https://www.plattform-lernende-syste
me.de/ki-landkarte.html, last accessed on August 17, 2023.

2https://incidentdatabase.ai/, last accessed on August 11, 2023.

https://www.plattform-lernende-systeme.de/ki-landkarte.html
https://www.plattform-lernende-systeme.de/ki-landkarte.html
https://incidentdatabase.ai/
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does not lend itself to human interpretation. This makes finding malfunc-
tions or attacks and mitigating them a very hard task. Furthermore, reg-
ulators have difficulties understanding the systems of interest. Also, in
the analog world, companies have usually moved slowly and new markets
have taken decades to develop (Tang et al., 2020). Therefore, legisla-
tors, regulators, and people working in standardization have had enough
time to work out the regulatory needs of a particular market, implement
them, and refine them over time, before major harm can be done. With
today’s fast-developing technologies, this is no longer the case. Legisla-
tors, regulators, and people working in standardization are forced to catch
up with insufficient regulatory frameworks and to think preventively about
potentially upcoming developments. This is essential, especially as ethi-
cally questionable consequences and legal transgressions can often only
be detected months after product release – maybe after some damage
has already been done – even by the providers of AI-based products (see,
e.g., Example 2, p. 21 and Example 4, p. 38).

To counter such risks, in June 2018 the European Commission appointed
a group of experts to provide advice on its AI strategy, the so-called
High-Level Expert Group on Artificial Intelligence (HLEG-AI)3. Their find-
ings elaborate the abstract goals that need to be pursued in order to ar-
rive at an engagement with AI technologies in which we can trust, both as
individuals and as a society (High-Level Expert Group on AI, 2019a, 2019b,
2020a, 2020b). These findings provide a basis for clarifying ’what’ is ac-
tually to be achieved. They refer to seven key requirements: (i) human
agency and oversight, (ii) technical robustness and safety, (iii) privacy
and data governance, (iv) transparency, (v) diversity, non-discrimination
and fairness, (vi) environmental and societal well-being, and (vii) account-
ability. Together, these goals are subsumed under the term Trustworthy
AI (High-Level Expert Group on AI, 2019a). Unfortunately, these key re-
quirements offer a wide scope for interpretation and are also highly in-
terdependent to a large extent. In particular, the goal of establishing ac-
countability is difficult to distinguish from the other goals, due to its many
different and partly very broad meanings. If it is defined as ’a relation-
ship between an actor and a forum, in which the actor has an obligation
to explain and to justify his or her conduct, the forum can pose questions
and pass judgment, and the actor may face consequences’ (Bovens, 2007,
p.452), all the other goals can be understood as relevant components to
achieve accountability (see Chapter 3). Consequently, it can also be un-
derstood as a certain interpretation of trustworthiness (see Section 2.2).
Beyond that, the HLEG-AI hardly addresses "how" concrete implementa-
tions can be realized and does not even make any proposals in this regard.

From the beginning, the aim of this work had been to contribute to
this "how", i.e., to develop methods to improve the development, use,
and control of AI-based systems that have a direct impact on individuals
or society as a whole. However, it became apparent early on that many
of the prerequisites for developing such methods have not been met or
have been met only inadequately. In most cases, the "what" alone is not

3https://digital-strategy.ec.europa.eu/en/policies/expert-group-ai, last accessed on
September 09, 2023.

https://digital-strategy.ec.europa.eu/en/policies/expert-group-ai
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specified sufficiently. Terms such as fairness, explainability, and account-
ability are used with barely any indication of the complex concepts hidden
behind them, which cannot be operationalized in a generally valid way.

This thesis therefore addresses the challenges inherent in many of
these concepts. Furthermore, it outlines and tests new approaches to
solving them by following a multidisciplinary approach that combines the-
oretical and empirical research. In addition, new concepts or extensions
of existing concepts that aim to improve the development, deployment,
and control of AI-based systems are explained.

1.1 Motivation

After obtaining a Master’s degree in Applied Computer Science, I started
working as a software developer in the 3rd level support of a medium-
sized company at the beginning of 2018, and spent 15 months there. We
were responsible for support cases that needed to be traced back to the
implementation level to find out exactly how an error occurred and how to
fix it or, if necessary, to implement new features that would provide relief
to 1st and 2nd level support in the long run. We were also responsible for
managing automatic tests that were supposed to ensure software quality
and stability.

During this time, there was an abundance of media reports on AI-
based systems not working as expected or having undesirable side ef-
fects. Reading many of these reports, I often thought ’obviously this
wouldn’t work like this’, ’this should have been noticed during develop-
ment or during quality assurance’, and ’of course, this effect was to be
expected in the long run’. I justified my considerations by the fact that
traditional software development works well as long as the appropriate
processes are developed, implemented, controlled, and continuously im-
proved. My initial motivation for this thesis was therefore to transfer the
effective processes that already existed in traditional software develop-
ment to the development of AI-based systems or to develop them wher-
ever necessary.

When I started doing research on this topic, unexpected challenges
emerged in the context of AI-based applications. They included the use
of ambiguous terms, the complexity behind measuring (non-) discrimina-
tion, and the challenge of testing data-driven components in a meaningful
way. In addition to that, the standards landscape is still insufficiently de-
veloped (Adler et al., 2021, p.43), and the huge number of documents
on methods and concepts for improving AI-based systems barely provides
any indication of how they could be implemented in practice. Thus, the
goal of this thesis has gradually evolved to address these topics instead.
In summary, my motivation was to improve the accountability of (primary)
AI-based software systems and their development processes.

1.2 Own Contributions

Much of this work is based on interdisciplinary research with many other
scientists. To distinguish between contributions that are mine alone and
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contributions that are part of a collective effort, I will refer to ’I, me, and
my’ or ’we, us, and our’, respectively. In the latter case, I will list the in-
dividuals belonging to the group referred to. Most of this joint work took
place within the scope of projects or collaboration with external organiza-
tions, which are briefly introduced below.

1.2.1 Contributions in Projects and Organizations

ExamAI – Testing and Auditing of AI: The ExamAI project, which was
funded by the German Federal Ministry of Labour and Social Affairs (grant
number code DKI.00.0002 3.20), was led by the German Informatics Soci-
ety (Gesellschaft für Informatik e.V.) and consisted of an interdisciplinary
team of (socio-)computer scientists, software engineers, legal scientists,
and political scientists. On the basis of eleven use cases in the application
areas ’Human-Machine Cooperation in Industrial Production’ and ’AI-based
Systems in Human Resources and Talent Management as well as in Re-
cruiting’ that were identified at the beginning of the project, the team ex-
plored what appropriate control and test procedures for AI-based systems
could look like. As part of this project, I co-authored the publications Krafft
et al., 2020, K. Zweig et al., 2020, Hauer and Zweig, 2021, Hauer, Adler,
and Zweig, 2021, Jöckel et al., 2021, Adler et al., 2021 and Krafft et al.,
2023, partly during and partly after the project.

GOAL – Governance of and by Algorithms: The governance of and by
algorithmic decision-making systems based on Machine Learning methods
was the research subject of the project GOAL, funded by the German Fed-
eral Ministry of Science and Education (grant number 01IS19020). On the
one hand, the project focused on the need for governance instruments,
such as value-oriented technology design, self-regulation, and technical
standards, on the possibilities they offer, and on the gaps that still need
to be closed. On the other hand, it was discussed to what extent algo-
rithms themselves can perform governance functions in order to reduce
risks or even avoid them altogether. Based on these discussions, needs
for action were identified and addressed. In this project, I co-authored
the publications Hallensleben et al., 2020, Hauer, Kevekordes, and Haeri,
2021, Hoffmann et al., 2022a, Kevekordes et al., 2022, Hoffmann et al.,
2022b, Hauer, Krafft, Sesing-Wagenpfeil, Zweig, et al., 2023 and Hauer,
Krafft, and Zweig, 2023. We also gained many insights that could not be
published for a scientific audience but were part of the undisclosed final
report, in the hope that they will impact future projects.

Standardization Roadmap of Artificial Intelligence: On behalf of
the German Federal Ministry of Economics and Climate Protection, DIN
and DKE organized the work on the German Standardization Roadmap
for Artificial Intelligence. With the participation of more than 570 experts
from industry, science, the public sector, and civil society, the strategic
roadmap for AI standardization was developed. With this roadmap, a part
of the German Federal Government’s AI strategy was implemented, and
thus an essential contribution to "AI – Made in Germany" was made. I
contributed to the first (DIN/DKE, 2020) and the second (DIN/DKE, 2023)
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version of the roadmap as a member of multiple working groups and an
expert on various vertical topics. As the glossary we developed in the
glossary working group exceeded the designated space for that chapter
by far, only the most important terms were published. However, we4

received permission to publish the full glossary separately and plan to
continuously extend it over the next years.5

etami – Ethical and Trustworthy Artificial and Machine Intelligence:
etami is a non-profit organization that works on bringing ethical AI princi-
ples to action. ’By translating European and global principles for ethical
AI into actionable and measurable guidelines, tools and methods, etami
supports and promotes trustworthy and ethical design, development, and
deployment of AI-based systems. The consortium started working in 2019
on quality standards and conformity assessment for AI software. As an
initiative of the Machine Learning Research Lab of Volkswagen Group in
Munich, it gathered 17 multinationals and universities to jointly develop
excellence in AI methods. In 2022, etami joined BDVA6 and is hosted as
a Task Force since’.7 The regular interdisciplinary discussions with other
scientists, practitioners, and industry representatives in this organization
helped me to critically reflect upon my work and the works of others. I
contributed to the etami open online guidebook8, which aims to support
researching, developing, and applying AI methodologies, mainly regarding
the topics of Accountability and Assurance Cases.

fAIr by design: ’fAIr by design is a research project involving eight part-
ners from Austria (five companies, two universities and one NGO), focus-
ing on the practical implementation of fairness requirements into AI-based
systems. It is a three-year project, running from 2021 until 2024, funded
by the National Foundation for Research, Technology and Development
Austria’.9 I participated as an external expert to help develop an Assur-
ance Case together with the companies winnovation consulting GmbH,
Rania Wazir e.U., and rotable in order to assure that an actual software
product developed by rotable can be considered fair. In this project, I co-
authored the publications Kunze et al., 2023 and Hauer, Müller-Kress, et
al., 2023.

1.2.2 Thesis Outline and Contributions Focused on Research
Questions

In addition to the objectives of the projects and organizations mentioned
above, this thesis also contributes to individual research questions, which
are derived from the motivation on the one hand and from the findings of

4In this Section, "we" refers to the authors of Runze et al., 2023.
5https://www.ai-glossary.org/, last accessed on May 16, 2023.
6Big Data Value Assosiation, https://www.bdva.eu/about, last accessed on March 09,

2023.
7https://www.etami.org/, last accessed on March 09, 2023.
8https://etami.gitlab.io/guidebook/, last accessed on June 19, 2023.
9https://www.fairbydesign.eu/, last accessed on April 20, 2023.

https://www.ai-glossary.org/
https://www.bdva.eu/about
https://www.etami.org/
https://etami.gitlab.io/guidebook/
https://www.fairbydesign.eu/
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the individual projects on the other hand. The following research questions
also guide the structure of this thesis.

In Chapter 2, the most relevant terms for this thesis are explained and
linked to each other, namely: ADM systems, Machine Learning, Artificial
Intelligence, trustworthiness, accountability, bias, discrimination, and fair-
ness. Furthermore, it is defined how these terms are to be understood in
the context of the thesis. Consequently, the first contribution of this work
is the identification and active resolution of conflicting definitions.

The abstract goal of "fairness" is fundamental within the scope of this
thesis, leading to the following question:

RQ 1

What considerations are relevant when selecting fairness measures?

The contribution of this thesis consists of a comprehensive presenta-
tion of the topic itself, taking into account the various relevant aspects
to consider. Additionally, we10 provide a new hierarchical perspective in
order to consider group fairness and individual fairness in relation to each
other and thus solve potential conflicts between these two perspectives.

Chapter 3 addresses the question of how accountability can be achieved.
Recent scientific work dealing with AI often refers to the accountability
explanations provided by Maranke Wieringa, who maps the definition pro-
vided by Mark Bovens to the field of AI (Wieringa, 2020). To meet Mark
Bovens’ definition of accountability, four conditions need to be met:

• It is possible to analyze the system under question.

• It is clear which actors are to be held accountable.

• It is clear which forums hold the actors accountable.

• There are processes that result in consequences for the actors based
on the forums’ judgments.

The following sections investigate the possibilities for satisfying each
of these conditions, starting with the question:

RQ 2

What mechanisms can be implemented to allow system analysis?

To answer this question, we11 decompose a generic software develop-
ment process into its subcomponents and investigate for each of them
which aspects can be analyzed, which pieces of information need to be
disclosed, and which accesses need to be granted to enable analysis. We
also elaborate on which actors are to be held accountable towards which
forum and what consequences may follow a negative judgment. As the
decisions for accountable actors either lie with a company or with regu-
lating bodies, I also deal with a more theoretical approach based on John
Austin’s Speech Act theory (Austin, 1962) to support these decisions, lead-
ing to the question:

10Here, ’we’ refers to the authors of Haeri Amir et al., 2023.
11Here, ’we’ refers to the authors of Hauer, Krafft, and Zweig, 2023.
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RQ 3

How to determine which actors are to be held accountable based on
John Austin’s Speech Act theory?

With access to an ADM system, a forum is able to submit self-constructed
test data sets to the system and evaluate the results. There are various
specific concepts to do so, referred to as audits, which are the topic of
Chapter 4. This leads to the question:

RQ 4

What kinds of audits are applicable for analyzing AI-based ADM
systems?

The chapter discusses the very different audit conceptions of standard-
ization bodies, such as the ISO, which can be used as a basis for accred-
ited certification, and Sandvig et al. (Sandvig et al., 2014), who under-
stand (software) audits as some sort of field experiment. It also elaborates
on our practical experiences when we12 attempted to audit the Facebook
News Feed algorithm. In the next section, the chapter introduces the As-
surance Case framework, which was developed as a requirements engi-
neering tool for safety and security engineering, and describes how we13

extended it to fulfill ethical requirements. It concludes with the experi-
ences we made when applying it to assure fairness on an actual software
product together with the developing company and other domain experts,
thus answering the question:

RQ 5

How suitable is the Assurance Case framework from the field of
safety engineering to be applied on extra-functional requirements

such as fairness?

The basis of many audit assessments (whether in the context of au-
dits according to ISO or in the context of audits according to Sandvig et
al., 2014) is testing. Tests can also provide evidences as required by an
Assurance Case. The question of which tests exist and under which con-
ditions they are applicable is the topic of Chapter 5. As the functionality
of data-driven components (DDCs) of AI-based systems is automatically
derived from data and not implemented by a programmer, traditional test
approaches have been transferred and new test approaches have been
developed to suit the needs of DDCs. As a result, new test-related terms
have also emerged that hamper communication about tests, leading to
the question:

RQ 6

How does traditional test terminology differ from test terminology in
the context of DDCs?

12Here, ’we’ refers to the authors of Krafft et al., 2020.
13Here, ’we’ refers to the authors of Hauer, Müller-Kress, et al., 2023.
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To address this challenge, we14 provide a comparison of the most im-
portant test-related terms from traditional software testing and DDC test-
ing.

Another challenge is the extensive literature on software testing, which
uses and categorizes many terms inconsistently. This makes it difficult to
identify which tests are suitable for testing properties that are especially
relevant for AI-based ADM systems. The relevant question is:

RQ 7

Which test-related terms are especially relevant in the context of
AI-based ADM systems?

I reviewed some of the most frequently cited books regarding software
testing and discussed the contents with various experts in the field to col-
lect and structure the most relevant test-related terms for AI-based ADM
systems on different levels of abstraction. The terms, their relationship
with each other, and any ambiguities in the terminology that I encoun-
tered in the process are also presented in Chapter 5.

In the context of auditing black-box systems as described by Sandvig
et al., 2014, only a few test methods are applicable to examine fairness.
Therefore, we15 elaborate on which test methods can be applied in the
context of which specific audit under which specific conditions. This leads
to the question:

RQ 8

Which test methods for fairness are applicable in the context of which
audit procedures according to Sandvig et al. and under which

conditions?

At the end of the chapter, the integration of the development of an
Assurance Case into an Acceptance Test-Driven Development process is
discussed, answering the question:

RQ 9

Can the Assurance Case framework be integrated into a test-driven
development process?

Auditing and testing activities imply considerable effort, and thus costs,
which often leads to them getting neglected. The first part of Chapter 6
therefore focuses on regulations as an extrinsic motivation approach to
promote product quality and benevolence in the form of tests, audits, and
certifications. It puts a strong focus on the idea of risk-based regulation
approaches and the upcoming harmonised rules on Artificial Intelligence16

(AI Act). It analyzes the following questions:

14Here, ’we’ refers to the authors of Jöckel et al., 2021.
15Here, ’we’ refers to the authors of Krafft et al., 2023.
16European Commission, Proposal for a Regulation of the European Parliament and of

the Council laying down harmonised rules on artificial intelligence (Artificial Intelligence
Act) and amending certain Union legislative acts COM(2021) 206 final, https://eur-lex.eur
opa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:52021PC0206.

https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:52021PC0206
https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:52021PC0206
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RQ 10

What are the challenges of a risk-based regulation approach for
AI-based systems, and which aspects are particularly relevant for

assessing their risks?

and

RQ 11

How will the upcoming AI Act affect the AI landscape, and how can
this be determined in advance?

The second part of the chapter explores the novel concept of Corporate
Digital Responsibility (CDR) as a counter-approach to providing intrinsic
motivation to promote product quality and benevolence. It answers the
following question:

RQ 12

What role does the increasingly recognized concept of CDR play?

It also introduces our17 ongoing work on a software solution that sup-
ports the assessment of a product’s CDR level.

To conclude this thesis, Chapter 7 provides a summary of the results pre-
sented and reflects upon the connections between the topics as one big
toolbox for algorithmic accountability. Furthermore, it presents ideas for
future work in this area of research.

17Here, ’our’ refers to refers to Kim Valerie Carl, Dr. Thomas Arnold, and me.
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Chapter 2

Foundations

Many terms related to AI are often not clearly explained or defined in
the literature. Although widely used, there is no agreed understanding of
them, and their meaning is basically just assumed more often than not.
For this reason, this chapter discusses the most relevant terms and links
them to each other. Furthermore, it defines how they are to be understood
in the context of this thesis.

2.1 ADM Systems, Machine Learning, and Artifi-
cial Intelligence

Algorithmic decision-making systems (ADM systems)1 are systems that
are able to automatically make decisions, including predictions, recom-
mendations,2 and actions, based on predefined rules and some input,
more specifically, on input data (Diakopoulos, 2020). How these rules
are generated plays a crucial role in current debates revolving around the
regulation of ADM systems.

If, for example, the rules are specified by human experts, the ADM
system is called an expert system. In this case, the experts’ rules can be
challenged with regard to ethical or legal aspects and adjusted accordingly
if needed.

Another possibility is to automatically derive rules from data by apply-
ing some form of supervised Machine Learning (ML) procedure. Super-
vised learning is a strategy ’in which the correctness of acquired knowl-
edge is tested through feedback from an external knowledge source’.3 In
this case, the ADM system is based on two different source codes. The
first one is the ML method that trains a statistical model (see Definition 1)
based on a set of training data. Such a data set is also called a training
data set.

1Some authors use the abbreviation for automated decision-making systems
(e.g., Larus et al., 2018; Felzmann et al., 2020). The terms are usually understood to
be interchangeable.

2In case of recommendations, some sources also refer to decision support systems
(DSS; e.g., Tan et al., 2010) or computerized decision support systems (CDSS; e.g., Liberati
et al., 2017).

3ISO/IEC 2382:2015 Information technology — Vocabulary.
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Definition 1 (Machine Learning Method/Procedure/Model)

The terms Machine Learning Method, Procedure, and Model are of-
ten used interchangeably in the literature, but may refer to different
things. To avoid confusion, in this thesis, ML method refers to the ’type’
of Machine Learning (e.g., Support Vector Machine, Artificial Neural
Network, Decision Tree, etc.). ML procedure refers to the training pro-
cess (e.g., supervised or unsupervised training, stopping criteria, etc.),
whereas ML model refers to the specific result of a Machine Learn-
ing procedure (e.g., a specific Artificial Neural Network with a given
number of layers and a given number of neurons per layer). A Ma-
chine Learning method is sometimes also referred to as an ’untrained
model’, which might lead to misunderstandings.

Each point in the training data is a vector of parameters that can be
divided into two components: Input information X = (X1, X2, . . . , Xn) and
output information Y = (Y1, Y2, . . . , Ym). Input information refers to the
parameters that are later to be passed to the resulting statistical model
in order to make decisions based on them, i.e., to produce outputs. To
avoid confusion, the output produced by the model is notated as Ŷ =
(Ŷ1, Ŷ2, . . . , Ŷm). The usage of this model is the second source code of
such an ADM system (see Figure 2.1). The output information labels the
target output of the decision model (see Definition 2). It is needed in the
training data to find correlations between the input information and the
target output.

Figure 2.1: ADM systems whose decision structure is derived
from data are based on two different source codes: The first
code builds a statistical model based on the data and training
modalities. This part is referred to as Machine Learning. The
second code computes a classification/score/ranking for new
data based on the statistical model built by the first code.
Figure based on Figure 3 in Hauer, Krafft, and Zweig, 2023.
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Definition 2 (Input and Output Information)

A data point may be divided into input information X = (X1, X2, . . . , Xn)
and output information Y = (Y1, Y2, . . . , Ym). To avoid confusion with the
output information produced by a model (also called system output),
the output information in the data is also called ’label’ or target output.
The goal of a supervised learning process is to deduce a decision model
based on the correlations between input information and label(s). An
input is also the information that is fed into an ADM system to produce
an output Ŷ = (Ŷ1, Ŷ2, . . . , Ŷm) based on the learned model.

How exactly decision rules are derived from data depends on the learn-
ing procedure and the specific model to be trained. A data set containing
input and output information is called a ground truth (see Definition 3).

Definition 3 (Ground Truth)

In the context of ML, the term ’ground truth’ refers to a collection of
data that reflects information that is free from errors.4) Dividing each
data point into three components (input data, output data, and irrele-
vant data) provides the basis for training ML models. Based on the in-
put and output data, the training process builds a structure that, in the
best case, provides the correct output information for each instance
of input information. The combination of input information and the
matching output information assumed to be correct is called ground
truth. The quality of a trained model can be determined based on the
ground truth for a given X by comparing the corresponding Y and Ŷ.

There are also training processes that do not require output informa-
tion: so-called unsupervised learning.5 Such processes aim for a funda-
mentally different goal. While supervised learning tries to find correlations
between input and output information, unsupervised learning tries to find
patterns in the data (see Example 1). In this case, the data is not split into
input and output information.

4See ISO/IEC DIS 22989 - Information technology - Artificial intelligence - Artificial intel-
ligence concepts and terminology, section 3.2.6.

5See ISO/IEC DIS 22989 - Information technology - Artificial intelligence - Artificial intel-
ligence concepts and terminology, section 3.2.23.
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Example 1 (Credit Score Assignment)

Assuming a bank has client information about age, gender, income,
and whether or not a loan has been approved. To evaluate future loan
applications, either a supervised or an unsupervised learning approach
can be used. Finding correlations between age, gender, and income
(as input information) and whether a loan has been approved or not
(as output information) would be a supervised learning task. The re-
sulting model could then be used to automatically evaluate future loan
applications. A possible unsupervised learning task would be to iden-
tify typical types (so-called clusters) of loan applications by analyzing
the input information for similarities. Based on these, loan applica-
tions could be identified that, under comparable circumstances, could
be repaid in the past. In this case, all information is used as input
information.

When an ADM system is built on an ML component, it is considered an
Artificial Intelligence (AI-based) system. This definition provides a bound-
ary that is usually not disputed. Beyond that, however, many non-ML
systems and concepts are sometimes also classified as AI, which results
in different possible approaches to defining AI (Jiang et al., 2022). For the
first version of the Harmonised Rules on Artificial Intelligence6 (AI Act),
the European Commission chose a technology-based definition of AI (see
AI Act, Annex I):

(a) ’Machine learning approaches, including supervised, unsupervised,
and reinforcement learning, using a wide variety of methods includ-
ing deep learning;

(b) Logic- and knowledge-based approaches, including knowledge rep-
resentation, inductive (logic) programming, knowledge bases, infer-
ence and deductive engines, (symbolic) reasoning and expert sys-
tems;

(c) Statistical approaches, Bayesian estimation, search and optimization
methods.’

In other definitions, the underlying technology is less relevant. Instead,
AI is defined in terms of performance or purposes. John McCarthy, the fa-
ther of the term Artificial Intelligence, said: ’It [Artificial Intelligence] is the
science and engineering of making intelligent machines, especially intel-
ligent computer programs. It is related to the similar task of using com-
puters to understand human intelligence, but AI does not have to confine
itself to methods that are biologically observable’ (McCarthy, 2007, p.2).

6European Commission, Proposal for a Regulation of the European Parliament and of
the Council laying down harmonised rules on artificial intelligence (Artificial Intelligence
Act) and amending certain Union legislative acts COM(2021) 206 final.
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On June 14, 2023, the European Parliament adjusted the definition of
AI [systems] in the AI Act to ’a machine-based system that is designed to
operate with varying levels of autonomy and that can, for explicit or im-
plicit objectives, generate outputs such as predictions, recommendations,
or decisions that influence physical or virtual environments’.7 In all these
cases, expert systems might be considered AI-based systems as well. The
AI Act will be discussed in more detail in Section 6.1.

To avoid confusion, for the remainder of this thesis, the term AI is used
for any kind of AI, while the term data-driven component (DDC) is used for
any AI based on some sort of ML procedure. The resulting model is then
referred to as data-driven model (DDM) (see Definition 4). As this thesis
focuses on AI-based ADM systems, text-, image-, and sound-generating
AI-based systems (so-called generative AI) are not considered explicitly.
They warrant a separate discussion due to their distinct ethical consider-
ations (e.g., media manipulation) and legal implications (e.g., regarding
intellectual property).

Note that even though this work addresses the challenges of making
ADM systems based on a DDC accountable, most of the approaches sug-
gested for tackling these challenges are also applicable to other kinds of
AI-based systems, such as expert systems.

7https://artificialintelligenceact.eu/wp-content/uploads/2023/08/AI-Mandates-20-Jun
e-2023.pdf, last accessed on September 26, 2023.

https://artificialintelligenceact.eu/wp-content/uploads/2023/08/AI-Mandates-20-June-2023.pdf
https://artificialintelligenceact.eu/wp-content/uploads/2023/08/AI-Mandates-20-June-2023.pdf
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Definition 4 (Data-Driven Component (DDC) and Data-Driven
Model (DDM))

An AI-based ADM system consists of at least one data-driven compo-
nent (DDC) and any number of other software components. A DDC
may be the only component of an AI-based ADM system, in which case
the terms can be used synonymously.

The core of a DDC is a statistical model, also referred to as a
data-driven model (DDM). A DDC may also consist of sub-components
organized in pipelines that include some pre- and post-processing
steps in addition to the trained DDM. A DDC, however, does not
necessarily perform any pre- or post-processing steps. In this case, a
DDM and a DDC are the same.

Figure 2.2: Visualization of the relationship between DDM,
DDC, and AI-based ADM system.

On multiple occasions, this thesis refers to classifiers and classification
systems. As representative examples of ML methods that are classifiers,
the basic methods and related terms of Support Vector Machines and Ar-
tificial Neural Networks will be explained in Sections 2.1.1 and 2.1.2.

2.1.1 Support Vector Machines

In its simplest form, a Support Vector Machine (SVM) computes a dividing
line that separates training data into two distinct categories, based on
their label (Noble, 2006). This line is used to assign a category for future
data without a label. Therefore, it is called a classifier.
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To compute the classifier, each data point in the training data set is
represented as a point in a Cartesian coordinate system with n− 1 dimen-
sions, where n ∈ N is the number of parameters each data point has. Each
dimension corresponds to one of the n − 1 features to be considered for
categorization (input information). The point is placed on the respective
axis according to the numerical value of the corresponding feature (see
Definition 5). The only feature that is not used for positioning in the co-
ordinate system is the label (output information). Depending on n, the
classifier is not an actual line but a so-called hyperplane. A hyperplane
is a subspace with one dimension less than the ambient space: For one-
dimensional spaces, a hyperplane is a point, for two-dimensional spaces,
it is a line, for three-dimensional spaces, it is a plane, and so on (Noble,
2006). The following explanations and visualizations refer to an SVM that
considers only two dimensions (i.e., features) for categorization. However,
all concepts can be transferred to an SVM with any number of dimensions.

Definition 5 (Attributes, Features, Parameters, and Variables)

In software programming contexts, the terms ’attributes’ and ’parame-
ters’ are clearly defined. Attributes are variables that denote the state
of an object (e.g., an instance of a class). Parameters are variables
that a function or method expects as input. As the scientific discussion
of data-driven components usually abstracts from specific implemen-
tations, input information can be referred to as attributes, parameters,
or variables. In the context of data-driven components, the terms at-
tributes and features are used synonymously. There is a tendency to
use the terms ’attributes’ and ’features’ when the focus lies on what
kind of information the variables represent. The term parameters is
used when the focus lies on a more technical level (like the weights of
an Artificial Neural Network).8 The term variables can be found in both
situations.

Assume that an ADM system is to be used to decide which candidate
should receive an invitation to a job interview. An SVM is trained, based on
the data of former job applicants who attended a job interview and were
hired or rejected (see Example 2, p. 21). The considered features are years
of experience in the field of expertise and months without occupation.
Plotting the data points into a two-dimensional coordinate system shows
an infinite number of possible classifiers. For example, both lines shown
in Figure 2.3a are equally good, as each poses a perfectly dividing line.
A new data point, however, may result in different categorizations based
on the selected line. To compute an ’optimal’ classifier, there are multiple
approaches based on the shortest distance between the classifier and any
data point, the so-called margin (Noble, 2006). Optimization for a margin

8See ISO/IEC DIS 22989 - Information technology - Artificial intelligence - Artificial intel-
ligence concepts and terminology, section 3.1.28.
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that is as big as possible therefore results in a maximal margin classifier9

(see Figure 2.3b). The points that are adjacent to the margin and hence
decisive for the determination of the classifier are the eponymous support
vectors (Bishop & Nasrabadi, 2006, Chapter 7).

(a) Possible classifiers on the example data
set that might provide very different future

classifications.
(b) Maximal margin classifier based on the

example data set.

Figure 2.3: Example data set containing information about
years of experience, months of occupation, and whether job

applicants got hired or not.

For less clustered data, this option might not be a good choice, as
one outlier can have a significant effect on the result (see Figure 2.4a).
One possible solution to this problem is the use of the so-called kernel
trick (Noble, 2006). With this method, the ambient space is extended
by one hypothetical dimension to transform the originally linear classifier
into a non-linear classifier (see Figure 2.4b). How this works can be visual-
ized for two-dimensional examples. Imagine that, instead of cutting a line
through a plane, the red area is pulled up with two fingers like a blanket
(extension by one dimension). Then, a straight plane is cut through this
blanket, which then falls down again. The red area is the cut-out part and
the green area is the remaining part. What was a straight plane as long
as the red part was pulled up is seen as a curve from a two-dimensional
point of view.

In data from real applications, there may be data points that seem to
belong to one group based on their input information, but actually belong
to the other group according to the ground truth. This may, for example,
happen due to wrong assumptions in the ground truth or due to some
unusual occurrences. The reasons do not matter, as an SVM might need
to be able to deal with such a situation as well. The kernel trick might
provide a solution, but it may also happen that the classifier is adapted to
the training data to such an extent that the result is hardly meaningful for
future data points (see Figure 2.5a). This is referred to as overfitting (Di-
etterich, 1995).

Another approach is to allow for some misclassifications (see Figure 2.5b).
In this case, the margin is called a soft margin, which contains at least all
misclassified data points, and the classifier is a soft margin classifier. All
data points that fall within the range of the soft margin are support vec-
tors (Bishop & Nasrabadi, 2006, p. 332).

9Sometimes also referred to as maximum margin classifier.
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(a) Maximal margin classifier based on the
example data set and one additional data

point.
(b) Maximal margin classifier based on the

extended data set using the kernel trick.

Figure 2.4: SVM results for a linear maximal margin classifier
and a polynomial maximal margin classifier using the kernel

trick on the example data set with an added outlier.

(a) Polynomial maximal margin classifier on
a less clustered data set that results in over-

fitting.

(b) Soft margin classifier on a less clus-
tered data set provided by Hoffmann et al.,

2022a.

Figure 2.5: SVM results for a maximal margin classifier using
the kernel trick to provide a polynomial classification and a
soft margin classifier without using the kernel trick on a less

clustered data set.

The choice of a kernel and a margin type are important parameters
that need to be set prior to the training process. To distinguish them from
the parameters introduced in Definition 5, p. 17, they are also referred to
as hyperparameters (see Definition 6).
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Definition 6 (Hyperparameter)

In the context of ML, a hyperparameter is any parameter that is inde-
pendent of the training data and not a result of the training process
(the weights in an Artificial Neural Network, for example, are consid-
ered (model) parameters but not hyperparameters) (L. Yang & Shami,
2020). In the training process of an SVM, some hyperparameters are
the kernel and the margin. For an Artificial Neural Network (see Sec-
tion 2.1.2), some hyperparameters are the number of layers, the num-
ber of neurons per layer, the activation function(s), the learning rate,
the number of training iterations before weights are updated (the so-
called batch size), and the conditions for concluding the training (stop-
ping criteria).

There are many more details and sophisticated concepts to improve
the basic idea of SVMs, but for the remainder of this thesis, this level
of detail is sufficient. Bishop and Nasrabadi, 2006 provide a thorough
overview and deeper explanation of the established concepts in the field.



2.1. ADM Systems, Machine Learning, and Artificial Intelligence 21

Example 2 (Amazon Job Performance Prediction)

In 2018, Reuters reported that Amazon’s AI recruiting tool shows
a strong bias against women (Dastin, 2018). The tool expected
anonymized CVs of job applicants and an open (technical) job position
as input and suggested the most promising CVs for that position as
output. However, even though the system had no information about
the applicants’ gender, it showed a strong bias against CVs from
women. Subsequent analysis showed that the AI was able to deduce
the gender based on information implying it, like being a member of
a women’s chess club. But even stripping the CVs of gender-implying
information did not resolve the problem, as CVs from persons with
different genders did indeed look differently due to the tendency to
use gender-specific phrases and because the system had mainly been
trained with CVs from men.

The development and application of AI recruiting tools face sev-
eral other challenges. For example, the training process cannot take
into account why a person was not hired. It is neglected whether the
person was rejected by the company because they did not fit into the
team, or whether the person withdrew their application because they
had already accepted another offer or did not agree with the salary.
Furthermore, there is a risk that such a system will only recruit people
of the ’same type’ over and over again. This potentially leads to an
operational monoculture that is highly specialized for a specific task
but does not provide a broad spectrum of other potentially valuable
skills for current or future needs.

There are also a variety of AI recruiting tools based on informa-
tion other than CVs. Especially critical are those that include facial
expressions and gestures. Inferring characteristic traits or abilities
from phrenologic or physiognomic information is generally considered
to be pseudoscience (Stark & Hutson, 2021).

Usually, AI recruiting tools (including Amazon’s) are only used as
recommendation systems. The final decision lies with a human being
who can react to these challenges. Nevertheless, it can be assumed
that such a recommendation system has at least a slight influence on
the final decision. After all, a human person must take responsibility
for a decision that contradicts the recommendation of the machine. If
the recommendation is followed, machine failure can still be blamed
for the cause of undesired consequences.



22 Chapter 2. Foundations

2.1.2 Artificial Neural Networks

Artificial Neural Networks (ANNs) are an approach to simulate an abstract
idea of the structure and function of the brain. They are modeled as di-
rected graphs consisting of nodes and edges. The nodes represent the
neurons of the network, the edges represent the connections between
them. The edges have weights to amplify or dampen the information
transported from one neuron to the next. They represent information on
whether the receiving neuron is stimulated – in the context of ANNs, this
is referred to activation – and how strong this stimulation is (Rosenblatt,
1958).

ANNs are organized into three types of layers: an input layer, any static
number of hidden layers, and an output layer. Each layer again consists
of any static number of neurons. In the simplest form of an ANN, each
neuron of a layer is connected with each neuron of the next layer (see
Figure 2.6). Such networks are called feed-forward networks (Sazli, 2006).
If there is no hidden layer, i.e., if the network only consists of an input
layer and an output layer, the network is called a single-layer perceptron.
If there is at least one hidden layer, it is called a multi-layer perceptron.

Figure 2.6: Multi-layer perceptron with two hidden layers
each consisting of four neurons. It receives inputs with three

parameters and outputs two values.

In feed-forward networks, incoming information  is multiplied by the
weighting factor  of the edge transporting the information. In this way,
each neuron receives one value for each neuron in the previous layer.
The sum α of these values is normalized by a so-called activation func-
tion (Abraham, 2005). Simple activation functions output 1 if α ≥ 0 and
0 (or −1) if α < 0. More sophisticated activation functions output a range
between 0 (or −1) and 1, for example, sigmoid10 functions (Sharma et al.,
2017). The value resulting from the activation function represents how
much a neuron is activated and also represents the output of a neuron

10S-shaped functions, such as the hyperbolic tangent function: tanh()=e−e−
e+e− .
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ŷ. This output is propagated to the next layer of neurons to be received
as input . The neurons on the input layer receive the parameter values
of an input vector and feed them into the network. There needs to be
one neuron on the input layer for each parameter to be processed. The
output produced by neurons on the output layer is also the actual output
of the ANN. Depending on the last activation function, the outputs ŷ can
be values ŷ ∈ N – in this case, the model would be called a Classifier (see
Section 2.1.1) – or values ŷ ∈ R – in this case, the model would be called a
Scorer (see Definition 7).

Definition 7 (Classifier and Scorer)

If the output of an ML model is a value ŷ ∈ N that corresponds to a
category, it is called a classifier. If the output is a value ŷ ∈ R that,
for example, corresponds to a level of certainty, it is called a scorer.
However, thresholds can be defined to transform the score that results
from an ML model into categories, which allows using a scorer as a
classifier. Also, there can be one output neuron per category. Then
the scores can be interpreted as the probability of the input informa-
tion belonging to any of the predefined categories. Such an approach
allows for multi-label categorization.

Figure 2.7: Schematic overview of the nth neuron in a layer
that receives m inputs from the previous layer in a multi-layer

perceptron. Visualization based on Jain et al., 1996, p.34.

Initially, all weights  in the network are chosen randomly. During
training, the weights are adjusted iteratively to produce better results.
The most popular training method for ANNs is called gradient descent,
for which multiple variations exist (Ruder, 2016). The variation explained
in the following is called stochastic gradient descent. For a given set of
input vectors X with respective output vectors Y that are considered to
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be correct, the following steps are repeated for multiple training iterations
(e.g., once per data point):

1. Compute the output vector based on one input vector (feed forward).

2. Compute the error e as the difference between the target output y
and the system output ŷ.

3. Compute local gradients, starting at the output layer of the network.

4. Adjust the weights of each edge based on the output value of the
respective source and the local gradient of the respective target.

As this process iteratively propagates the errors from the last layer
back to the first layer, it is also called backpropagation (Abraham, 2005).
In the following, these steps will be explained in detail based on Figure 2.8.

Figure 2.8: Previously introduced multi-layer perceptron, in-
cluding relevant variables for the backpropagation algorithm.

The first step is the already explained computation of an output vector,
based on the input vector of the data point. Next, the errors are computed
as the difference between the target outputs and the system outputs e =
y − ŷ (see Equations 2.1 and 2.2).

e1 = y1 − ŷ1 (2.1)

e2 = y2 − ŷ2 (2.2)

These errors are used to compute the local gradients δ of the output
layer neurons by inserting the respective sum result during the feed for-
ward process α into the respective derived activation function and multi-
plying the result by the error e (see Equations 2.3 and 2.4). This computa-
tion is repeated iteratively for each layer by using the sum of all gradients
δ of the neurons in the next layer multiplied by the respective weights
of the connecting edges  as the error for the current computation (see
Equations 2.5 and 2.6).
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δ3,1 = e1 · ƒ ′(α3,1) (2.3)

δ3,2 = e2 · ƒ ′(α3,2) (2.4)

δ2,1 =
�

2
∑

n=1

2,1,n · δ3,n
�

· ƒ ′(α2,1) (2.5)

...

δ1,4 =
�

4
∑

n=1

1,4,n · δ2,n
�

· ƒ ′(α1,4) (2.6)

where n refers to the target neuron of an edge.

Finally, each weight is adjusted by adding the product of the output
value of the respective source node during feed forward and the local
gradient of the respective target (see Equations 2.7 and 2.8).

Δ,m,n = δ,n · ŷ−1,m (2.7)

,m,n,new =,m,n,old + Δ,m,n (2.8)

where  refers to the layer of the neuron or the layer of the source neuron
of an edge and m refers to the source neuron of an edge.

To prevent the stochastic gradient descent approach from resulting in
overcorrection, Δ,m,n is usually additionally multiplied with a learning
rate η, which is either reduced by the number of training iterations per-
formed or scales with the current error values.

There are various possible conditions for concluding the training, so-
called stopping criteria, such as a set number of training iterations, using
all training data a set number of times, or getting an error lower than a set
value for a set number of feed forward iterations (Prechelt, 1998, p. 763).
Summed up, the necessary hyperparameters to set for an ANN are the
number of layers, the number of neurons per layer, the activation func-
tion(s), the learning rate, the number of training iterations before weights
are updated (the so-called batch size, Abraham, 2005, and the stopping
criteria.

2.2 Trustworthiness and Accountability

It seems obvious that the abstract concepts of trustworthiness and ac-
countability are somehow related to each other, but it is challenging to
grasp that relationship. To get there, the term trust needs to be de-
fined first of all. While there are various definitions and theories revolv-
ing around that term, the following elaborations are based on the review
about trust provided by Kaminski, 2017 (Section 2.2.1). Section 2.2.2 ex-
plains the term accountability and bridges the gap to the term trustwor-
thiness.
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2.2.1 Trustworthiness

There are many models of trust that imply very different understandings
of the concept. Kaminski, 2017 deals extensively with different philoso-
phies of trust and categorizes them into multiple, mutually exclusive types
of understanding of trust. It is not clear what understanding of trust un-
derlies the European goal of trustworthy AI. However, the focus of the AI
Act on conformity assessments suggests an understanding of trust that
Kaminsky refers to as ’trust as a decision’ (Kaminski, 2017). Within this
understanding of trust, a distinction can be made between (at least) two
perspectives:

The first perspective is an evidential view of trust: ’I trust in a system
because there is evidence that it has the properties that are important
for me’; for example, it performs sufficiently well in terms of test results
regarding its reliability. This perspective requires trusting the provided evi-
dences, which again requires evidences whose source is trustworthy. This
recursive conflict cannot be solved by the evidential view alone (Lahno,
2002, p. 177).

The second perspective is an assurance view of trust: ’I trust a system
because a person is sufficiently confident that it is "good" enough for them
to agree to be accountable for it’. This person does not want to face any
personal or legal consequences; therefore, they ensure that the system
lives up to its expectations. So this s rather trust in an actor and the
process behind it than trust in the actual system (Moran, 2006, Section
Assertion as Assurance).

2.2.2 Accountability

The demand for more accountability in ADM systems is encountered fre-
quently. On the one hand, there are several mentions in current regulatory
proposals and laws. For example, Art. 17 para. 1 lit. m AI Act (proposal)
demands: ’Providers of high-risk AI systems shall put a quality manage-
ment system in place that ensures compliance with this Regulation. That
system shall be documented in a systematic and orderly manner in the
form of written policies, procedures and instructions, and shall include at
least the following aspects: [...] (m) an accountability framework setting
out the responsibilities of the management and other staff with regard to
all aspects listed in this paragraph’ (European Commission, 2021). The
ethics guidelines for trustworthy AI provided by the HLEG-AI list account-
ability as one of seven key requirements for trustworthy AI (High-Level
Expert Group on AI, 2019a). They state that accountability requires au-
ditability, minimization and reporting of negative impact, trade-offs, and
redress. Besides, the HLEG-AI states that ’[the requirement of account-
ability] necessitates that mechanisms be put in place to ensure responsi-
bility and accountability for AI systems and their outcomes, both before
and after their development, deployment and use’. Art. 5 para. 2 GDPR11

11European General Data Protection Regulation.
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states that ’The controller shall be responsible for, and be able to demon-
strate compliance with, paragraph 1 (’accountability’)’12.

At the same time, a lot of technical standards refer to accountability.
Various ISO standards, such as ISO/IEC 2382:201513, ISO/IEC TR 24028:202014,
and ISO 2501015 define accountability as a ’property that ensures that the
actions of an entity may be traced uniquely to that entity’. ISO 2600016,
however, defines accountability as a ’state of being answerable for deci-
sions and activities to the organization’s governing bodies, legal authori-
ties and, more broadly, its stakeholders’.

The IEEE Global Initiative on Ethics of Autonomous and Intelligent Sys-
tems (A/IS) lists accountability as a goal, saying ’A/IS should be adopted in
a legal system only if all those engaged in their design, development, pro-
curement, deployment, operation, and validation of effectiveness main-
tain clear and transparent lines of responsibility for their outcomes and
are open to inquiries as may be appropriate’17.

According to IEEE Std. 700018 Annex F, the main difference between
responsibility and accountability is that someone who is responsible has
to face legal sanctions that may follow.

Most of these demands for accountability explain only very vaguely what
is actually to be achieved. Sometimes, there is no distinction between
accountability and responsibility. This can easily be attributed to the num-
ber of definitions in the field of accountability theory, which differ from
each other in detail (see, e.g., Kacianka et al., 2017, p. 9; Kohli et al.,
2018, or Ibrahim et al., 2021). Recent scientific work on AI often refers
to the accountability explanations provided by Maranke Wieringa, who
maps the definition provided by Mark Bovens specifically to the field of
AI (Wieringa, 2020). Bovens’ definition says: Accountability is ’a relation-
ship between an actor and a forum, in which the actor has an obligation to
explain and to justify his or her conduct, the forum can pose questions and
pass judgment, and the actor may face consequences’19 (Bovens, 2007, p.
452). Mulgan, 2000 elaborate on the development of the meaning of the
term ’accountability’ over the course of time. The ’core sense’ of account-
ability they explain matches the definition of Bovens. Wieringa points out

12Art. 5 para. 1 GDPR demands lawfulness, fairness, transparency, purpose limitation,
data minimisation, accuracy, storage limitation, integrity and confidentiality of personal
data.

13Information technology - Vocabulary.
14Information technology — Artificial intelligence — Overview of trustworthiness in arti-

ficial intelligence.
15Systems and software engineering – Systems and software Quality Requirements and

Evaluation (SQuaRE) - System and software quality models.
16Guidance on social responsibility.
17https://standards.ieee.org/content/dam/ieee-standards/standards/web/documents/oth

er/ead1e_law.pdf, last accessed on May 03, 2023.
18IEEE Standard Model Process for Addressing Ethical Concerns during System Design.
19Note that this definition is consistent with IEEE Std. 7000, as it does not necessar-

ily speak of legal consequences. At the same time, it does, for example, contradict the
definition provided by Ibrahim et al., 2021, p. 2. They define accountability ’as a prop-
erty of a system that helps to identify the causes of (unwanted) events related to a quality
attribute. The process of enabling accountability entails developing system’s (forensic) ca-
pabilities in identifying miss-behaving parties responsible for specific violations’. Neither
Bovens nor Wieringa limit accountability to ’unwanted events’. There are more contradic-
tions in the details of their respective elaborations.

https://standards.ieee.org/content/dam/ieee-standards/standards/web/documents/other/ead1e_law.pdf
https://standards.ieee.org/content/dam/ieee-standards/standards/web/documents/other/ead1e_law.pdf
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that in the context of AI development, several actors as well as several
forums with different responsibilities and interests might be relevant in
different phases of the software development process.

At this point, the connection to the assurance view of trust as a decision
becomes clear. A system is considered the more trustworthy the more the
individual forums can rely on the accountable actors facing consequences
should they arrive at a negative judgment. The process of posing ques-
tions and passing judgment, in turn, is reminiscent of the evidential view
of trust. Depending on their respective authority and competence, the
forums can examine a system to see whether it has the properties that
are relevant to them. The results of these examinations constitute the
evidences. The evidences can also be provided vicariously by other fo-
rums, for example, those that have more authority or competence than
oneself (e.g., NGOs, technical experts, legal bodies, certification bodies,
etc.). Appraising the trustworthiness of these other forums is particularly
important, so evidential view and assurance view come into play at the
same time.

For the remainder of this thesis, accountability is understood as explained
by Bovens and Wieringa (see Definition 8).

Definition 8 (Accountability)

According to Bovens, 2007, accountability is a relationship between an
actor and a forum, in which the actor has an obligation to explain and
justify their conduct. The forum can pose questions and pass judg-
ment, and the actor may face consequences.

Figure 2.9: Visualization of the accountability process ac-
cording to Bovens, 2007, p. 450.
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2.3 Bias, Discrimination, and Fairness

Outside of expert groups, ADM systems are often associated with more ob-
jectivity and are therefore supposed to be less discriminatory than human
decision makers. The idea behind this seems plausible. Human decisions
are prone to various biases (Hilbert, 2012) and can be influenced by exter-
nal factors (e.g., Eren and Mocan, 201820). Awareness of such influences
may help to make less subjective decisions, but cannot prevent them al-
together. ADM systems, on the other hand, base their decisions solely on
the given (input) information and their decision structure. At this point,
however, it is often not taken into account that the decision structure was
also chosen by humans and can thus incorporate bias in a roundabout
way. In ADM systems that build their decision structure based on training
data (ADM systems based on an ML component), there is human subjec-
tivity in the generation and selection of the data on which the system is
trained.

Therefore, it can be inferred that ADM systems are also unavoidably
biased. Still, there is evidence that at least sometimes, they can also
be less biased than human decision makers, despite the fact that their
decision-making structure is shaped by human decisions (e.g., Gates et
al., 2002; Kleinberg et al., 2018).

In addition, a system trained on historical data is able to make the bias
in the data visible to everyone, which can be used as a basis for taking
action against it. Nevertheless, different people also make judgments with
different biases that might cancel each other out, at least to some extent.
An AI-based system can be used for a large number of people and apply
the same bias over all of them.

In order to implement measures against these risks, the basic terms
bias, discrimination, and fairness need to be clearly understood. Unfor-
tunately, the underlying concepts are understood differently across disci-
plines and sometimes even within disciplines. To avoid misunderstandings
in the remainder of this thesis, these terms are introduced below.

2.3.1 Bias

There are many ways to define bias; it has no universal definition within
the scientific community (e.g., Delgado-Rodriguez and Llorca, 2004; Ntoutsi
et al., 2020; Steineck and Ahlbom, 1992). In general, the term is used
to denote a deviation from a standard (Danks & London, 2017). In the
context of ADM systems, it is usually a statistical standard that is being
discussed, so the term bias is used in this thesis to refer to statistical bias.
By this definition, a bias can also be an actual but skewed distribution. In
debates about discrimination risks and fairness, bias is often understood

20Eren and Mocan, 2018 show that judges in Louisiana who got their undergraduate
degrees at Louisiana State University (LSU) made stricter judgments in the days after the
LSU football team suffered a loss.
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more specifically as a deviation that does not represent the actual or de-
sired distribution and is therefore seen as unfair to a particular person or
group (Angwin et al., 2016; Datta et al., 2015; O’Neil, 2016).

In a supervised learning approach, the goal is to find a statistical corre-
lation between input information and a label, which can also be considered
as intentionally preserving and replicating the bias in the data towards
that label (Danks & London, 2017).

If an ADM system is to be used to decide, for example, which candidate
should receive an invitation to a job interview, feedback about the atten-
dees’ background (e.g., school grades, work experience, employer refer-
ences, etc.) is used to automatically estimate their future performance
(see Example 2, p. 21). Decisions based on such information are biased
toward some type of competence attestation. This bias is thus intentional,
socially desired, and accepted.

2.3.2 Discrimination

There is a range of attributes according to which a society explicitly does
not want biased decisions. These attributes are called protected, or sensi-
tive, attributes. Discrimination refers to an unjustified unequal treatment
of individuals on account of protected attributes (Romei & Ruggieri, 2014).
Which attributes are considered protected in a society depends on the re-
spective culture or legislation. Whether a judgment is considered unjus-
tified depends on the respective context. While treating job applicants
differently based on their gender would be considered illegal, at least in
Western societies, it may be fine to restrict entry to a privately owned
shop, for example, to women only.21 There are even cases in which dif-
ferentiation by gender is useful or even necessary due to physiological
differences, for example, in the context of medication.

Table 2.1 lists some examples of German laws and European directives
that deal, among other things, with discrimination, and shows which at-
tributes are affected in each case.

In this context, the difference between supervised and unsupervised
learning becomes important. If a protected parameter is explicitly taken
into account in the decision-making structure of an ADM system (direct
discrimination), this can constitute legal evidence of discrimination. If,

21See, for example, Jasper von Altenbockum, NRW verliert seinen letzten Frauenbuch-
laden, December 17, 2011, Börsenblatt article, https://archive.ph/20120804175647/http:
//www.boersenblatt.net/466556/#selection-743.0-743.3, last accessed on June 20, 2023.

22Basic Law (’Grundgesetz’ in German). The general principle of equality (Art. 3 No.
1 BL) requires the legislator to treat substantially equal things equally and substantially
unequal things unequally in accordance with their nature (Order of June 28, 2022 - 2
BvL 9/14, Reason C.II.1.a) (68)). This principle applies beyond the explicitly mentioned
attributes.

23General Act on Equal Treatment (’Allgemeines Gleichbehandlungsgesetz’ in German).
24General Data Protection Regulation.
25European Charta of Fundamental Rights.
26From a biological point of view, there are no human ’races’ (Templeton, 1998). In

2020, the German Parliament held a debate about replacing this term in German legisla-
tive texts (Deutscher Bundestag, 2020). However, due to disagreement over the most
appropriate alternative wording, a decision was postponed indefinitely.

27According to Art. 9, §3 BL.

https://archive.ph/20120804175647/http://www.boersenblatt.net/466556/#selection-743.0-743.3
https://archive.ph/20120804175647/http://www.boersenblatt.net/466556/#selection-743.0-743.3
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Table 2.1: Protected attributes based on various German
laws and European directives, according to K. A. Zweig et al.,

2021, p. 240 who extend Orwat, 2019, p. 25.

Feature
Art. 3
BL22

§ 1
GAET23

Art. 9
GDPR24

Art. 21 EU
FR Charta25

Ethnicity / race26 ! ! ! !

Country of origin ! % % %

Gender ! ! % !

Language ! % % %

Political attitude ! % ! !

Religion ! ! ! !

Disability ! ! % !

Age % ! % !

Union membership !27 % ! !

Genetic traits and health condition ! % ! !

Physical characteristics % % ! !

Sexual orientation % ! ! !

however, the decision-making structure has been trained in an unsuper-
vised way, it might not be possible to see or understand which specific
parameters are taken into account. This means that such systems can po-
tentially escape legal action, despite discriminatory behavior (Haag, 2022,
p. 133).

To differentiate between protected and unprotected parameters of an
input vector XA, X = (X1, . . . Xn) are considered to denote the unprotected
attributes and A = (A1, . . . An) the protected attributes, which means XA =
(X,A) = (X1, . . . Xn, A1, . . . An) (see Definition 9).
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Definition 9 (Input and Output Information – Extension of Defi-
nition 2, p. 13)

A data point may be divided into input information
XA = (X1, X2, . . . , Xn, A1, A2, . . . , An) and output information
Y = (Y1, Y2, . . . , Ym). To avoid confusion with the output informa-
tion produced by a model, the output information in the data is also
called a label.28 The goal of a supervised learning process is to deduce
a decision model based on the correlations between input information
and label(s).

The input information of a data point may be further divided into
protected information A = (A1, A2, . . . , An) and unprotected information
X = (X1, X2, . . . , Xn). If the input vector does not contain any protected
information, XA equals X.

An input is also the information that is fed into an ADM system
to produce an output Ŷ = (Ŷ1, Ŷ2, . . . , Ŷm) based on the learned model.

If no protected attributes are available, it seems reasonable to assume
that an algorithm cannot take them into account. However, discrimina-
tion can hide behind unprotected, seemingly acceptable, parameters, so-
called proxy variables (indirect discrimination). Such proxy variables (see
Definition 10) have sometimes led to social problems or even scandals in
the past (see Example 3), so a static (and especially the current) list of
protected attributes may no longer be sufficient. Also, in order to test for
discriminatory bias, it is necessary for information about these protected
attributes to be collected; otherwise, it is impossible to check their influ-
ence on a decision (Hoffmann et al., 2022a; Žliobaitė & Custers, 2016).

Definition 10 (Proxy Variable)

A proxy variable is an explicitly specified variable that implicitly pro-
vides information about another, not explicitly specified variable be-
cause of some sort of underlying correlation (Wickens, 1972). For ex-
ample, shoe size is a proxy variable for gender. Even if the gender is
not explicitly specified, the shoe size can be used to infer the gender
with some degree of certainty.
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Example 3 (Admission Post-Bac)

The French ADM system for assigning university places, APB (Admis-
sion Post-Baccalaureat), took the current residence of prospective stu-
dents into account via their zip code. For overloaded courses, the al-
gorithm first prioritized those applicants who had graduated from the
same school district; personal preferences were prioritized second.29

The primary selection by place of residence meant that students from
Paris had higher chances of being able to study at one of the presti-
gious universities in and around Paris. In contrast, students from ru-
ral regions had to put up with considerable disadvantages (Frouillou,
2016). Since housing in the area around Paris is generally much more
expensive than in more rural regions, the place of residence is a proxy
for financial status in this case.

For the remainder of this thesis, discrimination refers to a bias toward
any legally protected attribute in a given context, even if it is only by
proxy.

2.3.3 Fairness

Notably, anti-discrimination laws do not define precise measures that should
govern ADM systems. This is because jurisprudence is (at least in most
cases) based on an assessment of individual cases. It is a process in the
course of which a human being can take all relevant factors into account,
weigh them, and decide whether some sort of unequal treatment is to be
considered unjustified.

However, due to the increasing use of ADM systems, decisions are
made about countless people within a short period of time. In this pro-
cess, discriminatory behavior is often subtle and hardly recognizable. This
makes it necessary to support the detection of discriminatory behavior
or even prove it by calculating values that somehow operationalize the
extent of discrimination (Wachter et al., 2021, p. 5). To evaluate the ex-
tent to which an ADM system is (un)biased or (non-)discriminatory toward
certain groups of people, so-called fairness measures can be computed.

The meaning of the term fairness in the context of ADM systems is
highly controversial. Fairness as an ethical principle is often abstract and
expresses an idea of justice that is not legally regulated (Velasquez et
al., 1990). It might address a broad field of subtopics, such as (non-
)discrimination, accessibility, coherence, inclusion, integration, diversity,
revisability, and many more. Potentially, everyone has their own idea of

29According to an article in Le Monde: Admission post-bac, l’algorithme révélateur des
failles de l’université, by Séverin Graveleau (June 01, 2016), https://www.lemonde.fr/cam
pus/article/2016/06/01/admission-post-bac-l-algorithme-revelateur-des-failles-de-l-unive
rsite_4929949_4401467.html, last accessed on March 15, 2023.

https://www.lemonde.fr/campus/article/2016/06/01/admission-post-bac-l-algorithme-revelateur-des-failles-de-l-universite_4929949_4401467.html
https://www.lemonde.fr/campus/article/2016/06/01/admission-post-bac-l-algorithme-revelateur-des-failles-de-l-universite_4929949_4401467.html
https://www.lemonde.fr/campus/article/2016/06/01/admission-post-bac-l-algorithme-revelateur-des-failles-de-l-universite_4929949_4401467.html
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what fairness means, especially in the context of a specific application
(see Section 4.2). In the field of computer science, fairness usually refers
to the effort to measure the extent of discrimination by an algorithmic
system inversely (i.e., the ’non-discrimination’).30 This is the foundation
of the term fairness measure. The definition of fairness has developed
in computer science parallel to an ethical-philosophical understanding.
Thus, this understanding of fairness does not cover all aspects of fairness
as an ethical principle. Fairness measures can be divided into group fair-
ness measures, individual fairness measures, and counterfactual fairness,
which can be argued to belong to any of the two groups.

2.3.3.1 Group Fairness Measures

Group fairness measures (also called distributive fairness measures) re-
quire two sensitive groups to be treated equally or similarly. What ’equal
or similar treatment’ means, however, can be expressed in different ways.
One option is to define a quality measure and require similar values of that
measure for both sensitive groups (see Definition 11). Quality measures
evaluate the prediction quality of a decision-making system based on the
confusion matrix (see Definition 12).

Definition 11 (Quality and Fairness Measures)

Quality measures evaluate the number and severity of wrong classi-
fications or wrong scoring/ranking results. Fairness measures assess
whether certain groups of people are more often affected by errors
than others (which, for example, can be computed based on qual-
ity measures) or whether the system’s output distribution with regard
to subgroups compared to each other is imbalanced (Verma & Rubin,
2018).

30The HLEG-AI refers to this understanding as substantial fairness, as opposed to pro-
cedural fairness, which ’entails the ability to contest and seek effective redress against
decisions made by AI-based systems and by the humans operating them, (High-Level
Expert Group on AI, 2019a, pp. 12-13).’
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Definition 12 (Confusion Matrix)

The confusion matrix is a table used to evaluate the quality of a
decision-making system. It contains four entries: the numbers of true
positives (TP), false positives (FP), true negatives (TN), and false neg-
atives (FN) (see Figure 2.10). These entries can be retrieved from a
ground truth (see Definition 3, p. 13). The values in the matrix can be
used to compute various quality measures (see Table 2.2).

Figure 2.10: P is the overall number of positive instances
(TP + FN). N is the overall number of negative instances
(FP + TN). PP is the overall number of instances classi-
fied as positive (TP + FP). PN is the overall number of

instances classified as negative(FN + TN).

Various group fairness measures are based on such quality measures,
as shown in Table 2.3. This list shows only some of the most common
fairness measures based on quality measures (Tharwat, 2020, pp. 170-
173). It is relatively easy to construct new fairness measures based on
the comparison of quality measures between two subgroups. It is not
even necessary for the quality measurement to be based on a quality
measure resulting from the confusion matrix. One could also compare how
often people from different subgroups complain about their assessment or
how long it takes to process information from people from different sub-
groups. Furthermore, both quality and group fairness measures can take
special circumstances into account. For example, it is not always useful
to compare two complete subgroups (e.g., men and women applying to a
company). Rather, it may be more useful to limit the comparisons by con-
ditions (e.g., only applications for entry-level jobs and only applications for
manager positions, each separately). In this way, more subtle questions
can also be examined in the context of fairness. For example, it could
be examined whether single mothers with an academic degree who are
younger than 30 years are at a disadvantage compared to married moth-
ers with an academic degree who are younger than 30 years, at least if
the necessary information is available. In any case, it is important that the
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Table 2.2: Common quality measures based on the confusion
matrix listed by Tharwat, 2020, pp. 170-173.

Quality measure Formula

Accuracy (ACC) TP+TN
TP+TN+FP+FN

True positive rate (TPR), Recall or sensitivity TP
TP+FN

True negative rate (TNR) or specifity TN
TN+FP

False positive rate (FPR) or fall-out FP
FP+TN

False negative rate (FNR) or miss rate FN
FN+TP

Positive predictive value (PPV) or precision TP
TP+FP

False discovery rate (FDR) FP
FP+TP

Negative predictive value (NPV) TN
TN+FN

False omission rate (FOR) FN
FN+TN

Matthews correlation coefficient (MCC) TP·TN−FP·FNp
(TP+FP)(TP+FN)(TN+FP)(TN+FN)

chosen quality measure be meaningful in the context of the fairness as-
sessment (see Example 4, p. 38). In addition, the chosen quality measure
may need to deal with unbalanced data. Unbalanced data are data sets in
which one subset is significantly larger than the other. Many measures are
unsuitable for use on unbalanced data sets because they implicitly weigh
the consideration of subgroups by their size (e.g., accuracy). There ex-
ist measures that are explicitly designed for use on unbalanced data sets
(e.g., MCC, Chicco and Jurman, 2020).

There is also at least one group fairness measure that is not based
on equal quality measure values but only on the output distribution of a
system; this is statistical parity (Dwork et al., 2012). It requires that the
probability of assigning a data point to the positive class and the prob-
ability of assigning a data point to the negative class be the same for
each sensitive group, independent of any ground truth. The measure is
also referred to as independence, as it requires a decision independent
of sensitive values. However, the term can easily be confused with the
statistical independence of values.
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Table 2.3: Common fairness measures based on quality mea-
sures. Some measures have been introduced in multiple sci-
entific disciplines, so they have multiple names and differ-
ent formalizations that are, in part, difficult to map to qual-
ity measures. The mapping of each fairness measure is ex-

plained by Haeri Amir et al., 2023.

Fairness measure Requires equality of References

Overall accuracy equality ACC Berk et al., 2021

Separation
Conditional procedure accuracy
Equalized odds

TPR and FPR
Hardt et al., 2016
Barocas et al., 2017
Berk et al., 2021

Equal opportunity TPR Barocas et al., 2017

Error rate balance FPR and FNR Chouldechova, 2017

Sufficiency PPV and FOR Barocas et al., 2017

Conditional use accuracy PPV and NPV Berk et al., 2021
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Example 4 (COMPAS)

The Correctional Offender Management Profiling for Alternative Sanc-
tions (COMPAS) system, developed by Northpointe Inc. (now Equivant),
rates criminals on a scale of 1-10 (called percentiles), with a high score
representing a high risk of re-offending. This information is presented
to judges to help them determine a sentence and whether it should
be suspended (EPIC, 2020). The development of such systems was
requested by the American Civil Liberties Union (ACLU), among others,
in 2011 to reduce the consequences of human bias in the justice
system (Chettiar & Gupta, 2011, p. 9), as the imprisonment rate of
black Americans is around five times that of white Americans (Nellis,
2021). In 2019, however, the same organization (and many others)
spoke out against the use of such systems, as some analyses have
shown that such systems perpetuate and even reinforce existing
patterns of discrimination (Leadership Conference on Civil and Human
Rights, 2018).

To prove that the system does not discriminate against black people,
Northpointe tested whether the ratio of recidivists to all criminals
within a percentile is approximately the same for different ethnicities.
This is a special form of statistical parity, which they call predictive
parity (Dieterich et al., 2016). In this test, they could not find any
discrimination.

Angwin et al., 2016, on the other hand, computed the fairness of
the COMPAS system based on the quality measures FDR and FOR
between white and black people, with the result that the assessment
of black people had a significantly higher FDR and the assessment
of white people a significantly higher FOR. For COMPAS, a high FDR
indicates that among the people who are classified in the high-risk
category, a proportionately large number are wrongly given this
rating. A high FOR, on the other hand, means that among the people
who are classified in the low-risk category, a proportionately large
number are wrongly given this rating (see Table 2.2). So there are
errors in both directions, but the errors are disadvantageous for black
people and advantageous for white people. This result supports the
assumption that COMPAS is a discriminatory system. At least as of
2020, COMPAS was still used in five U.S. states (EPIC, 2020).

2.3.3.2 Individual Fairness Measures

Individual fairness measures require similar individuals to be treated sim-
ilarly (Dwork et al., 2012). The similarity needs to be computed based
on some sort of distance measurement D. It might be necessary to for-
mulate two distance measurements, one for measuring the similarity of
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system outputs DŶ and one for measuring the similarity of system inputs
DX. Formalized, individual fairness means DŶ(Ŷ(X), Ŷ(Xj)) ≤ DX(X, Xj),
where Ŷ(X) is the system output Ŷ for the system input X of individual .
The more attributes are considered to compute a decision, the more diffi-
cult it is to define a proper distance measurement. Consider multiple data
instances that are similar in one half of their attributes but distinct in the
other. Whether the system output for all of these instances is supposed
to be equally distant or not cannot be answered in general terms. The
decision for a specific distance measure might be very subjective. As the
computation is not based on any ground truth, individual fairness does not
require any information about the target output Y or the confusion matrix.

2.3.3.3 Mediating Between Group Fairness and Individual Fair-
ness

The scientific literature refers to more than 30 fairness measures and a
great number of variations of them, which can be combined in differ-
ent ways. Fulfilling all fairness measures equally is only possible in con-
structed examples because a large number of fairness measures contra-
dict each other in their aims (Berk et al., 2021, p.17). The more complex
the fairness measures being compared, the more difficult it is to identify
conflicts (see, for example, Barocas et al., 2017, Chapter 3, for some rel-
atively simple conflicts between group fairness measures and Dwork et
al., 2012, for the general conflict between individual fairness and group
fairness).

In Haeri Amir et al., 2023, we propose a novel approach to address the
conflict between group and individual fairness. As already stated, condi-
tions can be formulated to take into account only very specific subgroups.
By dividing groups into smaller ones based on carefully selected condi-
tions, and comparing the equality of the quality measure, it is possible to
go from group fairness to individual fairness step-by-step, introducing a
hierarchical perspective on fairness (see Figure 2.11).

Finding an appropriate definition of similarity for individual fairness of-
ten poses a problem, as such decisions are nearly always subjective. An
alternative approach is to define conditions that split the data into fine-
grained subgroups in which very high fairness measure results should be
expected (Haeri Amir et al., 2023). It may not always be possible to find
such specific (and reasonable) conditions which result in only separate
individuals remaining in the dataset. But this is not necessary to satisfy
the statement of individual fairness measures: ’How similarly are similar
individuals treated’.

Suppose that for a job-hiring system, the appropriate definition of fair-
ness is the equality of accuracy for different groups, and gender is the
only protected attribute to worry about. This means that the prediction
accuracy for all men and all women is compared, with the definition of
fairness at the top of the hierarchy. The results of the groups are com-
pared independent of the individual traits (see Figure 2.11a).

If the same definition of group equality is applied to smaller sub-groups
of men and women – for example, for those with at least five years of
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Figure 2.11: At the highest level, group fairness measures require equal-
ity of quality with respect to only two groups defined by the protected
attribute. The middle level considers fairness measures computed based
on subsets that are similar to each other and their equivalents with a dif-
ferent protected attribute, respectively. With increasing granularity, the
subsets become smaller, up to the point where only a few individuals are
compared with each other. This represents the lowest level in the hierar-

chy.

practical experience and evidence of specific expertise – it is considered a
conditional group fairness measure (see Figure 2.11b).

The more conditions are applied that further reduce the number of
people per group, the more the perspective shifts from group fairness to
individual fairness (see Figure 2.11c).

Providing fairness results at different levels of the proposed hierarchy
may provide a more complete picture of the fairness of a system. How-
ever, the idea only addresses the trade-off between group and individual
fairness. Other conflicts remain and should be addressed based on the
particular notions of fairness implemented through a measure.

A selection of conditions might also be tailored to the data set to inten-
tionally hide bias in the system. Therefore, there should always be proper
justification for the selection of conditions provided, together with the re-
sulting fairness values. Such justification could be provided by so-called
Assurance Cases, which will be thoroughly discussed in Section 4.2. Op-
timally, access to the system is provided to allow experimentation with
other conditions in case of doubt, as described in Chapter 3.

The suggested approach for a hierarchical perspective of fairness may
be susceptible to Simpson’s Paradox Simpson, 1951 (see Definition 13).
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Definition 13 (Simpson’s Paradox)

Simpson’s Paradox refers to the phenomenon that subgroups show a
trend in results that disappears or even reverses when all subgroups
are considered together or vice versa (Pearl et al., 2000). It can occur
when a parameter can have both positive and negative effects on a
result or when it is a confounding parameter. The paradox can be
resolved by removing confounding and causal parameters, but the lack
of knowledge about what these parameters are is one of the reasons
for using ML approaches in the first place.

Following this general framework, all group fairness measures described
in Table 2.3 can be used to assess the fairness of a system at different lev-
els of granularity.

2.3.3.4 Counterfactual Fairness

A system satisfies counterfactual fairness if the system output Ŷ is the
same for any system input and its respective counterfactual. The counter-
factual of an input is an identical twin that differs in only one attribute (Pearl
et al., 2009, p. 120); in the context of fairness evaluations, a sensitive at-
tribute:

Pr(Ŷ = ŷ | X = ,A = α) = Pr(Ŷ = ŷ | X = ,A = β) (2.9)

This means that counterfactual fairness is based on the individual com-
parison of pairs of data points and can thus be considered a special form
of individual fairness.

A different notion of counterfactual fairness tries to respect the in-
fluence of a changing sensitive attribute on correlating insensitive at-
tributes (Kusner et al., 2017). In this case, counterfactual fairness cannot
be understood as a special form of individual fairness anymore. In Hauer,
Kevekordes, and Haeri, 2021, we provide an easy-to-understand expla-
nation of this kind of counterfactual fairness and further literature refer-
ences.

2.3.3.5 Further Challenges Regarding Fairness Measures

Independent of the chosen fairness measure, there is always the question
of whether the measure is calculated using real data, artificially generated
data, or real but carefully selected data. Here, too, a meaningful decision
must be made. If a fairness measure is calculated using real data, a state-
ment is made about how fair the system is in real use, and whether it
can compensate for any unfairness that may already exist in the input. In
the case of artificial or selected data, which, for example, correspond to
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a normal distribution with regard to selected parameters, the fairness of
the decision-making structure itself is assessed. However, in the case of
a fair decision-making structure and unfair input data, unfairness may still
be preserved and reflected.

RQ 1

What considerations are relevant when selecting fairness measures?

Answer: The choice of an appropriate fairness measure mainly de-
pends on the intended objective of such a measure.

Group fairness measures compare groups of people who are similar
to each other in at least one attribute. For group fairness mea-
sures based on a quality measure, it is particularly important to
choose a quality measure that is relevant to the targeted statement.
This can be a quality measure based on the confusion matrix or some
other form of quality assessment. If system inputs are expected from
groups of unequal size (with regard to the attribute for which fairness
is to be determined), a quality measure must be selected that is suit-
able for calculation on the basis of unequal group sizes.

Group fairness measures that are not based on a quality mea-
sure compare the output distribution between two groups indepen-
dent of the inputs. This makes it possible to measure the extent to
which the entire socio-technical system, i.e., not only the decision-
making system itself but also the social background of the input data,
meets an equal treatment requirement. A low value of such a mea-
sure does not necessarily mean that the system makes discriminatory
decisions, but may indicate an inability of the system to compensate
for discrimination in the input data.

Individual fairness measures provide information on the extent to
which similar persons are treated similarly. If such a measure indicates
a low level of fairness, targeted pairwise comparisons can be used to
systematically identify the specific characteristics that lead the sys-
tem to make unfair decisions.

In both cases, real data as well as artificially generated data can be
used for the calculation. With artificially generated data, there is a
risk that the distributions of certain properties will differ from real dis-
tributions and, in addition, that a change in the real distributions over
a longer period of time cannot be reflected. In exchange, hypothet-
ical ideal states can be postulated in the data that are not distorted
by unequal treatment in preceding systems. This is particularly useful
if the fairness of the decision-making system itself is to be assessed
independent of unequal treatment already reflected in the input data.

Counterfactual fairness can be used to examine whether a per-
son would be treated differently if only a certain (protected) attribute
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were different. The significance of counterfactual fairness is contro-
versial. Since counterfactual pairs can hardly be found in real data
(see, e.g., Bertrand and Duflo, 2017, p. 318), at most half of such
measures can be calculated on the basis of real data. The counterfac-
tual duplicates do not necessarily represent realistic data points, since
a change in a single attribute in reality may result in further changes
in other attributes, whether through direct or indirect dependencies.
A variation of counterfactual fairness that attempts to take precisely
this circumstance into account has not yet been sufficiently studied to
be able to make a statement about it.

If multiple fairness statements are pursued, they are likely to con-
tradict each other to some extent. The same applies to fairness mea-
sures that reflect these statements. Conflicts between group and in-
dividual fairness statements can be resolved at least partially by cal-
culating group fairness measures on the basis of homogeneous sub-
groups, thereby approximating the statements of individual fairness
measures. An investigation of the extent to which this consideration is
suitable in practice to counter conflicts between group and individual
fairness measures is still pending.

Despite the flexibility with which fairness measures can be defined,
they (currently) cannot be sufficient to establish or disprove discrimina-
tion in our process-oriented jurisprudence. However, they can support
the decision-making process. In Hauer, Kevekordes, and Haeri, 2021, we
present several fairness measures, their implications, and their relevance
to the assessment of discrimination in human resources in the context of
legal disputes.

Communicating fairness measures to non-experts can be difficult, as a
good basic understanding of mathematics and statistics is necessary. It is
therefore not sufficient to state the choice of fairness measures and the
values achieved in each case, but they must also be explained in a way
that is appropriate for the affected party. For many basic measures, there
are sufficient scientific foundations to be able to provide explanations ap-
propriate for the target group. Such explanations may serve as a good
basis for argumentation in the event of an audit (e.g., certification or legal
dispute; see Chapter 4 for a thorough discussion) and for being able to
justify oneself to a customer or affected party (e.g., as a contribution to
CDR; see Section 6.2 for more details).

Although this thesis is about accountability as a whole, fairness, as an
operationalization of non-discrimination, is often understood as an integral
part of accountability (as in Art 5 para. 1 and Art. 5 para. 2 GDPR) and is
therefore explicitly considered at several points in this work.
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Chapter 3

Transparency and
Inspectability Mechanisms
for Achieving Accountability

Beyond providing only a narrow definition of accountability, legislation and
standardization literature hardly goes into detail about what implementa-
tion could look like and who exactly should be accountable for what. To
tackle this problem, K. A. Zweig et al., 2018 introduced the long chain of
responsibility to model modular parts of an ADM system development pro-
cess and their relationships to each other (see Figure 3.2, p. 49). At least
at every connection of these modules, the responsibilities might be un-
clear and should be clarified. The model thus aims to support the frequent
demand for accountability in ADM systems. However, it does not address
the question of how accountability can be achieved. To meet Bovens’ def-
inition of accountability (see Definition 8, p. 28), four conditions need to
be met (Bovens, 2007):

Condition 1: It is possible to analyze the system under question.

Condition 2: It is clear which actors are to be held accountable.

Condition 3: It is clear which forums hold the actors accountable.

Condition 4: There are processes that result in consequences for
the actors based on the forums’ judgments.

The following sections review the possibilities of satisfying these con-
ditions. Section 3.1 introduces the possible mechanisms in each phase of
the long chain of responsibilities (condition 1). Section 3.2 elaborates on
the relevant actors to be held accountable (condition 2). As to whom an
actor is accountable to is very much situation specific, might be prescribed
by law, and depends on the rights of actors to keep certain decisions and
systems private, possible forums are discussed in Section 3.3 (condition
3). Possible consequences also depend on the specific forums and their
judgments, which is why these are discussed in Section 3.4 (condition 4).

3.1 Possibilities to Analyze the System

We1 extend the long chain of responsibilities to represent the entire soft-
ware development process, from requirements engineering to evaluation

1In this Chapter, ’we’ and ’our’ refers to the authors of Hauer, Krafft, and Zweig, 2023.
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in the field. Furthermore, we identify specific mechanisms2 per module
that promote the establishment of accountability based on the definition
of Bovens (Hauer, Krafft, & Zweig, 2023).

Possibilities to analyze the system can be split into two kinds of mecha-
nisms, transparency mechanisms and inspectability mechanisms (Busuioc,
2021, p. 827).3 Transparency mechanisms denote the disclosure of static
information like data, processes, and results. They allow the actor(s) to
explain and justify parts of their system, and the forum to judge the ap-
propriateness of these parts based on the information provided. Rosalie,
2022, p. 7, even argue that ’transparency implies having the power to
know or understand what happens to one’s data and on what bases deci-
sions are made’; this results in individual empowerment.

However, the benefits of transparency mechanisms alone have their
limits (Kroll et al., 2017, p. 638; Ananny and Crawford, 2018). The in-
formation disclosed could have been manipulated or outright made up.
Without further mechanisms, the forum has no way to verify them. It has
to be assumed that many projects are too complicated to be assessed on
the basis of the source code. In 2014, the code of the French tax com-
putation software was published. It was written in a self-developed pro-
gramming language called ’m’ and contained over 17,000 variables and
approximately 1,000 functions.4 With data-driven components (DDC), the
problem becomes even more severe, as the resulting model might be in-
herently incomprehensible. To enable at least limited assessment in such
a case, the data basis on which learning took place and the learning ob-
jective (e.g., in the form of quality measure values to be reached) are of
interest instead. However, the added value is low, since only very limited
conclusions can be drawn from the data and the learning objective to the
model; for example, because the (random) order in which the training data
is supplied has an influence on the statistical model (Lopes et al., 2017,
p. 621). Moreover, the code alone cannot be used to infer its impact on
a social system. Finally, disclosing certain information might permit ex-
ploiting the system. This happened, for example, in 1999, when Page et
al., 1999, published the PageRank algorithm. PageRank is the method de-
veloped and initially used by the founders of Google for rating Web pages
objectively and mechanically. The details of the algorithm allowed website
operators to exploit how it works by, among other things, launching link
farms that link to websites that should be artificially presented as more
relevant than they are (Grimmelmann, 2008, p. 946). Since then, Google
has no longer disclosed details on how their algorithm works.

Any mechanism that allows the forums to explore the system them-
selves and thus does not require relying on information provided by some-
one else is considered an inspectability mechanism in our work. Such

2The term ’mechanism’ was chosen as the term ’measure’ is ambiguous. It can be
understood in terms of ’taking action’ but also in terms of ’measuring something’. To
avoid confusion, this work refers to the term ’measure’ only in the latter sense.

3Busuioc, 2021, p. 827 states that ’While necessary, in and of itself transparency is not
a sufficient condition for accountability. Accountability is closely linked to ’answerability’,
and a key element thereof is that of explanation or justification.’. We chose to refer to
mechanisms that provide such ’answerability’ as ’inspectability mechanisms’, as this term
does not yet seem to be occupied by other definitions.

4https://github.com/etalab/calculette-impots-m-source-code, last accessed on August
12, 2023.

https://github.com/etalab/calculette-impots-m-source-code
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mechanisms can be implemented, for example, in the form of applica-
tion programming interface (API for short) accesses, to enable a forum
to query their own inputs to the system and evaluate the resulting out-
puts (Diakopoulos, 2014). Depending on the implementation, it would
even be conceivable to allow a forum to incorporate intermediate out-
puts, for example, to examine decision branches within the system. In
this way, the forum could ’pose questions’ directly to the system without
depending on an actor. Although inspectability mechanisms have great
potential to complement transparency mechanisms, they raise problems
and challenges of their own. First of all, they might allow finding ways to
exploit the system even better. Being able to submit a large number of
inputs and to receive the corresponding outputs could also enable a forum
to reverse engineer a similar system, which could pose a risk to a com-
pany’s success. Finally, maintaining security while granting access may
be more difficult.

Figure 3.1: Transparency about past decisions and actions,
system properties, and test results, plus access to the data
and the system help to establish an asynchronous account-
ability process between different actors and forums that
matches the synchronous accountability process described

by Bovens (see Figure 2.9, p. 28, for comparison).

Transparency and inspectability mechanisms together provide the ba-
sis for almost any conceivable form of system analysis by a forum in an
asynchronous and scalable fashion (see Fig. 3.1). The possibilities of im-
plementing such mechanisms differ massively with respect to the con-
crete use case and the necessary effort (Kroll et al., 2016; Lepri et al.,
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2018). Therefore, appropriate transparency and inspectability mecha-
nisms cannot be determined generically for all AI-based ADM systems.
They need to be determined depending on the system and its concrete
application in the specific individual case. Also, different actors may be
accountable to different forums in different phases of the development
process, and in each phase, different mechanisms can be implemented. In
the following, accountability mechanisms for each phase will be explained
based on an extension of the long chain of responsibilities as provided
by Hauer, Krafft, and Zweig, 20235 (see Figure 3.2):

• Phase A addresses requirements engineering. This involves infor-
mation about what exactly is to be achieved with the ADM system,
what the (informal) target criteria are, a benefit and risk assessment,
and further information about the requirements.

• Phase B addresses the data collection procedure, which can be the
cause of errors and biases if not carried out properly.

• Phase C addresses the creation of the training data set, for which
preparation and cleaning steps are applied.

• Phase D addresses the method selection, i.e., the choice of an ML
method and parameters, including the tool(s) used. The choice of an
ML method and the creation of the training data set are interdepen-
dent. The developers can either choose a procedure for which the
data is suitable or which requires little pre-processing, or they can
design the details of the pre-processing with regard to the chosen
procedure.

• Phase E addresses the details of the learning procedure, which
may contain very different kinds of information depending on the
selected ML method.

• Phase F addresses the quality assessment. This includes the data
used for testing, the conditions under which tests are performed, and
the test results.

• Phase G addresses the system usage in an application scenario.
Here, the focus lies on application-specific requirements that were
not yet available when the system was developed.

• Phase H addresses the evaluation of the ADM system in an ap-
plication scenario for which there is a specified environment with
corresponding quality requirements that may not have been known
in Phase F.

The individual phases and the mechanisms that can be implemented
in each of them are described and explained in detail below. This means
for each phase:

1. Information is described that can be published to help forums iden-
tify responsible actors and potential problems (transparency mecha-
nisms) and

5In this publication, we chose our wording very carefully. The explanations of the phases
in the remainder of this section may therefore be partly very similar.
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Figure 3.2: The long chain of responsibilities according
to K. A. Zweig et al., 2018. Extension to cover the com-
plete software development and deployment process pro-

vided by Hauer, Krafft, and Zweig, 2023.

2. access mechanisms are described that allow a forum to explore rele-
vant internal information or to experimentally interact with the ADM
system (inspectability mechanisms). Note that for some phases,
there are no inspectability mechanisms we are aware of.

Each subsection begins with a brief description of the relevant phase.
Then the respective mechanisms are discussed, including a designation
for the mechanism, the relevant actors, and what kind of insight the
mechanism might bring to a forum. A company’s internal distribution of
responsibilities is potentially more complicated than a generalized expla-
nation could do justice to. Therefore, from an external point of view, ’ac-
tor’ initially refers only to those directly responsible, but they can forward
requests to the other people involved in a particular phase. Therefore,
’people involved’ is used for the sake of simplification.

With this approach, we are making an attempt to cover as broad a
spectrum of applications as possible. However, this also means that it
most likely will never be possible to transfer all the concepts for creating
accountability to one concrete application. This is why many formulations
are abstract and list only a selection of easily understandable examples.

In the following, transparency mechanisms are labeled with Arabic nu-
merals (A1, A2, A3, B1, etc.) and inspectability mechanisms with Roman
numerals (I, II, III).

3.1.1 Phase A: Requirements Engineering

Before building a software system, it is important to understand what
functions it should provide to its users (functional requirements) and what
other requirements must be met, such as reliability, security, etc. (non-
functional requirements). The most relevant standard regarding software
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quality, ISO 250106, provides an exhaustive list of functional and non-
functional characteristics that are relevant for determining product qual-
ity. Other requirements not listed in this (or other) standard(s) can also
be divided into functional and non-functional requirements by definition,
but are sometimes referred to as extra-functional requirements (Panunzio
& Vardanega, 2014; Sentilles et al., 2009).

Definition 14 (Functional, Non-Functional, and Extra-
Functional Requirements)

The term ’functional requirement’ refers to any requirement on the
range of functions (functional completeness, correctness, and appro-
priateness) of a system. The term ’non-functional requirement’ refers
to any requirement beyond plain functionality, such as reliability, com-
patibility, security, or maintainability. However, it is sometimes used
ambiguously. Some definitions provide a conclusive list of require-
ments, like ISO 25010, without mentioning some non-functional as-
pects, such as fairness or diversity. Other definitions understand any
requirement that is per definition not a functional requirement as a
non-functional requirement. To refer to the latter understanding, the
term ’extra-functional requirement’ is sometimes used, e.g., in Sen-
tilles et al., 2009 and Panunzio and Vardanega, 2014.

Requirements engineering is a systematic approach to identifying, spec-
ifying, and managing these requirements. It aims to understand the needs
of customers and future users and communicate them to the developers
in order to deliver a satisfactory product (Glinz, 2014). It may also include
a risk assessment and information on how the identified risks are to be
mitigated or handled. In some cases, this might even be legally required.7

The results of the requirements engineering process are recorded in so-
called requirements documents.

In addition to the specified requirements, requirements can also con-
tain use cases that enable both clients and developers to get a similar
idea of the end product. It is particularly important for developers to know
what the later operational environment will look like, since specific quality
requirements may depend on it, regardless of the technology to be imple-
mented. A recommendation system, for example, tends to have rather low
requirements if it is only to be used to recommend household items. How-
ever, the exact same system, trained on other data, can also be used to
recommend applicants for an advertised job (Krafft & Zweig, 2019, p.33).
In this case, there is a legal requirement to provide recommendations re-
gardless of gender, religion, ethnicity, etc. If the developers only have the
task of developing a generic recommendation system, such requirements

6Systems and software engineering — Systems and software Quality Requirements and
Evaluation (SQuaRE) — System and software quality models.

7See, e.g., the American Algorithmic Accountability Act of 2022.
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can easily be overlooked.

If the application context demands explainable decisions (see Definition 15)
of the ADM system, this requirement should also be made explicit. As
some ML models suffer from a lack of explainability (e.g., Artificial Neural
Networks), there are attempts to achieve explainability post hoc (e.g., with
techniques such as LIME, see, Ribeiro et al., 2016, or Anchors, see Ribeiro
et al., 2018). However, the research field of AI explainability is still evolv-
ing, and currently popular methods have some limitations (Rudin, 2019a).
Moreover, there is no agreement yet regarding the circumstances under
which what type of explanation is appropriate and sufficient. If explainabil-
ity is required, it seems reasonable not to rely on such methods (Rudin,
2019a).
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Definition 15 (Explainability)

Explainability is a vague concept, and what it means seems to depend
on who requires an explanation for what reasons (Lu et al., 2019).
Software developers want to understand the data-driven model (DDM)
in their software product to be able to detect potential sources of
errors as well as to improve the system. For example, they might be
interested in what a hypothetical optimal input looks like for a given
output or what training data example fits that output most, so-called
’Prototypes’ (Barbalau et al., 2020; Li et al., 2018). They might
also be interested in what parts of an input or sections of a model
are especially relevant for a specific output. Such explanation con-
cepts are called ’Attribution Methods’ (e.g., ’Activation Maximization’,
see Nguyen et al., 2016, ’Gradient-Weighted Class Activation Mapping’
(CAM), see Zhou et al., 2016, and ’Layer-Wise Relevance Propagation’
(LRP), see Montavon et al., 2017). However, people affected by
a system potentially have great interest in understanding whether
changing certain input information will affect their system output. For
example, they want to know whether a different job or even a small
salary increase would significantly affect their credit limit. Such an
explainability concept is called ’Sensitivity Analysis’ (Embrechts et al.,
2003; Cortez and Embrechts, 2011). There are a large number of
methods that produce different forms of explainability.8 To what extent
these actually represent explanations in the philosophical sense is an
open research question (Doshi-Velez and Kim, 2017; Guidotti et al.,
2018, p. 36; Broniatowski et al., 2021).

It is often assumed that transparent, traceable models, such as
decision trees, are inherently explainable (Freitas, 2014). Even if a
decision tree is small enough to remain comprehensible to a person,9

recent research shows that discriminatory information in the training
data can be hidden by decision trees (Wilhelm & Zweig, n.d.). Thus,
decision trees do not necessarily provide a form of explanation that
is helpful to a forum, and explainability approaches that emulate
complex DDCs by simpler models – such as decision trees (so-called
’surrogate models’, see Craven and Shavlik, 1995 and P. Hall, 2018, p.
2) – are potentially rendered useless for affected persons interested in
assessing whether they have been treated unfairly. However, decision
trees might still be useful to get an idea of the decision structure of
the complex model.
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Another important information to include in the requirements documents
for a system with a DDC is whether the final product should be able to
continue learning while in use. If it should be, but the developers were
unaware of this and did not implement it with this sort of intended use in
mind, problems are likely to arise (Kroll et al., 2017, p. 660).

There are at least three transparency mechanisms relevant to the require-
ments engineering phase:

A.1 Disclosure of the Application Scenarios

Disclosure of the application scenarios enables third parties to assess
whether a particular ADM system is used in ways and contexts in which it
is supposed to be used or not to be used. For this transparency mecha-
nism, a distinction can be made between customized and general-purpose
software. In customized software, the customers define the application
scenario and help the software provider determine all subsequent require-
ments. If the software is not used as communicated by the customers, the
software provider should not be held accountable for problems resulting
from improper use. In the case of general-purpose software, the software
provider is accountable for considering all possible uses and setting pos-
sibly strict requirements for the system accordingly. At best, the provider
officially limits the general-purpose software to a list of application scenar-
ios for which the requirements have been tailored, shifting accountability
regarding usage for unlisted application scenarios to the user. The cost of
publishing information on the application scenarios for a particular ADM
system that have been considered can be estimated to be low, as a semi-
structured document should be sufficient in most cases.

A.2 Disclosure of Requirements Documents

Instead of disclosing only the application scenarios, the complete require-
ments documents could be disclosed. Using these, a forum can inves-
tigate the system regarding multiple questions, such as (i) whether the
specified requirements are adequate, (ii) how the fulfillment of require-
ments is to be evaluated, (iii) whether important requirements are miss-
ing, (iv) whether an appropriate risk assessment and mitigation process is
in place, or (v) whether the system is to be designed in such a way that
spontaneous manual intervention is possible in case of errors or prob-
lems. Publication of requirements documents also includes publication of
the people (roles) involved in requirements engineering, as there are, for
example, scenarios in which the requirements documents are not devel-
oped by the system’s developers.

8See Guidotti et al., 2018, Arrieta et al., 2020, Sokol and Flach, 2020, Kraus et al.,
2022 and Speith, 2022, who provide great overviews but use different taxonomies and
terminologies. Miller, 2019 elaborates on different perceptions of the term ’explanation’
by various social sciences.

9Ribeiro et al., 2016, Section 3.2 discuss this aspect briefly, but there appears to be no
experimental evaluation of the conditions under which a decision tree is still considered
comprehensible by a person.



54
Chapter 3. Transparency and Inspectability Mechanisms for Achieving

Accountability

Depending on how sophisticated a company’s requirements engineering
process is, especially in terms of producing requirements documents and
their readability for different forums, publishing them hardly presents any
additional effort. However, there are potential indirect costs that go be-
yond the effort of publishing. Requirements documents can expose trade
secrets and provide insights into the inner workings of a system and a
company. These, in turn, potentially reduce security, allowing hackers
to discover and exploit vulnerabilities. Considering proportionality (see,
e.g., European Commission, 2021, section 2.3), regulation could only re-
quire disclosure of certain parts of requirements documents. This would
incur further costs for selecting and preparing the relevant content. In ad-
dition, access to requirements documents can mislead a forum into seeing
abstract or unrealistic problems where none actually exist (e.g., due to a
lack of background knowledge). The effort and damage that can result
from unjustified accusations is a good reason for corporate actors not to
disclose requirements documents.

A.3 Disclosure of the Goal of Using an ADM System

Detailed information on the goal of using an ADM system can play a major
role for the forum and be published independent of the rest of the require-
ments information.

Suppose the goal of the Austrian Unemployment Risk Assessment Soft-
ware (AMS algorithm, see Example 5) is to help companies find the best
possible future employees based on the premise that people classified as
long-term unemployed are less productive. Apart from the highly ques-
tionable assumption, it is very difficult to test such a system, since the
performance of people who are not hired cannot be measured. Accord-
ingly, there are restrictions on the ability to answer questions asked by the
forum from the beginning. However, according to the software company
that developed the system, the goal is to minimize the cost of training
and other interventions and maximize the number of people on the labor
market (Holl et al., 2018). How reliable the system’s predictions and the
benefits of the interventions are can be determined by having the system
perform test evaluations without having an effect at first.
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Example 5 (Austrian Unemployment Risk Assessment Soft-
ware)

In Austria, a system for predicting the chances of integration into
the labor market for currently unemployed persons, called Austrian
Unemployment Risk Assessment Software (AMS algorithm), was
tested. Unemployed persons were categorized into three groups:
low, medium, and high chance of integration. The goal was to min-
imize the cost of training and other interventions and maximize the
number of people on the labor market (Holl et al., 2018). To do this,
the interventions were to focus on those with a medium chance of
integration, under the assumption that interventions often do not help
those with a low chance of integration and are unnecessary for those
with a high chance of integration. The announcement of the AMS
algorithm, as well as various transparency reports, triggered great
resistance. Among the main criticisms were the lack of up-to-date
training data on which the decision-making structure was based (the
data dates back to the pre-COVID-19 period, when the labor market
situation was completely different from today, see Schmidt et al.,
2022), the stigmatization of an entire population group as ’hopeless
cases’ (Schmidt et al., 2022), and discrimination against various
protected characteristics (Allhutter et al., 2020, Section 3.1). The
developers justified the latter point by saying that the real (discrim-
inatory) conditions on the labor market should be reflected, among
other things, in order to be able to justify targeted measures against
these conditions. They also proposed social compliance standards for
the use of the AMS algorithm, compliance with which was intended to
counteract the points of the criticism raised (Holl et al., 2019, p. 4).

As a result of these accusations, the test run was delayed and
the nationwide roll-out, originally planned for January 1, 2021, was
prohibited by the national data protection authority.10 The case is still
under investigation by the Administrative Court.11

Disclosure of the goal of using an ADM system enables a third party to
judge whether it is consistent with societal goals and where potential risks
are to be expected. Together with the evaluation process and success cri-
teria by which the operator of an ADM system judges whether the goal of
using the ADM system has been reached, it can also be judged whether
the evaluation process is adequate for verifying the achievement of the
goal. Together with inspectability mechanisms for later phases, a forum
may even perform manual tests to see whether the goal has actually been

10https://www.derstandard.de/story/2000119486931/datenschutzbehoerde-kippt-umstr
ittenen-ams-algorithmus, last accessed on October 15, 2023.

11https://www.derstandard.de/story/2000135277980/neuerliche-kritik-am-ams-algorit
hmus-zum-in-die-tonne-treten, last accessed on October 15, 2023.

https://www.derstandard.de/story/2000119486931/datenschutzbehoerde-kippt-umstrittenen-ams-algorithmus
https://www.derstandard.de/story/2000119486931/datenschutzbehoerde-kippt-umstrittenen-ams-algorithmus
https://www.derstandard.de/story/2000135277980/neuerliche-kritik-am-ams-algorithmus-zum-in-die-tonne-treten
https://www.derstandard.de/story/2000135277980/neuerliche-kritik-am-ams-algorithmus-zum-in-die-tonne-treten
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achieved.

While publishing the goal poses no considerable effort, the reaction of
a forum (e.g., the general public) can be costly. The operators of AMS had
multiple public discussions after activist groups12 and scientists (Allhutter
et al., 2020, pp. 7-8) deemed the software to be inherently discriminatory.
One of the main points of criticism was that a separate group is classified
as ’hopeless’ and that the chances of these people finding their way back
into employment are thereby made even more difficult.

There is no inspectability mechanism associated with this phase that we
are aware of.

3.1.2 Phase B: Data Collection

ADM systems with a DDC are only able to derive good decision rules from
data if a sufficiently large amount of high-quality data is available for the
training process (Cortes et al., 1995; Roh et al., 2019). The collection of
this data is often performed by different actors than the processing and
further use, so the actors of the different phases potentially have different
quality expectations. Actors in later phases often cannot trace the data
collection process and thus cannot assess whether procedures may have
been used that lead to bias in the data.

Data collection is subject to several legal restrictions, such as the Gen-
eral Data Protection Regulation (GDPR) in Europe. The requirements for
collected data heavily depend on the application scenario. For example,
facial recognition software that provides access to restricted areas in a
company needs to learn from multiple images of all employees with the
right to access. The data set does not need to be balanced to fairly rep-
resent all ethnicities, ages, religions, etc., but multiple images of each
employee are potentially necessary to achieve high reliability later in the
process. However, a facial recognition system that is to be used to find
criminals in public spaces requires a diverse and balanced training data
set to allow comparable prediction quality for all relevant groups (see Ex-
ample 6). In addition, different application scenarios might accept differ-
ent types and magnitudes of errors in the data.

Therefore, accountability of the data collection process is necessary
for all subsequent steps in the development and usage of an ADM sys-
tem. The Alan Turing Institute, 2021, even suggests that several scientific
challenges related to the COVID-19 pandemic could have been mitigated
through transparency mechanisms related to the data collection process.

The first transparency mechanism focuses on how and under what cir-
cumstances the data was collected.

12For example, independent trade unionists in the public service and in outsourced
companies (orig.: Unabhängige GewerkschafterInnen im Öffentlichen Dienst und in aus-
gegliederten Betrieben): Neunteufel-Zechner, B., Pacak, M., "Diskriminierender AMS-
Algorithmus", UGöD, https://www.ugoed.at/diskriminierender-ams-algorithmus/, last
accessed on June 23, 2023.

https://www.ugoed.at/diskriminierender-ams-algorithmus/
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Example 6 (Facial Recognition in Policing)

Facial recognition algorithms have persistently been found to have
much higher error rates for minorities (e.g., Buolamwini and Gebru,
201813). Especially when facial recognition technologies are used for
policing, the higher error rates lead to additional adverse treatment
of already marginalized groups. The most frequently discussed cause
of this is that the training data for facial recognition technologies is
often disproportionately populated with light-skinned (male) individ-
uals (Schwartz et al., 2022, Chapter 3.1.1). At the same time, the
technology is used in policing contexts to identify persons based on
mugshots, which in Western cultures (especially the USA) are dispro-
portionately populated with dark-skinned individuals (Garvie et al.,
2016). In addition, it is sometimes argued that camera technologies
are optimized to recognize the contours of light-skinned people against
a light background. Recognizing dark-skinned people against a dark
background is a secondary goal, if any (Buolamwini & Gebru, 2018).
Together, these effects result in especially high false positive rates for
dark-skinned (female) individuals (Klare et al., 2012).

B.1 Disclosure of How, When, and What Data was Collected

How and when data was collected can have a massive impact on how rep-
resentative it is. If the method of data collection has a direct influence on
the data, the influence is called a conceptual bias (Baer, 2019, pp. 74-75).
If the data is too old or collected during a time when there are temporary
societal changes (as during the COVID-19 crisis), it is possible that the
data does not fit the current circumstances in an application. The effect of
this phenomenon is called concept drift (Webb et al., 2016). Besides, the
collected data must fit the intended task of the ADM system. Information
that is irrelevant for an application and only collected and used because
it is available may lead to so-called availability bias (Baer, 2019, pp. 19-
23). Such information can still be filtered out before model training starts.
However, if important information is filtered and thus missing, the train-
ing process might not be able to find sufficiently meaningful correlations
between features and labels. Transparency about how, when, and what
data has been collected not only helps the developers of an ADM system
to make good decisions in the next steps, but also helps a forum to assess

13Note that Buolamwini and Gebru, 2018 confuse True Positive Rate (TPR) and Precision
(PPV) in their Table 4. Also, they define the Error Rate as 1−PPV, which is usually referred
to as Miss Rate or False Negative Rate (FNR) (Powers, 2020, p. 39). The Error Rate is
usually defined as 1−Accuracy (ACC) (Powers, 2020, p. 39). Prof. Dr. Katharina Zweig
noticed that something was off, and together we worked out what exactly was wrong.
We talked with Dr. Joy Buolamwini and Dr. Timnit Gebru; they are going to republish a
corrected version of their paper that is not available yet.
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whether the ADM system can make meaningful decisions at all based on
this information.

Many operators do not have the ability to collect the data they need for
their own applications. Therefore, publicly available data is often used, or
data is purchased from data collectors. Often, information about the cir-
cumstances under which such data sets were created is poor or missing.
If such information is not provided explicitly, finding it is often difficult or
impossible. Data sets that provide this information from the start may be
more difficult to obtain or more expensive. However, if data is specifically
collected for the task at hand, documenting the collection process does
not involve any significant additional costs.

B.2 Disclosure of Operationalizations

Some information is not easy to quantify. An employee’s satisfaction with
their job, for example, cannot simply be measured or read out. If satis-
faction is to be taken into account in a system, there is no choice but to
infer it from other information, be it already available or still needing to
be gathered, for example, by conducting a survey. However, how exactly
satisfaction is to be quantified is a design decision. The process of making
properties and concepts measurable (quantifiable) is called ’operational-
ization’ (Roskam, 1989, p. 241). In general, every complex term allows
for multiple operationalizations with different grades of general agreeabil-
ity. Furthermore, in most cases, there is not a single operationalization to
which all agree. Thus, if such operationalization decisions were made be-
fore data collection, transparency about the way in which complex terms
were measured and why this specific operationalization was chosen can
allow a forum to judge whether it captures the most important aspects of
the term to be quantified.

The cost of disclosing operationalizations can be estimated to be low. The
person(s) who conducted the operationalizations (or chose already exist-
ing ones) and the person(s) who decided that the operationalizations were
reasonable should have thought about this thoroughly and documented it
anyway. If not, the cost for this transparency mechanism might increase,
but applying it is also most likely to help uncover problems with opera-
tionalizations.

3.1.3 Phase C: Training Data Set Construction

The raw collected data needs to be transformed into an appropriate train-
ing data set before it can be used for training a model. What can be
considered appropriate strongly depends on the available data and its
intended use. The transformation steps that are relevant for a forum in-
clude:

1. Identifying the output variable in the data set. The output variable is
the label to be predicted by the ADM system (see Definition 2, p. 13,
and 3, p. 13). If the output variable is not part of the original data
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collection, it needs to be added to each input for the training data
set.

2. Selection of input variables. The collected data may contain more
variables than are relevant for a given task. Therefore, those vari-
ables in the data set that are most likely related to the output vari-
able are selected (see Definition 2, p. 13, and 3, p. 13). Also, it might
be necessary to compute more complex variables than in the original
data set, for example, by normalizing the values of a variable or by
combining variables into a new variable (García et al., 2016).

3. Further ’data pre-processing’, i.e., dealing with input data that con-
tains missing data (missing values imputation) or wrong data (noise
treatment) (García et al., 2016).

Just as with the data collection process, actors who subsequently use the
training data set do not necessarily have insight into the construction pro-
cess and the design decisions made there (Gebru et al., 2021). Bad de-
cisions or decisions that do not fit a later application can not only lead
to discriminating decisions. It might happen, for example, that the label
(and/or description) of a parameter does not correspond exactly to what
is hidden behind its values. Using it for model training or validation might
therefore adversely affect the ADM system, or create unwarranted confi-
dence in it.

There are multiple transparency mechanisms that relate to the construc-
tion of the training data set.

C.1 Disclosure of the Labeling Process

The output variable to be predicted by an ADM system is sometimes part
of the collected data (or can be computed ad-hoc). In this case, how
and when it was observed is already part of B.1. If this is not the case,
the output variable needs to be labeled by hand. There are various la-
beling processes, ranging from manual labeling (A. Taylor et al., 2003) to
crowd-sourced techniques (Chang et al., 2017; Snow et al., 2008) to fully
automated approaches (Agichtein et al., 2006). For example, one data set
uses the tags that users gave to photos on flickr14 (Panteras et al., 2016);
recaptcha asks users to classify photos for their customers, for example:
’Pick all images with a car on it’ (Von Ahn et al., 2008). Others base the
data classification on user behavior; for example, the relevance of a web
page for a user is measured by the time spent on that page (Agichtein
et al., 2006). Each of these approaches comes with different weaknesses
and qualities. If the labeling is conducted as a separate step, the details
of this process could be disclosed to better understand the quality of the
resulting training data set (DIN/DKE, 2020, p. 99).

The information made transparent could include (i) who labeled the
data, (ii) how these persons were trained, (iii) whether they were repre-
sentative of the population, (iv) whether there was a process to identify

14flickr is an image and short video hosting platform that allows users to add notes and
comments. https://www.flickr.com/, last accessed on March 21, 2023.

https://www.flickr.com/
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false labels (e.g., multiple persons labeled the same data and discrepan-
cies were resolved, like we did in Hauer, Krafft, Sesing-Wagenpfeil, Zweig,
et al., 2023), (v) how multiple fitting labels were handled, and much more.
Based on this information, a forum can judge to what extent the persons
organizing the labeling process made appropriate decisions and, there-
fore, whether the labels are truthful and match their description. Which
information is of particular interest can hardly be stated in general and
depends on the specific data and labels.

The costs are rather low, but publication of the details might result in
social pushback. For example, the labels assigned to unemployed people
in the AMS algorithm (see Example 5, p. 55) have been widely debated
and partly condemned (Allhutter et al., 2020).

C.2 Disclosure of Why Which Variables Were Included in the Train-
ing Data Set

The selection of variables for the training data set consists of variables
already included in the collected data. The data might be transformed.
For example, values could be normalized between 0 and 1 and a classifi-
cation label might be assigned a number. The selection might also involve
the more complex construction of new variables, which is called feature
engineering. This is done, for example, by multiplying variables with each
other or by clustering them (Heaton, 2016, p. 1).

If this selection of variables is made transparent, a forum is able to
judge whether all variables are likely to be causally related to the output
variable. Additionally, the persons constructing the training data set can
justify their selection of relevant variables and explain feature engineer-
ing steps, which enables the forum to evaluate the appropriateness of the
selection. They can also justify why some information has been omitted.

As a short explanation for each variable should be sufficient, we estimate
the cost of this mechanism to be very low. Optimally, these explanations
will have been documented anyway during the development process and
would only need to be translated into a format that the respective forums
can understand.

C.3 Disclosure of Pre-Processing Techniques

Any data collection process will most likely result in data that contains in-
accurate, false, or missing values and has other imperfections that make
the data not perfectly fit for further processing purposes (Frénay & Ver-
leysen, 2014). Thus, many approaches have been developed to tackle
various data quality problems (Luengo et al., 2012), all with their pros and
cons. When data points have missing values, for example, one option is
to artificially create values based on statistical evaluation of other values.
This may, however, reduce the expressiveness of the data. Another op-
tion is to completely remove the data points (Little & Rubin, 2019), which
could mean eliminating certain edge cases where data acquisition is more
difficult. Another important approach is ’data reduction’, which aims to in-
crease the information density inherent to the training data. One specific
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technique is targeted feature selection to identify and remove redundant
information (M. A. Hall, 1999), which would only introduce a source of er-
ror, for example, by inducing spurious correlations. The curators of the
data set need to decide which methods to apply under which conditions.
The process of improving data quality and adjusting it to a given task is
called ’data pre-processing’ (see Definition 16).

Transparency about the exact methods applied allows a forum to judge
their general suitability and their suitability in the context of (a) given ap-
plication scenario(s).

The costs are rather low. In many cases, all pre-processing steps are con-
tained in one rather small script which is easy to understand and follow.
Thus, it might actually be the simplest way to publish that code.

Definition 16 (Data Pre-Processing)

Data pre-processing addresses techniques for dealing with imperfect
data. García et al., 2016, show a wide field of specific approaches and
suggest some classifications, though there is no absolute and final list.
Some of the most prominent data pre-processing tasks are:

• Data cleaning (removing data points with missing values or filling
in these values),

• Data reduction (removing similar data that does not provide addi-
tional insight),

• Data transformation (normalization, aggregation, discretization,
etc.).

C.4 Disclosure of Training Data Properties

After the pre-processing steps, the polished data set is ready to be used
as a training data set. It can be evaluated for its properties based on
various factors and distributions, for example, the number of data points,
the number of data points for various groups of interest (e.g., based on
gender, ethnicity, age, etc.), and statistics of the distribution of the values
for each variable (e.g., mean, standard deviation, etc.).

Besides aggregated statistics, the rates of missing and possibly wrong
data for each variable before pre-processing are of interest, and, if applica-
ble, the error range of the corresponding measurement process (e.g., sen-
sor error rates). Last but not least, the same statistics about the deleted
input data could be published to understand whether the deleted data
deviates from the kept data.

All this information can be provided in the form of a spreadsheet or a
database (Diakopoulos, 2014). Gebru et al., 2021 provide an extensive list
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and structure for such aggregated information about collected data that
can help to identify relevant aspects in the form of a so-called datasheet
for data sets. This allows disclosing information without publishing any
potentially protected data at relatively low cost.

With such information, a forum can estimate the quality of the result-
ing data set (DIN/DKE, 2020, p. 85) and whether the pre-processing steps
have removed or distorted important aspects of the original data set. De-
pending on the findings, the persons involved in data collection or pre-
processing are the actors to be held accountable.

I Full Access to the Data

The pure information about the data might not be enough to make the
actors accountable. In some cases, it might be necessary to give a forum
access to the data (either fully or in parts), including all information nec-
essary to understand it, as, for example, demanded by Algorithm Watch15

or the German standardization roadmap on Artificial Intelligence (DIN/DKE,
2023, multiple occasions, e.g., p. 2). This access allows a forum to answer
questions about the data quality and data set properties themselves. In
particular, all kinds of questions regarding the suitability of the data with
respect to certain vulnerable groups based on, for example, gender, reli-
gion, ethnicity, or age can be answered with this access. Additionally, the
mechanism may provide the basis for making data available under ap-
propriate conditions, for example, for medical research purposes, as also
discussed in the Data science and AI in the age of COVID-19 report16 by
the Alan Turing Institute.

The costs for providing such access are considerable. Data is often a
valuable asset for a company, the provision of which could promote eco-
nomic competition. Furthermore, the use of a lot of data is restricted by
law. Identifying which data can be published or made accessible in which
way is likely to be costly, as is the implementation of an access system. If
direct publication of the data is not advisable, a system can be built that
allows asking for aggregate statistics of groups of input data, for exam-
ple, the mean salary of women vs. men in a financial data set (Michener
& Bersch, 2013, p. 239), or that provides access to more general infor-
mation, like the town instead of the specific address. However, in these
cases, it might be necessary to ensure that the publication of information
cannot be used to deanonymize any specific person in the data set (Ohm,
2009, p. 1751). Checking for this possibility and producing a system that
prohibits deanonymization is likely to increase the costs.

With regard to accountability, this mechanism allows forums to asyn-
chronously ask questions regarding all information made transparent by
mechanism B.2 (Disclosure of Operationalizaions) and in phase C (Training

15Draft AI Act: EU needs to live up to its own ambitions in terms of governance and
enforcement, p. 8: https://algorithmwatch.org/en/wp-content/uploads/2021/08/EU-A
I-Act-Consultation-Submission-by-AlgorithmWatch-August-2021.pdf (last accessed on
September 21, 2023).

16Data science and AI in the age of COVID-19: https://www.turing.ac.uk/sites/default/f
iles/2021-06/data-science-and-ai-in-the-age-of-covid_full-report_2.pdf, last accessed on
August 31, 2023.

https://algorithmwatch.org/en/wp-content/uploads/2021/08/EU-AI-Act-Consultation-Submission-by-AlgorithmWatch-August-2021.pdf
https://algorithmwatch.org/en/wp-content/uploads/2021/08/EU-AI-Act-Consultation-Submission-by-AlgorithmWatch-August-2021.pdf
https://www.turing.ac.uk/sites/default/files/2021-06/data-science-and-ai-in-the-age-of-covid_full-report_2.pdf
https://www.turing.ac.uk/sites/default/files/2021-06/data-science-and-ai-in-the-age-of-covid_full-report_2.pdf
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Data Set Construction). It therefore addresses all actors relevant in these
phases, namely everyone who was involved in data operationalization,
data collection, and data pre-processing.

3.1.4 Phase D: Choice of Machine Learning Method and Hy-
perparameters

In the development process of an ADM system, multiple ML methods
might be tried out until the actors settle for the one with the best qual-
ity assessment results (see Section 3.1.6). Most of these methods come
with a handful of hyperparameters (see Definition 6, p. 20), for which sev-
eral values are usually explored before settling on the purportedly best
combination. Information about a method and the hyperparameters al-
lows assessing their suitability under the given circumstances (such as
the amount of available training data).

Another important piece of information is how the ML method was im-
plemented – in most cases, one of the many freely available software
packages will have been used. Common tools are, for example, Keras17,
KNIME18, and RapidMiner19. Very rarely will software development teams
implement an ML method from scratch.

D.1 Disclosure of the Method, its Implementation, and the Hyper-
parameters

The ML method, its implementation, and the settings for all hyperparame-
ters20 are relevant pieces of information if the suitability of choices needs
to be assessed (DIN/DKE, 2020, p. 86).

Determining which method and which hyperparameters yield sufficiently
accurate predictions often requires multiple iterations of trial and error by
the responsible data science team developing the model. There is no way
of saying for sure which choices are potentially the best, but for some
situations, there are plainly wrong choices. For example, a very simple re-
gression model might make assumptions about the form of the data that
are not met, and a very complex ML procedure might require more data
than available in the training data. Another example is given by unbal-
anced data, i.e., data that contains more information about one subgroup
than about other subgroups. Here, certain methods perform clearly better
than others, as thoroughly investigated by Haixiang et al., 2017, p. 225.

Based on the information retrieved in phase A (Requirements Engineer-
ing, see Section 3.1.1), it can be assessed whether the selected method
complies with the specified explainability requirements. Combined with
the information from phase B (Data Collection, see Section 3.1.2) or even
phase C (Training Data Set Construction, see Section 3.1.3), it can be eval-
uated whether the properties of the available data may be sufficient for a
selected method or not (Cheng et al., 2018).

17https://keras.io/, last accessed on June 23, 2023.
18https://www.knime.com/, last accessed on June 23, 2023.
19https://rapidminer.com/, last accessed on June 23, 2023.
20Note that some hyperparameters are more relevant in the context of the training pro-

cedure, such as the stopping criteria.

https://keras.io/
https://www.knime.com/
https://rapidminer.com/
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The costs for disclosing these pieces of information are very low, although
providing a comprehensible description might be challenging. Mitchell et
al. introduced a framework called model cards for structuring and disclos-
ing such information (Mitchell et al., 2019).

3.1.5 Phase E: Learning Procedure

When the training data set has been constructed and the ML method has
been decided upon, the data science team has to decide on a learning
procedure. Whether this will be a supervised or an unsupervised learn-
ing approach is most likely determined by the task at hand and the data
available (see Example 1, p. 14). Depending on the ML method, there are
plenty of details to specify in either case. For an ANN, for example, the
number of training iterations before weights are updated (the so-called
batch size) and the conditions for concluding the training (the so-called
stopping criteria) have to be set (see Section 2.1.2). Based on the train-
ing data, the system is, in almost all cases, only trained on a part of that
data and later tested on another part (see Chapter 5 and Definition 19,
p. 109). How the data set is divided into these parts is an important
decision. Additionally, some procedures are order-dependent, i.e., the re-
sulting statistical model might be influenced by the order in which the
training data is fed into the learning system (Lopes et al., 2017, p. 621).
Furthermore, there are approaches for continuing learning during testing
or after deployment of a system, for example, by retraining on the basis
of misclassifications (so-called reinforcement learning).

E.1 Disclosure of Training Details

Transparency of the training details may raise awareness of where to look
for potential sources of error, especially in the case of continuous train-
ing. Together with the information from C.I (access to the data; see Sec-
tion 3.1.3) and D.1 (Machine Learning method, implementation, and hy-
perparameters; see Section 3.1.4), it allows building an ML model under
the same conditions. If a deterministic method and a deterministic learn-
ing procedure have been selected (including the order of the data used
for training), even the exact same model can be retrained. Building a
new model that is as comparable as possible to the model inspected (a
so-called surrogate model, see Definition 15, p. 52) may be a promising
approach to examine a model that cannot be accessed directly to identify
potential misbehavior.

While the cost of publication appears to be low, it may be difficult to
document the exact learning procedure in a comprehensible way. Since
the ML method and the learning procedure are potentially interdependent
and usually selected or implemented by the same data science team, it
makes sense to collect and disclose the information about both phases in
one document. However, it may be that there are special trade secrets in
only one of the two phases. In this case, separate documentation may be
more advantageous. The handling of trade secrets and how they affect
costs will be thoroughly discussed in Section 3.1.9.
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3.1.6 Phase F: Quality Assessment

Quality assessment can be divided into two separate phases. The first is
the assessment of the system itself, i.e., the question of how many and
which errors it makes. The second phase addresses the evaluation of the
system in an application scenario and is discussed in phase H (Evaluation
in an Application Scenario; see Section 3.1.8). Optimally, how to assess
system quality has already been defined during requirements engineering
(for more about the so-called test-first approach, see Section 5.7): This
phase discusses the disclosure of assessment details and results. The
quality of a trained ML model is usually assessed by computing quality
and fairness measures (see Section 2.3.3) based on a data set the system
has not yet seen before, i.e., that has not been used for training (but went
through the same pre-processing steps). However, there may be further
evaluation metrics (see Chapter 5 for a broad elaboration on testing).

F.1 Disclosure of the Results of all Evaluation Metrics

The results of all evaluation metrics mentioned in the requirements docu-
ments and any further evaluation metrics deemed necessary later in the
process as well as all information relevant to assessing the meaning of
the metrics, like details about the test data set and test conditions, can
be disclosed in two different accountability processes: If accountability
is to be established toward a customer (who might also be an operator),
the software development team has to justify the quality of the system
they developed and tested. If any third parties (e.g., NGOs, auditors, or
judges) have to evaluate whether a system is good enough to be used in
a certain scenario, the operators of the system are the responsible actors,
since they actually decide whether to use the system or not. In any case,
explicitly mentioning what metrics have been computed with what justifi-
cation and what implications these metrics entail is important to be able
to assess whether or not these metrics are appropriate for a particular ap-
plication in a particular context (Busuioc, 2021, Section ’From Implicit to
Explicit Value Trade-Offs’).

The costs of disclosing the results of evaluation metrics and how they
have been computed are very low. However, (honestly) justifying the se-
lection of specific metrics can be challenging – either because a lot of
thought went into the selection process, which is difficult to explain, or be-
cause standard metrics were simply chosen without any reflection, which
may present a target for justified criticism.

In this crucial phase, the ADM system is handed over to the customer
or operator and the system starts to be used in an application scenario.
While information about its quality is helpful, forums might in fact want to
question that information and inspect it for themselves (Citron & Pasquale,
2014). This could be achieved by giving access to the ADM system such
that it can be tested with any test data set deemed appropriate.
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II – Full Access to the Output of the ADM System for any Specific
Input Data under Lab Conditions

With unrestricted access to the system in terms of feeding it with input
data and accessing the resulting output, forums can run any test they
deem fit to assess the system’s quality and determine whether the spec-
ified requirements are satisfied. With carefully selected or crafted input
data, new questions can also be answered; for example, counterfactual
questions like: If this input data came from a 23-year-old person instead
of a 45-year-old, would the decision be different? If the operator did not
provide any fairness measure results, they can also be produced by this
access for any desired subgroups of input data. Asking questions in this
way is a special form of black-box audits, which will be thoroughly dis-
cussed in Chapter 4. Combined with the mechanisms I (Full Access to the
Data; see Section 3.1.3), D.1 (Disclosure of the Method, its Implementa-
tion, and the Hyperparameters; see Section 3.1.4), and E.1 (Disclosure of
Training Details; see Section 3.1.5), a forum is theoretically able to train
a model under the same conditions and run any explainability approach
they deem relevant (see Definition 15, p. 52). The same is possible with
less effort if the code of the trained model is handed over to the forum.
This also makes the analyses more meaningful, as it is not necessary to
first recreate a model that does not necessarily correspond one-to-one to
the actual model to be investigated.

The costs for this mechanism can vary strongly, but can be estimated
to be rather high. In cases where such access is justifiably required by
legal authorities, the ADM system is likely to be used in a sensitive appli-
cation scenario. Thus, unrestricted access might not be advisable. Set-
ting up protected access for specific forums, for example, by means of a
password-restricted API, may drive up costs. Furthermore, extensive in-
spection of the ADM system might reveal its inner workings so much that
someone with access could rebuild a similar system, which could infringe
on trade secrets. Others could learn how to exploit the system, i.e., how
to adjust input data to achieve a specific decision by the system. All in all,
implementation and maintenance of this mechanism are likely to be very
costly and maybe even dangerous for the operator.

Without question, this kind of access for (selected) forums is the most
valuable in assessing the suitability of an ADM system; however, it is also
the one whose requirements need to be carefully justified. With regard
to accountability, this mechanism allows a forum to asynchronously ask
questions regarding all information made transparent in phases D, E, and
F.

3.1.7 Phase G: System Usage in Application Scenario

In addition to the requirements for the ADM system itself, the operator
could define some further procedural requirements for its use in an ap-
plication scenario. For example, ADM systems operated by the state will
generally be used by civil servants. In such cases, the operator might set
some internal rules regarding usage. The developers of the AMS algorithm
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(see Example 5, p. 55) required a set of standards addressing social com-
pliance (orig. ’Sozialverträglichkeit’, see Holl et al., 2019); for example,
that (i) any algorithmic output is only meant to support the decision of a
human, (ii) the person judged by the system can object to its decision, or
(iii) the person can also see their input data and correct it, if necessary.
This means that if the stakeholders do not comply with the social compli-
ance standards, they take full responsibility for any effects resulting from
using the software, independent of whether it works as intended or not.

G.1 Disclosure of the Procedural Requirements in the Usage of an
ADM System

With all rules or requirements regarding the use of an ADM system, such
as those concerning how the data used for actual decisions is collected,
whether there are humans in the loop, how they can overrule a decision
by the system, how a person can object to a decision, etc., forums can
judge whether they are suitable for the application. They can also use the
disclosed information to check whether the rules and requirements are
actually followed in practice.

The direct costs associated with this mechanism are rather low for the
same reasons as in phase A. Since it also discloses important protection
mechanisms for users and stakeholders, it is likely to be of great value to
the forum in most cases.

In some cases, there is another phase in the usage of an ADM system in
which its results are evaluated and complaints are collected and used for
feedback to improve the system. The following section lists transparency
and inspectability mechanisms for this phase.

3.1.8 Phase H: Evaluation in an Application Scenario

In most cases, the operator of an ADM system will pursue an overarching
goal with its use. It can be assumed that an evaluation process will be
implemented to check whether the ADM system is in fact suited to reach
this goal. Since the decisions of an AI-based ADM system may be chal-
lenged after it has been updated or continued training, an evaluation of
the current software version says nothing about its quality at the time it
made the challenged decision(s). Therefore, it may be necessary to make
use of a version history for the system in order to be able to inspect the
version that was active when the decision being challenged was made.

In some circumstances – for example, if the operator is the state or
when the usage of the ADM is in conflict with rights of other parties (e.g.,
employees) – it might be necessary to disclose the evaluation process(es)
(H.1) (Krafft et al., 2022, p. 11) of a system in operation and/or their
results (H.2) (Crawford, 2016).

H.1 Disclosure of the Evaluation Process of the ADM System in
Operation

There are many ways an ADM system can be evaluated in operation. Au-
tomatic tests, such as the computation of quality and fairness measures,
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can be run on a regular basis (e.g., after each new classification for the
last n classifications; see Field Testing in Section 5.5) or a manual review
process can be established (e.g., by letting test persons try the system
and evaluating their feedback). The details of the evaluation process of
an ADM system in operation and the consequences of unsatisfactory re-
sults allow forums to judge its suitability.

The costs of publication may be low if the process is already well docu-
mented by the operator.

H.2 Disclosure of the Evaluation Results of the ADM System in
Operation

The results of the evaluation process can be disclosed independently.
However, if an operator publishes any metrics without explanation, they
might be difficult for a forum to assess. Together with knowledge about
the evaluation process of the ADM system in operation (H.1), a forum may
be able to estimate to what extent the ADM system is able to satisfy the
overarching goals. However, this strongly depends on the suitability of
the evaluation process.

As the results of any evaluation process should be documented anyway,
the costs can be estimated to be low.

III – Full Access to the Output of the ADM System for any Specific
Input in Operation

Even if a system has been extensively tested before operation, it may
behave unexpectedly in actual use; for example, because circumstances
are relevant that were not taken into account in the tests or because the
real inputs differ from the test data.

Full access to the output of the ADM system for any specific input in
operation provides the most reliable information about how the system
actually behaves. Using it enables forums to monitor any system behav-
ior and experiment with it under usage conditions. They can also control
whether the requirements were really satisfied, for example, whether the
quality of the system is at least as good as the predefined quality thresh-
old. As requirements can change over time (e.g., due to concept drift), it
can also be used to monitor the system on a regular basis.

Sandvig et al., 2014, describe different possibilities of getting this ac-
cess as black-box audits, which will be discussed in detail later (see Sec-
tion 4.1.2). The option of creating an API has already been described for
phase II (scraping audit). Another option is to survey people who have
been evaluated by the ADM system in order to find out whether they had
a chance to see their input and output data (non-invasive user audit). In-
formed test candidates can be assigned to probe the process or provide
actual results of the system for specified inputs in its application context
(crowdsourced audit).

Since this mechanism allows experimentation with the system in op-
eration, the costs are high. On the one hand, the effort to protect the
people affected by the system must be considered. Their data must not
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Table 3.1: Summary of all transparency and inspectability
mechanisms and their estimated costs according to Hauer,
Krafft, and Zweig, 2023. The costs of A.2. (Disclosure of
Requirements Documents) and A.3. (Disclosure of the Goal
of Using an ADM System) might be considerably higher, de-
pending on the circumstances (see explanations of phase A

in Section 3.1.1).

Characteristic Transparency
Cost of disclosing

information Inspectability
Cost of granting

access
1. Disclosure of

application scenarios
low

- -2. Disclosure of
requirements documents

low*
A. Requirements

engineering
3. Disclosure of the goal
of using an ADM system

low*

1. Disclosure of how, when,
and what data was collected

low
B. Data collection

2. Disclosure of
operationalizations

low

1. Disclosure of the
labeling process

low

2. Disclosure of why which
variables were included in

the training data set
low

3. Disclosure of
pre-processing techniques

low

C. Training data set
construction

4. Disclosure of
training data properties

low

I. Full access to the data medium

D. Method selection
1. Disclosure of the method,

its implementation, and
the parameter settings used

low

E. Training
1. Disclosure of training

details
low

F. Quality assessment
1. Disclosure of the results

of all evaluation metrics
low

II. Full access to the output
of the ADM system for any

specific input data
high

G. Application
1. Disclosure of the procedural
requirements in the usage of

an ADM system
low

1. Disclosure of the evaluation
process of the ADM system

in operation
low

H. Evaluation in
applications 2. Disclosure of the evaluation

results of the ADM system
in operation

low

III. Full access to the output
of the ADM system in operation

high

be made public through the use of this mechanism, and it must be en-
sured that the experiments do not affect how the system treats them. On
the other hand, the operator runs the risk of forums gaining insights into
the system behavior that jeopardize a trade secret or allow the system to
be exploited.

3.1.9 Discussion

As noted several times, providing possibilities to inspect the system also
comes with downsides. Transparency, as defined here, is identified with
the disclosure of information that already exists or can be prepared rel-
atively easily. Thus, the costs of applying these kinds of transparency
mechanisms are generally rather low (see Table 3.1). However, there is no
central infrastructure or any other defined way for this kind of information
to be published and made accessible yet. For some specific transparency
mechanisms, there are suggestions on how to best communicate them,
such as the ’datasheets’ suggested by Gebru et al., 2021, with regard
to disclosing information about the data, or the ’model cards’ suggested
by Mitchell et al., 2019, for disclosing information about an ADM system.
The transparency mechanisms allow forums to review disclosed informa-
tion and explore it for aspects that are relevant to them. However, if a
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question cannot be answered with the information, only a limited judg-
ment is possible. Requiring transparency mechanisms to be implemented
also poses hidden challenges that are very difficult to estimate upfront.
Paul B. de Laat, for example, lists four major concerns: (i) privacy chal-
lenges, (ii) making a system gameable (i.e., exploitable), (iii) publishing
trade secrets, and (iv) limited use of transparency mechanisms (De Laat,
2018, pp. 534-535). To mitigate risks, research is geared toward finding
new solutions, such as introducing methods that prevent some of them,
for example, by disclosing only aggregated information (Ohm, 2009, p.
1751) and thus protecting the private information of individuals, or by
letting qualified organizations pre-process the information that is made
transparent as outlined by Pasquale, 2015, p. 142. Others state that
some risks, such as the possibility of exploiting systems, are exagger-
ated (Cofone & Strandburg, 2019). The protection of trade secrets allows
companies to limit the rights to access information. For example, both
the GDPR (Wachter et al., 2017) and the US Freedom of Information Act
(FOIA) (Diakopoulos, 2014, p. 12) allow companies to deny software trans-
parency requests. This limits the ability of forums to exercise meaningful
oversight over the operation and functioning of algorithms on a legal ba-
sis. At the same time, this gives actors leverage to avoid having to comply
with transparency and justification obligations (Busuioc, 2021, p. 829).
The limited use of transparency mechanisms is addressed by suggesting
complementary inspectability mechanisms.

Inspectability mechanisms allow forums to directly validate informa-
tion about an ADM system. In terms of costs, such mechanisms take more
time and effort to implement (see Table 3.1). Additionally, they may re-
quire confidentiality toward the forum, as reverse engineering based on
the actually used training data (mechanism I) as well as unrestricted ac-
cess to the output of the ADM system for certain data (mechanisms II
and III) is possible. Using the inspectability mechanisms, a forum is able
to pose very general questions and systematically refine them to enable
them to pass judgment. Imagine, for example, that a forum is interested
in the question of whether the system is biased against an ethnic minor-
ity. With full access to the data (mechanism I), the forum can compute
any statistical value in which it is interested. It may also just examine the
data for anything unusual or unexpected and thus dynamically develop a
more specific question, such as ’Is the minority subgroup sufficiently rep-
resented in the data?’ or ’Do certain values in the data of the subgroup
differ significantly from those of other groups?’. With access to the output
of the ADM system (mechanisms II and III), a forum is able to submit self-
constructed test data sets to a system and evaluate the results. Various
specific concepts for doing this are referred to as audits (for more about
auditing, see Chapter 4). They also enable forums to perform various ex-
plainability approaches, such as constructing a white-box surrogate model
based on a large number of pairs of inputs and outputs. In any case, it is
practical to pose any questions in the form of clearly defined tests, as
these provide a deterministic and comprehensible process, the result of
which can be used directly as a judgment (for more about testing, see
Chapter 5).

The primary focus of legal institutions is to assess which mechanisms
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must be accessible by which forums to hold which actors accountable (Ne-
mitz, 2018, p. 8). In the context of AI-based ADM systems, risk-based reg-
ulation approaches, in particular, are being discussed as a basis for choos-
ing application-specific transparency and inspectability requirements (more
on this in Section 6.1.1).
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RQ 2

What mechanisms can be implemented to allow system analysis?

Answer: In the context of algorithmic accountability, it makes sense
to differentiate between transparency mechanisms and inspectability
mechanisms.

Transparency mechanisms refer to any means that disclose relevant
information. In the context of an AI-based ADM system, this includes
at least:

• The application scenarios

• The requirements documents

• The goal of using an ADM system

• How, when, and what data was collected

• The operationalization of information in the form of data

• The data labeling process

• Why which variables were included in the training data set

• The pre-processing techniques applied

• The training data properties

• The method, its implementation, and the parameter settings used

• The training details

• The details and results of all quality evaluation processes and
metrics

• The procedural requirements on the usage of an ADM system in
operation

• The details and results of all quality evaluation processes and
metrics in operation

Disclosure of any of this information allows forums to inspect, ana-
lyze, and judge information. However, they will not be able to assess
whether the disclosed information is correct or made up.

Inspectability mechanisms refer to any means used to provide forums
with access to a system and its components, allowing them to analyze
them on their own. In the context of an AI-based ADM system, this
includes at least:

• Access to the training data

• Access to the output of the system for any specific input
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• Access to the output of the system in operation

Such forms of access allow forums to assess, to a large extent, whether
the disclosed information is correct. They also allow forums to apply
any testing method, measurement computation, or explainability con-
cept they deem suitable and helpful.

3.2 Actors to be Held Accountable

The relevant actors are only identified in a very abstract way in the ex-
planations given so far. This is because legally responsible actors must
be determined by the legislature or, more generally, by regulatory bod-
ies. Computer scientists can only provide a scientific basis to support the
decision-making process. In the context of regulating AI-based systems,
the EU Commission recognizes the need to differentiate between different
actors. This is also reflected, for example, in the AI Act.21

John Austin’s Speech Act theory could also provide a strong rationale
for deciding which actors are to be held accountable for certain aspects of
AI-based ADM systems.

John Austin’s Speech Act Theory

From 1939, John Austin developed a theory according to which most state-
ments are implicitly activities beyond the mere utterance of words. He be-
lieved that in saying something, one is performing an act he refers to as
speech act. For example, when construction workers shout ’Attention!’,
they are not just saying the word, they are also performing the act of
warning of an imminent danger. Over the years, Austin further refined his
theory and discussed it with students in his lectures from 1952 to 1955.
In 1962, the latest version of his lecture notes was edited minimally and
published posthumously (Austin, 1962).

Unlike a simple statement, a speech act cannot be judged as being
true or false. Instead, according to Austin, six conditions can be used to
determine to what extent a speech act will succeed or may fail (Austin,
1962, pp. 14-18). He divides these conditions into three categories (see
Example 7, p. 75). If conditions of type A or B are not fulfilled, the act
is void. If conditions of type  are not fulfilled, the act is professed, but
hollow. This difference is pointed out by choosing  instead of C:

• A: ’Misinvocations’.

– A.1: ’There must exist an accepted conventional procedure hav-
ing a certain conventional effect, that procedure to include the
uttering of certain words by certain persons in certain circum-
stances, and further, ...’

– A.2: ... the particular persons and circumstances in a given case
must be appropriate for the invocation of the particular proce-
dure invoked’.

21For example, Art. 16 - Art. 23 refer to the provider, Art. 24 to product manufacturers,
Art. 25 to authorized representatives, Art. 26 to importers, Art. 27 to distributors, Art. 28
to distributors, importers, users, or any other third-party, and Art. 29 to users.
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• B: ’Misexecutions’.

– B.1: ’The procedure must be executed by all participants both
correctly and...’

– B.2: ’... completely’.

• : ’The act is professed, but void’.

– .1: ’Where, as often, the procedure is designed for use by per-
sons having certain thoughts or feelings, or for the inauguration
of certain consequential conduct on the part of any participant,
then a person participating in and so invoking the procedure
must in fact have those thoughts or feelings, and the partici-
pants must intend so to conduct themselves, and further...’

– .2: ’... must actually so conduct themselves subsequently’.

If one of these conditions is not fulfilled, the speech act fails because of
an error of the respective type. Austin points out, however, that a speech
act does not necessarily succeed just because all these conditions are
fulfilled. They are necessary but not sufficient conditions.
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Example 7 (Selling a Car)

Anita wants to sell her car to Bob. She agrees with Bob by shaking
hands that she will transfer the keys and all relevant documents to him
in exchange for a certain amount of money. In order for this speech act
to be successful, the following six conditions must be met:

A.1 The conventional procedure in this case is the making of a verbal
contract for selling the car and signing it by shaking hands. The
conventional effect is the creation of an obligation on the part of
the seller (Anita) to perform the promised action (transfer the car
title) once she receives the money.

A.2 Anita and Bob are appropriate persons to invoke the procedure
of buying and selling a car; for example, they need to be legally
allowed to perform that transaction and Anita needs to own the
car.

B.1 Anita must use the correct words to make the verbal contract and
Bob must understand the contract that Anita formulates.

B.2 Anita must formalize the complete contract to transfer the car title
in exchange for money and Bob must accept these conditions by
shaking hands with Anita.

.1 Anita must intend to transfer the keys and all relevant documents
to Bob and Bob must intend to pay Anita for the car.

.2 Anita must actually transfer the keys and all relevant documents
to Bob and Bob must actually pay Anita for the car.

According to Austin, a speech act can be studied as a locutionary, il-
locutionary, and perlocutionary act, which are all aspects of the whole
speech act. The locutionary act is the actual act of saying something. The
illocutionary act refers to the intended effect of the act. The perlocution-
ary act implies a certain consequential effect of the act. These explana-
tions are deliberately brief. Austin’s elaborations on the differences and
boundaries take up a great part of his book and are thus too exhaustive
for this document. However, the examples chosen by Austin are suitable
for giving an idea of these three types of acts (Austin, 1962, pp. 101-102):

Example 1: ’Shoot her!’

Locutionary act: He said ’Shoot her!’.

Illocutionary act: He urged (or advised, ordered, ...) the officer
to shoot her.

Perlocutionary act: He persuaded the officer to shoot her. He got
the officer to (or made the officer, ...) shoot her.



76
Chapter 3. Transparency and Inspectability Mechanisms for Achieving

Accountability

Example 2: ’You can’t do that!’

Locutionary act: He said ’You can’t do that’.

Illocutionary act: He protested against my doing it.

Perlocutionary act: He stopped me, he brought me to my senses,
...

Example 3: ’Saying something’

Locutionary act: He said that...

Illocutionary act: He argued that...

Perlocutionary act: He convinced me that...

According to Janich, 2015, p. 313-314, only a human being can perform
a purposeful action, but a machine can perform a substitution of equal per-
formance on behalf of a human being.22 K. Zweig, 2023, p. 169, explains
this statement with a sign warning of an electric fence. The owner of the
fence ’speaks’ the warning, but the sign substitutes this act.

In our ’Master Reading Course’, Prof. Dr. Katharina Zweig and I discussed
the Speech Act theory with Master students and interpreted the recom-
mendations made by an AI-based ADM system as a substitution of equal
performance performed by a machine. My primary question in the con-
text of this lecture series was: Who are the actors whose (partial) acts are
substituted by the machine, so that it can be determined who should be
accountable for individual aspects of the use of an AI-based ADM system
according to Boven’s and Wireinga’s understanding of accountability?

To reflect the theoretical considerations directly using a practical ex-
ample, I discussed how this can be used to identify accountable persons
for an online shop for which software calculates automatic product recom-
mendations that are displayed on the website. In my opinion,23 the speech
act of a recommendation made by an AI-based ADM system consists of
multiple partial acts (e.g., the phases of the long chain of responsibility
could each be considered partial acts), which together form a substitution
of the act of recommendation when given an input. This substitution may
fail according to A.1-B.2 faults (e.g., due to incorrect data or method selec-
tion) or be void as a result of  faults. To investigate the question of which
actors should be accountable for which partial act, I examined the speech
act as a locutionary, illocutionary, and perlocutionary act. In the follow-
ing, I will look at possible faults that can occur according to the conditions
proposed by Austin and explore who would be responsible for the fault in
each case, something Austin himself did not address in his lectures. How-
ever, regarding the identification of actors, I find this method helpful for
investigating who is accountable for a speech act that is substituted by a
machine.

22Original (German): ’Unterschied zwischen der (menschlichen) Handlung des Rechnens
und der leistungsgleichen Substitution des Rechnens durch Maschinen’.

23The following considerations were discussed with students of Socioinformatics, Dr.
Katharina Zweig, professor of Computer Science, and Dr. Jan Georg Schneider, professor
of German Linguistics. Nevertheless, as someone who is not a philosopher of language, I
cannot interpret a text on the philosophy of language as clearly and plausibly as a domain
expert could.
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The mere creation of the string (and the possible inclusion of images)
is the substitution of the locutionary act. This act is only about calculating
a system output, regardless of its content, correctness, or added value. It
results from a set of mathematical operations that are performed on a sys-
tem input without any judgment. With this definition, I kind of contradict
Austin’s explanations of locutionary acts. He points out, for example, that
a) an animal can make sounds, which have no linguistic meaning. They
do not perform, what he calls, a ’phatic act’ Austin, 1962, p. 92. Further-
more, a locutionary act presupposes that b) the words have a semantic
meaning, i.e. they refer to something. This is what Austin calls a ’rhetic
act’ Austin, 1962, p. 92. For the application of the Speech Act theory on
language-generating AI-based systems (commonly known as Large Lan-
guage Models, such as ChatGPT24 or Bard25), this restriction is of utmost
importance. In the context of an automatic product recommendation sys-
tem, however, the machine only places words (e.g., product names) and
images given by humans at given positions. Therefore, I consider this in-
terpretation of the substitution of the locutionary act by the machine as
reasonable.

A fault of type A cannot occur. The rules of mathematics provide an
accepted conventional procedure (A.1), and any person who is able to
understand and apply these rules is appropriately equipped to calculate
them (A.2). Developers are responsible for ensuring that a machine per-
forms computational operations correctly and that no fault of type B oc-
curs. Since this locutionary act is independent of thoughts or feelings, the
fault type  is not applicable here. Therefore, I see the developer as the
only actor whose locutionary speech act is substituted by a machine.

The display on a shop’s website substitutes a recommendation, which
is an illocutionary act. An illocutionary act presupposes that it is heard
and understood. The recommendation by a machine can therefore only
be a successful speech act if the recommendation is also ’heard’ and un-
derstood. Otherwise, there is an A.1 type of fault. It is difficult to say
in general terms how this fault can occur in practice and who is then re-
sponsible for it, but it should be easy to identify in a concrete applica-
tion with a concrete process. In the case of an online shop, for example,
the recommendation could be made in a language that the reader does
not understand. This consideration presupposes that the presentation of
the website explicitly refers to a recommendation. The Amazon online
shop, for example, (currently26) uses the formulation ’Frequently bought
together’. In technical jargon, this is still called a recommendation sys-
tem, but it does not perform the act of a recommendation in the sense of
the Speech Act theory. Rather, it communicates some information without
explicit intentionality.

A recommendation does not have to be followed or even taken into ac-
count for the speech act to be successful. The realization of a recommen-
dation is an act in itself. However, the effect of a recommendation, for

24https://openai.com/blog/chatgpt, last accessed on July 05, 2023
25https://bard.google.com/?hl=en, last accessed on July 05, 2023.
26https://www.amazon.com/, last accessed on June 12, 2023.

https://openai.com/blog/chatgpt
https://bard.google.com/?hl=en
https://www.amazon.com/
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example, a user being persuaded to buy a product, can also be under-
stood as part of a perlocutionary interpretation of the speech act. A fault
of type A.2 occurs when the recommender system is used in a context
for which it was not intended. In this case, the person or institution that
decided to use the application in the unintended context is responsible
for the fault. Users are responsible for a fault of type A.2 if they use the
wrong or inappropriate data as input. For faults of type B, the developers
are responsible. If functional faults are made in programming, a fault of
type B.1 is present. Since an extensive testing process is part of a clean
development process, inappropriate or insufficient quality control can be
interpreted as an incomplete substitution of the recommendation act and
thus corresponds to a fault of type B.2. Since a thorough quality control
process should also reveal problems with the choice of data, model, or
learning procedure, I also classify these as faults of type B.2. However, it
should be noted that developers can potentially only identify formal prob-
lems with the data and fix them if necessary (see Data Set Testing in Sec-
tion 5.3). The decision that the data is suitable and usable for the speech
act of a specific recommendation is supported by a thorough testing pro-
cess and thus by the developers, but ultimately the decision maker is to
be held accountable. If a ’wrong’ recommendation is deliberately made
or a ’correct’ recommendation is deliberately not made, there is a fault
of type  (in the context of recommendations, it might not make sense
to distinguish between faults of type .1 and .2). Such faults are not
possible in the substitution by a machine since intention is part of them
– something that a machine cannot have. However, false expectations
can be raised when providing a recommendation system, which implicitly
leads to a fault of type . This is the case, for example, if the distributing
company (deliberately) miscommunicates the performance of the system
or decides to deploy the system even though the quality assurance pro-
cess shows clear deficits.

The question of who is accountable for the effect of a recommendation
leads to a basic moral and philosophical problem: Is a developer or dis-
tributor accountable for the impact of a product, or is it the user? Legally,
it may be possible to find an answer to this question in a specific case.
However, the general question of who is accountable for unintended or
unforeseeable side effects remains open. These can occur despite a com-
pletely successful speech act.

Furthermore, the question arises whether, for example, a programmer
in a company is really accountable for faults of type B, or if they are only
responsible (in terms of ’being in charge of’) for them and the company
behind the programmer is accountable. This consideration leads to the
question of whether accountability should not generally be clarified con-
tractually as part of the development and distribution process. In this
way, complete accountability could initially lie with the developing com-
pany. In each phase of the long chain of responsibility, the respective
responsible persons could (contractually) agree to be accountable for all
explicit faults and consequences that lie within their area of responsibility,
insofar as they consider this to be appropriate in the specific case. For
all faults and consequences for which no one is accountable in this way,
the company would remain accountable. Once the product is ready to
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be deployed, the company could (contractually) specify for which faults
and consequences it remains accountable and for which the buyers of the
product must take over accountability before a purchase can be made.
Also, if the buyers are not the users of the product, they can similarly pass
on or share accountability with the users. In this way, the question of ac-
countability could be at least partially regulated by the market. However,
this consideration should be treated with caution, as undesirable side ef-
fects can also occur here. For example, users could be made to become
accountable for aspects for which they do not want to be accountable due
to a lack of technical understanding.

In any case, the same actor positions may not necessarily have the
same name in different companies. In this respect, the question arises
to what extent relevant actor positions have to be determined by their
function instead of what the actors are called.

RQ 3

How to determine which actors are to be held accountable based on
John Austin’s Speech Act theory?

Answer: Consider a decision of an AI-based ADM system as a com-
bination of multiple partial acts that together substitute the speech
act of deciding upon something or someone. Each of these partial
acts may fail or be void due to any of the faults A.1-.2. Following
this thought experiment, the developing company could be initially
accountable for everything concerning the system it develops and de-
ploys. For each of the faults that can occur in substituting any specific
partial act in the software development process, the developing com-
pany could link accountability to job positions or project leads (before
they are occupied). If no one agrees to be accountable for a specific
fault, the company would remain accountable. It could transfer ac-
countability to buyers if they agree to assume it as part of the product
they buy. In this way, the market could regulate which actor is to be
held accountable. Accountability would become an issue of balancing
trust, control, and costs. How this thought experiment would play out
in implementation and what undesirable side effects would arise from
it is yet to be investigated.

3.3 Possible Forums and their Goals

Different forums have different goals. A governmental organization may
want to know whether the current regulation is fit to protect affected per-
sons and society from negative consequences; a legal body may want to
know whether legal requirements are met; an NGO may want to know
whether societal requirements are met; and an affected person may have
very individual goals, like understanding how the system arrives at a de-
cision.
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There is no conclusive list of possibly relevant forums. However, ISO
9000:201527 refers in Section 2.2.4 to the term interested parties, be-
ing ’those that provide significant risk to organizational sustainability if
their needs and expectations are not met’. In Section 3.2.3, it lists ’Cus-
tomers, owners, people in an organization, providers, bankers, regulators,
unions, partners or society that can include competitors or opposing pres-
sure groups’ as examples. Busuioc, 2021, p. 827, additionally suggests
’courts, parliamentary committees, ombudsmen, etc. but also purpose-
built forums such as AI ethics, standardization, and audit bodies’.

For governmental organizations, legal bodies, and NGOs, the imple-
mentation of mechanisms could be bound to certain conditions, such as
a non-disclosure agreement. This would allow such forums to judge a
system and communicate the results of the assessment without sensitive
information or trade secrets being shared.

A forum without sufficient technical expertise might not be able to han-
dle mechanisms or, worse, may come to hasty and wrong conclusions.
This aspect is particularly important for civil society representatives and
journalists, as their judgment can lead to unjustified reputational damage
for the operator or the company behind the product (see Example 8).

Example 8 (Apple Card)

On November 07, 2019, David Heinemeier Hansson tweeted: ’The
@AppleCard is such a [...] sexist program. My wife and I filed joint
tax returns, live in a community-property state, and have been mar-
ried for a long time. Yet Apple’s black box algorithm thinks I deserve
20x the credit limit she does. [...]28’. The tweet received a lot of atten-
tion (over 25k likes) and even led to an investigation by the New York
State Department of Financial Services (Vigdor, 2019). In March 2021,
the investigation report was published, concluding that Apple Card ’did
not consider prohibited characteristics of applicants and would not
produce disparate impacts’ (Campbell, 2021). The accusations were
therefore not justified, but have led to reputational and thus financial
damage for Apple and Goldman Sachs.

Which mechanisms need to be provided for which forums and under
which conditions is a decision that also rests with legislators and other
regulating bodies. As the field of AI-based ADM systems is relatively new,
there is a lack of experience regarding appropriate legal and societal re-
quirements. In many cases, rigid rules would potentially be overly re-
strictive and industry representatives frequently proclaim the inhibition
of innovation. Conversely, these rigid rules would potentially also fail to
adequately regulate highly critical applications. To address this problem,

27Quality management systems - Fundamentals and vocabulary.
28https://twitter.com/dhh/status/1192540900393705474?s=20, last accessed on June

26, 2023.

https://twitter.com/dhh/status/1192540900393705474?s=20
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risk-based regulation is an option much debated (e.g., by the AI Act; see
Section 6.1). It means that the risk posed by the use of an ADM system
is assessed somehow and that legal requirements are based on the out-
come. Several approaches to performing risk assessment are discussed
in 6.1.1. Other considerations that regulating bodies can take into account
are: What are the objectives of a forum? Does the legislature consider
these objectives worthy of support? Are the current means of achieving
the objectives sufficient? Is it appropriate to prescribe further mecha-
nisms for the particular forum? And what are the circumstances that must
apply for prescribed measures to be proportionate?

3.4 Consequences for the Actor

Possible consequences depend at least indirectly on the forum. If the
forum is a legal representative asking legally relevant questions, the an-
swers constitute pertinent evidence in the context of a lawsuit, resulting
in common possible consequences of legal proceedings. If it is any other
forum that comes to a legally relevant conclusion, it can initiate legal pro-
ceedings and set common possible consequences of legal proceedings in
motion. These consequences include taking remedial (or corrective) ac-
tion to address the shortcomings, making amends to those affected, and,
in the most severe case, imprisonment.

However, if a forum reaches a negative, non-legally relevant conclu-
sion, the possibilities of initiating consequences are severely limited, as
in most cases, there is a strong power imbalance between a forum and
an actor. In this case, the primary consequence is reputational damage
or loss of trust for the actor or the company behind it, and thus economic
damage. The more attention and credibility a forum has, the greater the
potential reputational damage, which is why it can make sense as an in-
dividual to turn, for example, to NGOs or ethics bodies. However, social
platforms also enable individuals to cause significant reputational damage
or induce legal investigations (see Example 8, p. 80). Taking preventive
responsibility and accommodating different forums is increasingly seen as
a competitive advantage, as it creates reputational benefits. Thus, it can
make sense for a company to offer transparency and inspectability mech-
anisms beyond what is required by law, despite the associated costs and
risks. Such considerations are discussed under the term Corporate Digital
Responsibility (for more about CDR, see Section 6.2).

In addition, customers can collectively agree to purchase a product or
service only if certain minimum requirements are met, such as compli-
ance with certain standards or having certain certifications (for more on
certifications, see 4.1.1). In the context of medical devices, for example,
compliance with standards is required by law.29 In other cases, compli-
ance with standards is theoretically optional but required by the market.

29For example, Regulation (EU) 2017/745 on medical devices, amending Directive
2001/83/EC, Regulation (EC) No 178/2002, and Regulation (EC) No 1223/2009 and re-
pealing Council Directives 90/385/EEC and 93/42/EEC, Article 6.
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For example, there are insurers who require conformity with certain stan-
dards beyond legal obligations.30

Psychological research on the topic of accountability shows that account-
able actors strongly adapt their behavior to forums they are familiar with
(Lerner & Tetlock, 1999, p. 256). What is at least partly discussed in
psychology as a criticism of accountability could represent an interesting
mechanism for generating more initiative for actors to develop new and
creative solutions to meet the expectations of various forums, even if it
does not entail any immediate economic benefit or is legally required.
This consideration can be put into practice, for example, by using so-
called Assurance Cases, which will be described in Section 4.2. At the
same time, actors who are accountable to an unknown forum display
much more recognition of value trade-offs when evaluating controversial
issues. Lerner and Tetlock, 1999, p. 257, also show in their literature re-
view that actors align themselves more strongly with the subjective needs
of explicit forums and communicate their information accordingly in a tar-
geted (if necessary also manipulative) manner if they are aware of them,
thus placing the needs of unknown forums in the background. Further-
more, accountability mechanisms can lead to actors focusing on justifying
their past decisions instead of reflecting on them and remedying short-
comings or making better decisions in the future. Considering such ef-
fects, accountability is not a social panacea. Therefore, it is important for
concrete implementations of the mechanisms proposed here to be accom-
panied by scientific research to ensure that the desired effects do occur
and that undesirable side effects at least remain within acceptable limits.

30For example, the regulations of the DGUV (German Social Accident Insurance,
"Deutsche Gesetzliche Unfallversicherung" in German) are issued by the respective ac-
cident insurance institution responsible and taken into account in legal cases (see https:
//www.dguv.de/de/praevention/vorschriften_regeln/vorschriften/index.jsp, last accessed
on June 26, 2023).

https://www.dguv.de/de/praevention/vorschriften_regeln/vorschriften/index.jsp
https://www.dguv.de/de/praevention/vorschriften_regeln/vorschriften/index.jsp
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Auditing

According to Bovens, accountability requires ’to pose questions and pass
judgment’ (Bovens, 2007, see Definition 8, p. 28). However, many ques-
tions about an ADM system cannot be answered directly by an actor. To
solve this problem, static information can be disclosed (transparency) and
access to the system and its data can be granted (inspectability) (Hauer,
Krafft, & Zweig, 2023). This allows a forum to ’pose’ their questions di-
rectly to the disclosed information and the accessible system. Such a
process can be understood as an audit (see Section 4.1). However, there
is more to auditing than just the process itself. It must be clear what ex-
actly is being audited, what the objectives are, and what methods are
appropriate for demonstrating that the objectives have been achieved.
Consider the objective of ensuring that an ADM system is fair. This leads
to a number of challenges as described in Section 2.3.3. In order to meet
these challenges, the Assurance Case framework will be introduced in Sec-
tion 4.2.

4.1 Audit Definitions

In the context of assessing software systems, a distinction is often made
between white-box and black-box systems (Loyola-Gonzalez, 2019). White-
box systems are systems where insights into inner mechanics are pos-
sible. This may refer to an open code base, an interpretable model, a
well-defined process, and so on.

Black-box systems are systems where such insights are not possible
(see Figure 4.1). With regard to auditing possibilities, black-box systems
can be differentiated into four groups:

• Systems for which only the output can be observed (Diakopoulos,
2014; see Figure 4.2 a)).

• Systems for which only some inputs can be observed but some inputs
are unknown (Krafft et al., 2023; see Figure 4.2 b)).

• Systems for which all the inputs and resulting outputs can be ob-
served (Diakopoulos, 2014; see Figure 4.2 c)).

• Systems that are white-box systems in principle, but which are too
complex to be comprehensible to humans and therefore need to be
treated as black-box systems (Ananny and Crawford, 2018, pp. 977-
978, Rudin, 2019b, Appendix A, see Figure 4.2 d)).
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Figure 4.1: The inner mechanics of a white-box system (left)
are visible and can be examined. The inner mechanics of
a black-box system (right) are unknown. Conclusions about
them can only be drawn by comparing outputs with their re-

spective inputs.

Figure 4.2: The four distinct types of black-box systems. From
left to right, they are decreasingly (but still) challenging to

audit.

Furthermore, from an auditor’s point of view, systems can be differ-
entiated according to which accesses and insights they have to the sys-
tem, regardless of whether it is a white-box or a black-box system (see
Figure 4.3). Depending on this, they may require additional accesses or
insights from the provider or may need to use auditing methods explicitly
designed for limited access and insight.

It is important to be aware of the different understandings of the term
’audit’, as a divergent understanding can quickly lead to people agreeing
on actions without realizing they are talking about completely different
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Figure 4.3: Auditors may have limited access (left) and/or
limited insights (right).

things. There are two different understandings of the term ’auditing’ that
are relevant for this work (Lovelace & DataKind, 2020): regulatory in-
spections based on standardization – for example, the ISO standardization
documents corpus (see Section 4.1.1), which is the basis of accredited
certification, and bias audits of platforms (see Section 4.1.2). As both
kinds of audits clearly address different forums (and there are further un-
derstandings; see, for example, Gaddis, 2018 and Vecchione et al., 2021),
special care must be taken when representatives of these different forums
communicate with each other.

4.1.1 Audit According to ISO

According to ISO 190111, an audit is a ’systematic, independent and docu-
mented process for obtaining audit evidence and evaluating it objectively
to determine the extent to which the audit criteria are fulfilled’. This def-
inition is the basis of all references to audits throughout the whole ISO
standardization documents corpus. It explicitly differentiates between 1st

party audit, 2nd party audit, and 3rd party audit (see Figure 4.4).
1st party audits, also called internal audits, ’are conducted by, or on

behalf of, the organization itself ’.2 They are only of limited value for most
forums, as they are carried out within the company and thus, there is an
incentive and the possibility to ensure good results by manipulating the
procedure when used for something different than internal quality assur-
ance. They are therefore suitable for building internal trustworthiness but

1Guidelines for auditing management systems.
2ISO 19011 3.1 Note 1 to entry.



86 Chapter 4. Auditing

contribute only to a limited extent to external trustworthiness. However,
such audits can already be performed before deployment of a system.

2nd party audits ’are conducted by parties having an interest in the or-
ganization, such as customers, or by other individuals on their behalf ’. 3rd

party audits ’are conducted by independent auditing organizations, such
as those providing certification/registration of conformity or governmental
agencies.’3 Thus, 2nd and 3rd party audits are also called external audits.
All these forms of audits are either based on a quality assurance process
in the interest of an external company (e.g., a contractor) or on legal inter-
ests of a statutory body. This means that an auditor is granted access to
all relevant information and systems. The validity of such audits, however,
depends heavily on the trustworthiness of the auditing personnel and the
audit process carried out.

Figure 4.4: Depending on which organization performs an au-
dit and how it is related to the organization to be audited, the

audit is referred to as 1st, 2nd, or 3rd party audit.

Successfully completed audit processes (according to the ISO under-
standing of audits) with positive results can be confirmed with so-called
certificates.

Certification

A certificate has as much meaning as there is confidence in the issuing
institution and its methods. In theory, any individual can issue certificates
at will. However, these do not have much meaning as long as the issu-
ing person cannot at least prove to be sufficiently trained. Furthermore,
it is difficult to judge whether the person, despite being sufficiently com-
petent, carries out an auditing process with adequate care and passes
on the results truthfully and impartially. Usually, certificates are issued
by persons who work for organizations that have earned the necessary
trust. A distinction is made between proprietary certificates (e.g., com-
pany certificates, producer certificates, or certificates aimed at the use of
a specific product) and certificates issued by bodies whose competence

3ISO 19011 3.1 Note 2 to entry.
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has been confirmed by a third, independent party. Accredited certifica-
tions (see Definition 17) are the most meaningful, as any institution that
is allowed to issue accredited certificates (a so-called accredited certifi-
cation body) has been attested by the respective national accreditation
body.

Definition 17 (Accredited Certification)

According to EU Regulation No. 765/20084, accreditation is defined
as ’an attestation by a national accreditation body that a conformity
assessment body meets the requirements set by harmonised stan-
dards and, where applicable, any additional requirements including
those set out in relevant sectoral schemes, to carry out a specific
conformity assessment activity’. The European legal framework
ensures that there is exactly one accreditation body in each country of
the European Union (in Germany, this is the DAkkS5), which confirms
the competence of certification bodies.

Accredited certification has to be based on standards, as provided by
DIN6 and DKE7 at the national level in Germany, CEN8, CENELEC9, and
ETSI10 at the European level, and ISO11, IEC12, and ITU13 at the global
level.

The states of the European Union have also created a legal frame-
work14 that demands accreditation by a conformity assessment body
for sensitive areas, like the safeguarding of critical infrastructure (gas,
water, and electricity supply) against IT-based attacks.15 Therefore,
accredited certifications are internationally recognized. This charac-
teristic is particularly important when considering the modern global
market in which IT systems are distributed and operated.
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A distinction is made between the certification of processes (in the con-
text of certification, this is referred to as the certification of management
systems, ISO 1702116), products (ISO 1706517), persons performing au-
dits (ISO 1702418), and testing and calibration laboratories (ISO 1702519).
This means that in the context of an AI-based ADM system, for example,
the ADM system itself, responsible actors, and the quality assurance pro-
cess could be certified (Heesen et al., 2020).

The certification of software systems is particularly challenging, as a
product is certified as is, but changes to software (updates and/or up-
grades) are usually made on a frequent basis. To counter such problems,
the validity of each accredited certificate is limited in time. Depending
on the standard according to which certification is performed, its validity
counts for three (e.g., ISO 17021) to five years (e.g., ISO 17065). Before
the end of this period, a surveillance audit is required every year, as well
as a reassessment at the end to maintain the validity of the certification.
A particular challenge is posed by AI-based ADM systems that continue to
learn as they are used, i.e., their decision-making structure changes con-
tinuously. The solution to this problem could lie in implementing a continu-
ous monitoring strategy (see Field Testing in Section 5.5) as a certification
requirement. Since the standards landscape necessary for accredited cer-
tification is still developing (see, e.g., DIN/DKE, 2020, 2023), there are no
accredited certificates for AI-based ADM systems yet.

If non-statutory 3rd parties, like NGOs, journalists, or scientific bodies,
want to assess a digital product or service to verify a suspicion or accu-
sation of misbehavior, they might not be provided with any transparency
and inspectability mechanisms beyond those offered by the operator to

4Chapter I(10) and chapter III of Regulation (EC) No 765/2008 of the European Partlia-
ment and of the Council of 9 July 2008.

5German Accreditation Body (’Deutsche Akkreditierungsstelle GmbH’ in German). In
Germany, the mandate of the DAkkS is legally anchored by the Accreditation Body Act
(’Gesetz über die Akkreditierungsstelle (Akkreditierungsstellengesetz - AkkStelleG)’ in
German).

6German Institute for Standardisation, registered association (’Deutsches Institut für
Normung’ in German).

7German Commission for Electrotechnical, Electronic & Information Technologies of DIN
and VDE (’Deutsche Kommission Elektrotechnik Elektronik Informationstechnik im DIN und
VDE’ in German.

8European Committee for Standardization.
9European Committee for Electrotechnical Standardization.

10European Telecommunications Standards Institute.
11International Standardization Organization.
12International Electrotechnical Commission.
13International Telecommunication Union.
14Regulation (EC) No. 765/2008.
15In Germany regulated by the Energy Industry Act §11 (’Energiewirtschaftsgesetz’ in

German).
16Conformity assessment - Requirements for bodies providing audit and certification of

management systems.
17Conformity assessment - Requirements for bodies certifying products, processes and

services.
18Conformity assessment - General requirements for bodies operating certification of

persons.
19Testing and calibration laboratories.
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anyone else. To address such scenarios in the context of discrimination on
Internet platforms, Sandvig et al. defined a different kind of audits.

4.1.2 Audits According to Sandvig et al.

Sandvig et al. understand (software) audits as some sort of field experi-
ments tailored to a specific platform, containing multiple tests, and, most
likely, an additional software apparatus for experimentation (Sandvig et
al., 2014). They provide a categorization of five different kinds of audits
based on the process of how the inputs are provided: (i) Code Audits,
(ii) Non-Invasive User Audits, (iii) Crowdsourced Audits, (iv) Sock Puppet
Audits, and (v) Scraping Audits (see Figure 4.5).

Figure 4.5: Visualization of the five different kinds of audits
based on Sandvig et al., 2014.
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Code Audit means that an auditor receives a copy of the relevant code.
This can be considered to be a white-box audit, as the audit is based on in-
ternal information. In the context of standardization-based audits (such as
ISO 19011); this is sometimes also called code review (Baum et al., 2016).
The benefit of code audits is highly controversial. On the one hand, some
argue that they introduce additional risk potential, as people might be
able to scope the code for loopholes in order to attack the system or ex-
ploit it for their own benefit (Weller, 2019, p. 29). Additionally, algorithmic
transparency is frequently not provided due to a claimed risk to trade se-
crets (Brauneis & Goodman, 2018, pp. 153-159). One solution might be to
share the relevant code base only with trusted parties, for example, based
on a non-disclosure agreement. In such a case, in particular, a code audit
according to Sandvig et al., 2014, is the same as a code review during a
2nd or 3rd party audit according to ISO 19011. On the other hand, actual
product code can be complex and hard to understand without investing
an impractical amount of time, and may even be impossible for a single
person (Camp, 2006). Furthermore, the system behavior might not only
be defined by its code base alone, but also by the data fed into it. The
system behavior could also be non-deterministic due to random elements,
like the order of data to be processed.

These and other challenges lead to the idea of considering a software
system as a black box, regardless of whether it really is one, and basing
an audit only on system inputs and resulting system outputs. In many
cases, there is no other choice anyway, as a software provider will not
necessarily agree to making relevant parts of the code available. The
other four audit procedures are explicitly designed for the inspectability of
black-box systems.

In a Non-Invasive User Audit, the interactions of users with the system
and how the system reacts to them are evaluated. This can take the
form of user surveys or an analysis of a user’s input and the system’s
subsequent output. In any case, the auditing entity has no influence on
the user’s input, meaning that the analysis of the data is limited to manual
review of individual cases and statistical evaluations. This method is a
last resort when other means of auditing a system are not possible. For
example, it could be used to check whether men generally get more or
better suggestions of open job positions than women.

It is also suitable for assessing how the system is perceived by users.
However, it is not suitable for examining the reasons for unequal treat-
ment. For example, if the cause of different treatments lies not in the user
input at all, but in the user profile, which is not necessarily known to the
auditor, this connection can hardly be detected with a non-invasive user
audit. Such an analysis would require targeted experiments, which can be
offered by the other three kinds of audits.

A Crowdsourced Audit is also based on the participation of actual users.
Instead of real user behavior, participants enter predefined queries or let
a program use their profile and interface to automatically enter predefined
inputs. Thus, it can also be considered to be an Invasive User Audit. Reber
et al. used this technique to assess whether patients were being actively
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targeted with advertisements for unproven stem cell therapies by review-
ing the advertisements after entering keywords such as ’Parkinson’ into
the Google search engine (Reber et al., 2020). Another example is the as-
sessment of the impact of personalization on a search engine performed
by Krafft et al., 2019. They developed a browser plugin for participants to
install, which collected the first page results on Google for 16 search terms
every four hours for around one month for more than 4,000 participants.

For a Sock Puppet Audit, human interaction is simulated by a program.
Programs that behave as though they were human, or use the same in-
terfaces as a human would, are called bots. The behavior of bots can
be modified at any time, which allows a high degree of controlling inputs
for experimental setups. However, this kind of audit has two limitations.
First of all, information about typically human behavior, like mouse cursor
acceleration and positioning, might be part of the input information con-
sidered by the system under test (Amazon, for example, saves at least
every click, scroll, and mouse movement of registered users).20 Second,
many systems and platforms prohibit the use of bots for various reasons
(e.g., as bots could be used to manipulate other users or affect the system
behavior for all users; see, e.g., Orabi et al., 2020). Often, bot detection
and prevention mechanisms are installed that block accounts that seem
to be controlled by a program alone. Interestingly, the exact same input
behavior would not be prohibited if it were to come from a human.

Scraping Audits are based on previously defined queries that are auto-
matically transferred to the system, for example, via an API or a browser
control system (e.g., Selenium21). If the system under test provides an
API, this kind of audit is the easiest to implement; however, it does not
use the same interfaces as human users. Thus, this form of audit is not
appropriate if a specific user behavior, like mouse cursor movement or de-
lay times due to a user reading and processing information, is part of the
system input. It may also be the case that interactions via API show a dif-
ferent behavior than actual user interactions (Diakopoulos, 2014, p. 17).
Since the query can be modified as desired (also depending on previous
responses), it also allows a high degree of controlling inputs for experi-
mental setups. Hauer et al., 2020, compared the h-indices of hundreds
of the world’s most renowned scientists as provided by various platforms.
The data was retrieved by performing a scraping audit.

In general, there needs to be some way to feed input data to the sys-
tem. Optimally, the auditor can feed the data and inspect the resulting
outputs on their own. This would provide the highest degree of credibility
and flexibility for testing purposes. For those test methods in which input
queries can be fully defined before the test starts, it does not matter who
feeds the inputs; it could also be an internal mediator performing queries
on behalf of an external tester. On the one hand, the operator can then

20According to https://www.wired.co.uk/article/amazon-history-data (last accessed on
February 08, 2023), I requested all information Amazon had collected from and about me
and can confirm this.

21Selenium is a framework for automated software testing of web applications; see https:
//www.selenium.dev/, last accessed on February 08, 2023.

https://www.wired.co.uk/article/amazon-history-data
https://www.selenium.dev/
https://www.selenium.dev/
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save the effort of creating a secure interface for external parties and may
also see better protection of trade secrets. On the other hand, it must
be noted that the testing entity can hardly check whether the tests have
been carried out conscientiously and whether the correct results are pro-
vided for verification. Test processes thus become more credible if both
the construction of a test data set and the execution of the tests based on
it are carried out by an external, independent entity (e.g., via API). This
requires the testing entity to have enough access to the model to submit
input data and inspect the respective outcomes. Additionally, some meth-
ods are not suitable for being mediated, especially those that require the
modification of queries depending on previous results.

In 2020, the private television station Rhein-Necker Fernsehen (RNF)
told us22 that they had received complaints from subscribers on Facebook
that the news feed did not pass on the entire bandwidth of contributions to
its subscribers. This is quite justified, as the quantity of contributions that
appear on the news feeds must necessarily be limited. At the same time,
however, they also complained that they primarily received contributions
about accidents, crimes, etc., and not the usual mix, which also contains
weather forecasts, politics, or curiosities. Whether this complaint was jus-
tified or not could not be easily verified. As described in Krafft et al., 2020,
we wanted to perform a black-box audit according to Sandvig et al., 2014,
to investigate the accusation. A Non-Invasive User Audit, a Crowdsourced
Audit, and a Scraping Audit were ruled out from the start due to privacy
concerns. Furthermore, a Scraping Audit was no longer possible at that
time, as Facebook had only recently restricted the possibilities of access-
ing information via API for all those who were not explicitly authorized by
Facebook to pursue research questions with the help of the API. A request
for authorization remained unanswered. This left us only with the option
of performing a Sock Puppet Audit.

To validate whether the approach works, we conducted a pre-study.
Following the elaborations of Z. Yang et al., 2014, regarding bot detec-
tion practices, we manually generated 30 fake accounts from various IPs,
based on email addresses from various providers, to increase the chances
of our bots of remaining undetected. Each account was manually set up
to follow only the RNF Facebook group. In parallel, we built a software that
logged each account in, scrolled through the respective news feed of that
account, and saved the displayed posts in a database. After four days, the
first bots were recognized as such and banned. After ten days, all bots but
one were banned. The data we had collected up to that time showed that
for no pair of accounts was the same selection of news displayed on the
same day, independent of their order. Further insights were not possible
with such little amount of data. However, this use case shows how limited
black-box auditing approaches might be if the provider of the system to
be audited does not support the investigation.

RQ 4

What kinds of audits are applicable for analyzing AI-based ADM sys-
tems?

22In Section 4.1.2, ’we’ and ’us’ refers to the authors of Krafft et al., 2020.
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Answer: 1st, 2nd, and 3rd party audits all play a different, but relevant
role regarding the analysis of AI-based ADM systems.

1st party audits (internal audits) are conducted by an organization it-
self or on its behalf. They are suitable for judging a system within
a company, for example, before it is released. 2nd party audits are
performed by parties with an interest in the quality standards of a
particular organization (such as customers, or others on their behalf).
Traditional 3rd party audits are conducted by independent auditing or-
ganizations, such as those issuing certificates or registrations of con-
formity, or by government agencies. In all of these cases, the auditing
personnel requires access to all relevant information and systems in
order to examine a product.

A different kind of 3rd party audits assumes that the auditing person-
nel does not have any access or insights beyond those offered by the
operator to anyone else, such as NGOs, journalists, or scientific bod-
ies. Audits that can be performed in such cases are non-invasive user
audits, crowdsourced audits, sock puppet audits, and scraping audits.
Which of these are applicable depends on various factors, such as
whether enough supporting users can be acquired, whether bots can
be deployed, or whether API access is available.

While the audit terminology of ISO considers the evaluation of docu-
ments (transparency mechanisms) and experimentation with the system
under test (inspectability mechanisms), the audit understanding of Sand-
vig et al., 2014, clearly focuses on the latter. In both cases, some kind
of judgment must be made as to whether or not the information gathered
(or tests based on it, which will be discussed in detail in Chapter 5) meets
the (non-functional) requirements. The Assurance Case framework can
provide guidance to answer this question.

4.2 Assurance Case Framework

The Assurance Case framework is a structured method for arguing why a
particular collection of evidences is suitable for assuring that a claim about
the non-functional properties of a system is true. It is a method that is
widely used in the field of safety engineering (see, e.g., ANSI/UL 460023).
In this context, it is sometimes also referred to as Safety Case (Kelly et al.,
1999, p. 121). Accordingly, there are already many extensions, further
supporting techniques, and testimonials for arguing safety claims (Rine-
hart et al., 2017).24 Assurance Cases have a strong resemblance to Argu-
mentation maps, a method used by philosophers for at least 180 years to
structure critical thinking (see, e.g., Whately, 1834, p. 415).

23Standard for Safety for the Evaluation of Autonomous Products.
24Figure 1 and Section 5.1.3 of Rinehart et al., 2017 show that the development of As-

surance Cases goes back to at least 1965 and has been used for assuring safety in diverse
fields of application.
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For some years now, there has been growing interest in using the
framework for other non-functional and extra-functional requirements (see
Definition 14, p. 50) as well. For example, the concept was introduced in
the standardization roadmap AI 2.0 of the German Standardization Coun-
cil (DIN/DKE, 2023). Porter et al., 2022, suggest building Assurance Cases
to argue for conformity with general ethical values in the context of au-
tonomous systems, and we25 suggest using them to specifically argue the
assurance of fairness of a system.

The main task of an Assurance Case (AC) is to justify why and under
which assumptions a collection of evidences implies a claim. The argu-
mentation is built as a hierarchically structured tree. The root node con-
tains the main-claim to assure, for example, that ’The AI-based system is
fair’. What is understood by fairness can vary greatly between different
stakeholders. It could refer exclusively to aspects of non-discrimination,
as already discussed in Section 2.3. However, aspects of autonomy, sta-
bility, transparency, or control can also be understood as important facets
of fairness (see, e.g., Hauer, Müller-Kress, et al., 2023, p. 5). To be able
to argue that the whole AI-based system is fair, it is thus necessary for all
aspects of fairness that are relevant for the stakeholders to be assured.
Which aspects are, in fact, relevant could be investigated by interviewing
the stakeholders. Based on such a so-called argumentation or reasoning
step, the main-claim can be decomposed into multiple smaller sub-claims,
such as ’The AI-based system is fair in terms of stability for the persons
affected by decisions of the system’, ’The AI-based system is fair in terms
of treating no individual significantly worse than others’, and ’The persons
affected by the decisions of the system have the option to challenge the
decision’. The argumentation can be supported by additional contextual
information, such as ’The system manages the assignment of auditors to
audit requests for complex software systems. This sometimes requires
the auditors to spend several days at the client’s site, which is potentially
far away. The auditors want to know when they need to go where early
on, so that long-term planning of their private lives is possible’. Such in-
formation allows anyone who inspects the Assurance Case to understand
the argumentation, independent of what they knew about the system in
advance. Furthermore, implicit assumptions made in the argumentation
can be made explicit, such as ’Based on the stakeholder interviews, all
relevant aspects of fairness have been identified’. Such assumptions may
be appropriate, perhaps even necessary, at the time the Assurance Case
is prepared, but by making them explicit, they can be easily challenged at
any time, for example, if the software is functionally upgraded or is to be
used in a context not considered before.

Each of these sub-claims can be deconstructed into further sub-claims,
based on an argumentation, until the sub-claims each can be supported
by evidences. Evidences could be test results, such as the computation
of statistical values and fairness measures (in Section 5.4.2, this will be
discussed in more detail), the software specification that documents its
functionality (e.g., the functionality to anonymously post unfiltered and
publicly available feedback on the systems decisions), other documents

25Here, ’we’ refers to the authors of Hauer, Adler, and Zweig, 2021.
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and processes that are suitable for supporting a claim and can be falsi-
fied, or other documents that may serve as evidence (e.g., external as-
sessment results).

In summary, the process of writing an Assurance Case is about arguing
that the main-claim holds, given that the required evidences can be pro-
vided.

Figure 4.6: Generic representation of an Assurance Case.

Several notations are available for modeling an Assurance Case. Most
prominent are variations of the Goal Structuring Notation (GSN) (Maksi-
mov et al., 2018). The GSN is a graph representation that consists of at
least three types of nodes (goals, strategies, and solutions). These can be
translated into any number of specific elements required for a given task
(developing an Assurance Case) (Wilson et al., 1996). The connections be-
tween nodes (so-called edges) can be directed (each edge has one source
node and one target node) or undirected (each edge is connected to two
nodes). Whether the edges point from the main-claim to the evidences or
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vice versa is not important, as both versions tell the same story, just from
different perspectives: If the edges point from the main-claim to the evi-
dences, the Assuracne Case can be read as ’Based on the argumentation,
the main-claim can be divided into sub-claims’ and ’The sub-claim is sup-
ported by the following evidences’. If the edges point from the evidences
to the main-claim, the Assurance Case can be read as ’Together, these ev-
idences imply the fulfillment of this sub-claim’ and ’Together, these sub-
claims imply the fulfillment of the main-claim’. Thus, undirected edges are
a viable choice as well. Figure 4.6 shows a generic Assurance Case based
on the GSN that includes every standard element at least once. As long
as all relevant components are used in a meaningful and uniform manner,
the details of the visual design (e.g., which shape represents which ele-
ment) do not play a significant role. However, it makes sense to choose
distinct shapes and colors to ensure a good overview in the Assurance
Case. It also makes sense to add colored lines between levels of depth,
which assist in keeping the positioning of elements consistent (Kunze et
al., 2023).

When an assurance Case becomes too large to manage, each sub-
claim can be considered as a separate Assurance Case and can thus be
developed independently by a second group of experts. Parts that are
only relevant to a particular stakeholder group are particularly suitable for
such a separation (Rinehart et al., 2017, p. 39).

As the idea of using this framework for non-safety engineering contexts
is new, we26 developed and tested an iterative Assurance Case construc-
tion process consisting of eight phases:

Phase 1 – Identify Relevant Stakeholders: Building a thorough
assurance argumentation requires awareness of each relevant stake-
holder group. In this context, the term stakeholder is used in a
broad sense, i.e., meaning any group of people who affect or are
affected by the software product in some way. Usually, this means at
least a subset of business experts/customer representatives/product
owners, developers, testers, customers, users, and other people af-
fected. In the sense of Bovens’ accountability theory (see Defini-
tion 8, p. 28), the relevant stakeholder groups are all relevant actors
(see Section 3.2) and forums (see Section 3.3). The most appropri-
ate choice of stakeholders always depends on the specific application
context.

Phase 2 – Assemble an Assurance Case Development Team:
In order to develop an Assurance Case, the identified stakeholders
should be able to participate in the Assurance Case development
process, as each stakeholder generally has a different perspective.
Their needs and concerns can be explored in advance, for example,
through interviews, if it is not possible for a stakeholder group to
participate. In addition to the stakeholder groups already mentioned
explicitly, other participants with specific expertise may be needed, if
not already available, such as ethicists, lawyers, and public relations
experts. In Section 6, the IEEE standard P700027 proposes several

26Here, and for the rest of this Section, ’we’ and ’our’ refers to the authors of Hauer,
Müller-Kress, et al., 2023.

27IEEE Standard Model Process for Addressing Ethical Concerns in System Design.
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key roles in ethical value engineering that may provide additional
input and could thus be considered as well.

The support of a facilitator who manages the Assurance Case devel-
opment process and is experienced in this role may also be useful.
This person needs to ensure that the method is used correctly and
that all elements of the Assurance Case are described adequately.
The facilitator also needs strong communication and listening skills,
the ability to facilitate discussion, resolve conflicts, and adapt to dif-
ferent situations, and a high degree of creativity to keep the discus-
sion interesting. Last but not least, the facilitator must have strong
organizational skills to keep track of tasks such as setting new meet-
ings, preparing templates, and inviting all relevant persons. Prefer-
ably, the facilitator should not be involved in the development of the
AI-based system, so that they are not tempted to deliberately avoid
any discussion of known problem areas.

Phase 3 – Prepare a Platform: An Assurance Case may grow large,
both in terms of width and depth. The right tools are needed to deal
with these dimensions. Collaborative whiteboard platforms (such as
Miro28 or Conceptboard29) are particularly suitable for this purpose.
For larger companies, it may make sense to develop their own tools,
tailored to their specific needs.

Phase 4 – Prepare a Template: In the early stages, the task of
developing an Assurance Case can be overwhelming, especially if a
large number of people are trying to contribute their thoughts at the
same time. Therefore, it is advisable to have a single person or a
small group of people produce an initial draft which can be built upon
later. It is likely to be heavily refactored sooner or later anyway, so
discussing details with a larger group at the initial drafting stage is
time-consuming and of limited value.

As of now, there are no best practices on how to systematically de-
velop an Assurance Case for non-safety objectives. In our experi-
ence, a concern-driven approach works well. This means talking with
all stakeholders about their concerns and handling each of them in
a separate sub-claim right under the main-claim as a starting point.
As refactoring is part of the development process, the initial struc-
ture may change later on: Multiple concerns may be addressed by
the same sub-claim or by a sub-claim on a deeper level (e.g., em-
ployees and Works Council representatives will most likely express
similar concerns). However, having all identified concerns already
addressed in the template is a strong starting point for future collab-
oration with all participants.

If there are other Assurance Cases for other applications in the com-
pany, it may be possible to reuse parts of them in order to take ad-
vantage of the thoughts and experience underlying them. Preparing
a short summary of what each visual element stands for within the
Assurance Case can help to ensure their consistent usage.

28https://miro.com/, last accessed on June 26, 2023.
29https://conceptboard.com/, last accessed on June 26, 2023.

https://miro.com/
https://conceptboard.com/
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Phase 5 – Empower Participants to Contribute Asynchronously:
Over the course of regular meetings, participants become increas-
ingly skilled, first in creating assurance Cases and second, in under-
standing and incorporating the perspectives of the other stakehold-
ers. Thereby, they become able to work on (at least parts of) the
Assurance Case independent of the other stakeholders. This helps to
increase productivity and allows for better management of time and
people. Changes made by individuals without discussing them with
the group can be highlighted, for example, by coloring in the visual
elements. At its regular meetings, the group can discuss whether to
keep, modify, or remove these changes. Such an asynchronous ap-
proach requires a clearly defined process that is known and followed
by all participants.

Phase 6 – Meet on a Regular Basis: Regular workshops are re-
quired to gradually expand, concretize, question, and refactor the
Assurance Case. They are also necessary to discuss and harmo-
nize asynchronous contributions from individual participants. Lim-
iting sessions to two to four people at a time might be a good choice,
as too many people at once will make the sessions less productive. If
more than four people express a need for discussion, it makes more
sense to plan several sessions on smaller topics. This also helps to
keep the sessions short, which is beneficial for the necessary concen-
tration and critical thinking skills.

Phase 7 – Check the Required Evidences: As soon as the Assur-
ance Case is ready, it can be assessed to what extent evidences can
be provided and documented. If an evidence is not yet available,
for example, because the Assurance Case was developed before or
during system development, it is advisable to highlight it (and the
(sub)claims that cannot be assured due to the missing evidence) vi-
sually, for example, by color coding. This makes it possible to see at
a glance which claims are already supported by evidences and where
evidences are yet to be provided.

Phase 8 – Revise: The Assurance Case can be revised periodically
during system development or after deployment, as previously miss-
ing evidences become available, the software design is updated, up-
dates are planned, the context changes, or a better argumentation
for assuring a claim emerges. Regardless of whether the Assurance
Case needs to be adjusted when an AI-based system is updated, af-
ter the update it must be ensured that the required evidences can
still be provided.

We developed this process as part of the interdisciplinary project fAIr
by design (see Section 1.2.1) together with the companies winnovation
consulting gmbh, Rania Wazir e.U., and rotable to provide a strong fairness
argumentation for the software that allows hospitals to automate their
clinical rotation scheduling process for clinical clerkships and residents
developed by rotable. Clinical rotation means that each doctor in training
must complete their practical training for a minimum fixed period of time
in multiple medical areas. This requires planning their training in specific
medical departments at multiple hospitals.
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Application of the Assurance Case Framework for Arguing
the Fairness of a Medical Rotation Planner

At the start of our cooperation, the project members identified students,
doctors, and administration personnel of hospitals as the relevant stake-
holders, whose perspectives might not be sufficiently represented among
the project members themselves (Phase 1). Interviews with those stake-
holders revealed the following aspects of fairness as relevant:

• Autonomy, i.e., students want their preferences for hospitals and de-
partments to be taken into serious consideration. They also want to
be able to give feedback about the plan.

• Stability, i.e., students want to be able to rely on staying at a hospital
for a minimum fixed period of time.

• Low waiting times, i.e., all students should have the opportunity to
complete their education in roughly the same amount of time.

• Long-term planning, i.e., students want to be informed early enough
about the further course of their training in order to be able to plan
accordingly.

• Non-discrimination, i.e., students do not want to be treated at a dis-
advantage based on their gender, language, or personal relations
with doctors and planners. There are no specific guidelines provided
by laws or standards, just a vague obligation to protect against dis-
crimination.

• Transparency, i.e., students want to have an idea of how plans are
developed, what information is considered in their creation, which
people have an influence on their creation, and what processes are
in place to ensure their quality.

• Control, i.e., all stakeholders want access to statistical information
that allows inspection of the degree to which the requirements are
fulfilled. They also want to be able to give feedback about the infor-
mation provided.

Note that from the very beginning, we went beyond the classical un-
derstanding of fairness in computer science, which is usually limited to
non-discrimination (see Section 2.3.3).

In the next phase, we decided who was going to participate in the As-
surance Case development process (Phase 2). As it relies on frequent
intensive discussions, the number of participants should not be too high
and the participants should be able to contribute to the Assurance Case
development between meetings. We decided on two representatives from
winnovation consulting gmbh as representatives of the stakeholders af-
fected directly, two representatives from Rania Wazir e.U. as technology
experts, two representatives from rotable as business experts, and me as
the facilitator. A Miro board was prepared for use as the platform on which
the Assurance Case was to be built (Phase 3).

After two joint meetings for getting used to the Assurance Case frame-
work, the participants from winnovation consulting gmbh built a first draft
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Assurance Case, for which each fairness understanding was represented
by a sub-claim (Phase 4). In parallel, all participants met a few times to
foster a common understanding of the use case and to define important
technical terms that might have led to misunderstandings otherwise. At
the same time, we reflected on the first draft of the Assurance Case to
further empower all participants to contribute asynchronously (Phase 5).

After that, the participants from winnovation consulting gmbh and I
met every three weeks to discuss the changes each of us had made asyn-
chronously and to improve the Assurance Case in general. For example,
we removed redundancies, merged branches with similar argumentation,
and made formulations consistent (Phase 6). In the later stages, the tech-
nical experts from Rania Wazir e.U. joined the regular meetings as the
focus shifted more and more to considerations of how evidences could be
provided. Once we had a first final version, we handed it over to rotable
for a thorough inspection. There were two follow-up meetings to adjust
the Assurance Case according to their feedback.

Once all participants considered the Assurance Case to be finished,
we checked the required evidences (Phase 7). It turned out that half of
the evidences could not be provided yet, as the software still lacked the
necessary functionality (e.g., to give the students the option to give feed-
back on their plan). Around a quarter of the evidences were not originally
planned to be provided by the system (e.g., to provide statistical infor-
mation to the students). The evidences were color-coded accordingly to
support the remaining software development process. At this point, we
published our results for external discussion (Hauer, Müller-Kress, et al.,
2023) and my participation in the project ended. At this time, the Assur-
ance Case consisted of ∼20 argumentation steps, ∼70 sub-claims, and
∼80 required evidences, ∼30 of which were unique (see Figure 4.7). At
least until all the evidences can be provided, rotable plans to revise the
Assurance Case on a three-month basis as part of their agile development
process (Phase 8).

Figure 4.7: The Assurance Case we developed for the rotable
clinical rotation scheduling software at the end of Phase 6.
Due to confidentiality reasons, no detailed information can
be disclosed. Thus, this figure only serves to get an idea
of what a complete Assurance Case may look like. All gray
elements refer to evidences and functionality that had not
been provided yet at the stage of the software development

process at the time.

The proposed approach is not a deterministic process and will thus not
lead to a unique result. It can also not solve the main and principal prob-
lem of how to define ethical values in a quantified and widely accepted
manner. Nevertheless, it describes a pragmatic approach to arriving at a
well-documented argument about when and under which assumptions a
system is deemed “ethical enough” to be used. Therefore, the framework



4.2. Assurance Case Framework 101

is suitable for supporting requirements engineering processes, even be-
fore the actual development starts (for more about this consideration, see
Section 5.7.3). In this case, the proposed Assurance Case development
process adheres to the precautionary principle (see Definition 18).

Definition 18 (Precautionary Principle)

The precautionary principle, as defined by the EU Commission30 is
one of the main principles on which EU policy is based.31 Ricci and
Sheng, 201332, explain that the precautionary principle is an approach
to innovations focused on caution and prevention, applicable when-
ever policy has to deal with weakly understood causes of potentially
catastrophic or irreversible events, or threats of harm to human life,
property, and/or well-being. Based on this understanding, R. D. Tay-
lor, 2020, argues for applying the precautionary principle at least to
AI-based applications that fall under this delimitation.

An Assurance Case can also be developed during actual development
(as we did in the project fAIr by design), for continuous deployment ap-
proaches, and after the software is deployed but continues to receive up-
dates and upgrades on a regular basis. Additionally, an Assuracne Case
can be easily communicated for an external review or audit, for example,
in case of a lawsuit, or for a certification process33 (see Section 4.1.1).
As standards for certifying the fulfillment of ethical requirements on AI-
based ADM systems are currently insufficient for accredited certification
(see Definition 17, p. 87), companies have to rely on unaccredited auditing
and certification processes if the fulfillment of certain ethical requirements
is to be attested. Using an Assurance Case can help an auditor/certifier to
search for gaps in an ethical assurance argumentation, keep track of the
provided evidences, and challenge the assumptions made by the respec-
tive actors, at least until appropriate standardization documents are avail-
able. Last but not least, an Assurance Case can be used by a company
to communicate the extent to which it complies with ethical requirements
beyond what is required by law, as it enables the company to document
and explain the effort made to decrease and manage ethical concerns in
the best possible way.

30Communication from the Commission on the precautionary principle COM/2000/0001
final, https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A52000DC0001, last
accessed on April 24, 2023.

31Consolidated version of the Treaty on the Functioning of the European Union - PART
THREE: UNION POLICIES AND INTERNAL ACTIONS - TITLE XX: ENVIRONMENT - Article 191
(ex Article 174 TEC), https://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX%3A
12008E191%3AEN%3AHTML, last accessed on April 24, 2023.

32According to R. D. Taylor, 2020, who cites Ricci and Sheng, 2013.
33Brundage et al., 2020, p. 65, state that Assurance Cases are sometimes already re-

quired for certifying safety claims.

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A52000DC0001
https://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX%3A12008E191%3AEN%3AHTML
https://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX%3A12008E191%3AEN%3AHTML
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Assurance Cases could also be improved by applying some sort of Com-
mon Task Framework (CTF) methodology. To apply a CTF, a publicly avail-
able data set and a specific challenge to be solved are provided to a crowd
of people interested in mastering this challenge. All solutions are made
publicly available as well, sorted by some sort of scoring function that
evaluates them (Wikle et al., 2017). The CTF has been applied for years
on well-known data sets, such as the MNIST handwritten digits database34

or those provided by Kaggle35 to push the capabilities of data-driven tech-
nologies (Donoho, 2017, p. 752). While the framework is not suitable for
use with Assurance Cases, the general idea could be adapted by provid-
ing a much discussed, legally and morally challenging task to be solved
by a DDC (such as an AI-based system that suggests credit limits (see
Example 1, p. 14), matches job candidates with open positions (see Ex-
ample 2, p. 21), or assesses the risk of recidivism of criminal offenders
(see Example 4, p. 38)). The task now is not to create a solution based on
a data set provided but to develop a strong argumentation, represented
by an Assurance Case, about what the most important claims to be as-
sured are, how to formulate them precisely enough, and what evidences
need to be provided. Multiple contestants could publish their variations
and make improvements based on the solutions of others. The result may
be a collection of great generic Assurance Cases for specific kinds of ap-
plications that can be used as strong templates for future Assurance Case
development processes (see Phase 4) regarding similar applications. This
is basically what Gauerhof et al., 2018, also argue for in the conclusion
of their publication in which they introduce a generic Assurance Case that
argues safety in autonomous driving.

RQ 5

How suitable is the Assurance Case framework from the field of safety
engineering for use with extra-functional requirements such as fair-
ness?

Answer: A finished Assurance Case is a documentation of why which
evidences, including details of those evidences (e.g., such as test re-
sults), are considered sufficient to imply a claim. Therefore, it may be
useful to communicate the effort made to manage legal demands and
reduce ethical concerns as much as possible.

Applied in the context of an actual software product development pro-
cess, the Assurance Case framework proved to be quite valuable for
formulating relevant requirements to ensure fairness based on the var-
ious understandings of fairness of all stakeholders.

An Assurance Case may also be useful for auditing and certification
practices. To assess the usefulness of the Assurance Case framework
for such purposes, further research is necessary.

34http://yann.lecun.com/exdb/mnist/, last accessed on March 30, 2023.
35https://www.kaggle.com/datasets, last accessed on March 06, 2023.

http://yann.lecun.com/exdb/mnist/
https://www.kaggle.com/datasets
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The use of Assurance Cases to argue the fulfillment of ethical values is
still in its infancy. Nevertheless, the potential benefits are already being
recognized (see, e.g., Porter et al., 2022, DIN/DKE, 2023, Chapter 4).
The extent to which the framework can live up to expectations will be
demonstrated in the form of practical trials over the next few years.

Tests can be performed both in the context of audits according to ISO and
in the context of audits according to Sandvig et al., 2014. Furthermore,
test results can also serve as evidence for an Assurance Case. Which tests
exist and under which conditions they are applicable will be the topic of
the next chapter.
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Chapter 5

Testing

With different auditing procedures, forums can get access to information
or systems to ask their questions. With Assurance Cases (AC), there is a
systematic approach for translating any question or vague requirement a
forum might have into concrete requirements. However, validating that
ADM systems actually meet specific requirements is a challenging task on
its own, no matter how well-conceived and well-formulated they may be.
Especially with non-functional (and extra-functional) requirements, some
room for interpretation in the assessment of whether a software system
complies with them can hardly be avoided. As long as the requirements re-
late to a non-critical product quality, this is not a problem. Non-compliance
’only’ affects the marketability and thus the financial value of a product.
However, if the requirements are intended to implement ethical or even
legal standards – in the case of critical applications, this can also address
product quality, such as in the case of safety-critical applications – this
room for interpretation may represent an ethical risk for the people af-
fected or a legal risk for a company. The task of computationally validat-
ing the fulfillment of requirements is addressed by the topic of software
testing.

Thorough testing of software products has long been a cornerstone of
the software development industry. Especially those software products
that potentially have an immense impact on the lives of the members of a
society need to be tested extensively. However, the use of AI technologies
poses a major challenge to current testing practices, since rules according
to which the system works cannot simply be found in the code and there is
not always an expected behavior1 that can be tested for. Thus, which tests
are appropriate for an ADM system with a data-driven model (DDM, see
Definition 4, p. 16) cannot be answered easily. Pre- and post-processing
steps that incorporate a DDM into a data-driven component (DDC) can be
addressed with traditional software testing approaches. Testing the imple-
mentation of a DDC in a specific context, including, for example, manual
procedures that are part of that implementation, poses further challenges.

This chapter elaborates on the technical term "testing". It explains which
different levels of abstraction are encompassed by the term (Section 5.1)

1The emergence of AI-based systems has led to increasing anthropomorphization of
software systems in everyday language, which is why experts are increasingly criticizing
the attribution of properties to software systems that are restricted to living beings. How-
ever, it is also common in technical jargon to speak of expected and actual behavior in
the context of software (e.g., in IEEE Std. 829 (2008) - Standard for Software and System
Test Documentation, Section 11.2.4), which is why this terminology is retained here.
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and which approaches per level of abstraction are particularly interesting
in the context of testing AI-based applications (Sections 5.2 - 5.7). There
is hardly any right or wrong in defining different levels of abstraction, as
many test-related terms are interconnected. A strict ontology is only nec-
essary to a limited extent, but it is important that the terms be understood
in the same way when communicating with each other. For this reason,
this chapter also deals with varying interpretations of terms.

The collection of test-related terms for each level of abstraction is not
based on a systematic literature research, as the literature on the subject
is too extensive and inconsistent in terms of definitions and ontologies.
Instead, I collected and structured test-related terms2 based on some of
the most cited books on software engineering and testing,3 added rele-
vant terms to the list that I came across during my detailed research, and
made them available online4 with a request for additions and critical feed-
back. Based on the feedback, I extended the list with specific suggestions
and the contents of the ISTQB5 glossary. This is the basis for the most
relevant tests for ADM systems containing a DDM I worked with for this
chapter.

Special focus lies on testing methods that aim to assess the fulfillment
of fairness requirements and how these can be implemented in the con-
text of the various audit concepts according to Sandvig et al., 2014 (see
Section 5.4.2).

5.1 Test Terminology

The very general terms ’test’ or ’testing’ and extensions like ’test method’
or ’test concept’ are used for many different kinds of methods, concepts,
and general ideas. At the same time, there are many things that could
be called a test but which are not designated as ’test’. In the following,
the term test as well as other related terms will be defined as precisely as
possible to avoid ambiguities.

The definition of testing in this thesis is based on ISO 29119-16, which
states that testing is a ’set of activities conducted to facilitate discov-
ery and/or evaluation of properties of one or more test items’, while a
test item is ’the result of an activity, such as management, development,
maintainance, test itself, or other supporting processes’.

In other words, test(ing) is an umbrella term that can be examined at
different levels of abstraction. In the context of this work, a distinction is
made between the following six levels:

2Including, for example, test levels and test development processes that are not tests
themselves, and also terms that do not contain the word ’test’, like code coverage.

3Most importantly: Ammann and Offutt, 2017; Jorgensen, 2014; Myers et al., 2004; Van
Vliet et al., 2008.

4See https://www.linkedin.com/posts/marc-hauer-288a15b2_testconcepts-activity-6
916642155130220545-8CU8?utm_source=share&utm_medium=member_desktop and
https://twitter.com/hauer_p/status/1510874827418226690, both last accessed on June
26, 2023.

5International Software Testing Qualifications Board, https://glossary.istqb.org/en/sear
ch/, last accessed on February 17, 2023.

6Software and systems engineering - Software testing - Part 1: Concepts and definitions.

https://www.linkedin.com/posts/marc-hauer-288a15b2_testconcepts-activity-6916642155130220545-8CU8?utm_source=share&utm_medium=member_desktop
https://www.linkedin.com/posts/marc-hauer-288a15b2_testconcepts-activity-6916642155130220545-8CU8?utm_source=share&utm_medium=member_desktop
https://twitter.com/hauer_p/status/1510874827418226690
https://glossary.istqb.org/en/search/
https://glossary.istqb.org/en/search/
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• Test Level. The test level addresses different test stages in the
software development process (Ammann & Offutt, 2017, pp. 22-23).
Each stage has completely different objectives. Section 5.2 does not
make any novel contribution to this abstraction level but helps to
better understand the test concepts and methods presented in the
following sections.

• Test Concepts. There are some principal types of tests that are
particularly well suited for testing certain properties or for testing in
certain situations. Section 5.3 explains test concepts for traditional
software that can be transferred for testing DDMs and test concepts
specifically tailored for testing DDMs.

• Test Methods.7 There is a large number of test methods described
in the technical literature, most of which can also be implemented
in different variations, depending on the specific test object. Most
of these tests address traditional requirements of a software system.
These aspects are also important for testing AI-based systems, but
there are several significant peculiarities that necessitate extensions
to traditional test activities. For one thing, AI-based systems are
often so-called black-box systems (see Section 4.1), which means
that many test activities are not feasible. In addition, AI-based ap-
plications often do not have an expected behavior to test for, which
makes statistical test methods particularly relevant. These peculiar-
ities open up the field of so-called Black-Box Testing, which will re-
ceive increased attention in Sections 5.4.2 and 5.6.

It should be noted that the focus of Section 5.4 is on test methods
that only become relevant through a DDM. This does not mean that
traditional software tests lose importance. Traditional unit tests, for
example, are still necessary to ensure that the code actually does
what the programmer intended.

• Test Case Generation. For testing activities based on inputs, it is
rarely possible to test the entire input space (and even if possible,
it is a waste of resources). This is because the number of possible
inputs and the combinations of inputs are usually too large to con-
sider every possible case (this problem is also called combinatorial
explosion; see Marijan et al., 2019). Therefore, there are various op-
timization methods for facilitating the generation or selection of test
cases, as shown in Section 5.5, some of which place different weights
on specific objectives. In practice, test case generation must be con-
sidered in the context of the test method to be used. As understood
by the ISTQB, test case generation is even an explicit part of a test
method. As the goal of generating test cases is fundamentally dif-
ferent from that of applying test methods, test case generation is
discussed separately in this thesis.

7In many documents, this is simply referred to as tests (e.g., in ISO 29119-1 Software
and systems engineering - Software testing, Pat 1: Concepts and definitions, Section 4.47).
To prevent ambiguities, the term test methods was chosen for this thesis, as it is not
uniformly used in the literature. The American Society for Testing and Materials (ASTM)
defines a test method as ’a definitive procedure that produces a test result’ (ASTM, 2022),
which corresponds to the understanding in this thesis.
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• Test Schemes. Various test schemes will be explained in Section 5.6
that are often considered test concepts or methods on their own, but
do, in fact, involve one or more other test methods to inspect, for
example, whether tests cover a certain percentage of code or how
well a system under test performs compared to an older version of
itself, an alternative version of itself, or another similar system. To
the best of my knowledge, no term has been coined for this level of
abstraction. Therefore, I choose the term test schemes as it seems
to fit the general idea and is not being used in a different, widely
accepted meaning.

• Test Development Processes. Determining under which circum-
stances which tests should be implemented at which point in the de-
velopment process is the subject of much debate. For traditional soft-
ware tests and software development processes, numerous books
exist that deal extensively with the subject under different terms
(e.g., Jorgensen, 2014, pp. 207-219, refers to the discussion under
the term Life Cycle-based Testing), which is why this topic is de-
liberately not addressed holistically in this thesis. Since the ques-
tion of what exactly should be tested, as well as the selection of
suitable tests and the determination of their benefit, is significantly
more complicated for AI-based systems, modern test development
processes are being continuously refined and new test development
processes are regularly emerging in the field. How the development,
execution, and fulfillment of test requirements can be implemented
within some of these novel processes will be discussed in Section 5.7.

A test is successful in the literal sense if it detects an existing error for
which the test was written. In everyday language, however, it is also said
that a test is successful if it runs without detecting an error. To avoid this
ambiguity, a test that runs without finding an error is also said to pass and
a test that finds an error is said to fail.

Automated tests must be written by hand but can be run completely
automatically on a regular basis, for example, with the help of a so-called
test server. Examination of the test results must be done manually. If
versioning is also used (e.g., with Git or Apache Subversion (SVN)), the
code can be compared with an earlier version if an error is discovered in
order to quickly find the cause. Building an automated testing process of-
ten requires the use of external tools/frameworks, potentially introducing
third-party dependencies and new sources of errors. Test automation is
therefore only worthwhile beyond a certain code complexity and size.

Tests for DDMs differ from tests for traditional software in some essential
points (Jöckel et al., 2021). In traditional software, there is a clearly speci-
fied expected behavior for every possible input. This expected behavior is
developed during the requirements engineering process and recorded in
a so-called specification document.8 It ’specifies, in a complete, precise,

8There is a lot of discussion online about the difference between requirements and
specifications. There seems to be a vague consensus that requirements focus on the
goals to be implemented, whereas specifications address technical details. The technical
literature also shows this tendency, without being in complete agreement on this point
(e.g., Myers et al., 2004, p. 125).
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verifiable manner, the requirements, design, behavior, or other character-
istics of a system or component, and, often, the procedures for determin-
ing whether these provisions have been satisfied’ (IEEE Std 610.12-1990,
1990). A test object is any executable component to be tested against the
specifications. A test objective is defined as ’an identified set of software
features to be measured under specific conditions by comparing the ac-
tual behavior with the required behavior described in the documentation
or specification of the test object’ (IEEE Std 829-2008, 2008).

With DDMs, the expected behavior is only specified for a small sub-
set of possible inputs (ground truth; see Definition 3, p. 13). Therefore, a
specification can only be incomplete. For new inputs without previously
specified correct output, the behavior of the DDM can only be assessed to
a limited extent. Automated evaluation is not possible without a ground
truth, but a human could look at the output and determine whether it is
appropriate. Depending on the specific ADM system (e.g., a prediction
model such as credit score assignment; see Example 1, p. 14), the in-
put can also be used for an actual application to compare the real output
with the model output. Another approach may be to use the ADM sys-
tem output for a practical application (e.g., to assign students a place at
university; see Example 3, p. 33) to check whether the impact is desired.
Furthermore, regardless of whether an output is correct or not, it is possi-
ble to check whether the outputs for many inputs correspond to a desired
distribution or not.

A DDM can be built by dividing the ground truth into a training data set,
(optionally) a validation data set, and a test data set (see Definition 19).

Definition 19 (Training, Validation and Test Data Set)

A very common approach to building DDMs is to divide the ground
truth data into three data sets: training data set, validation data, set
and test data set.9 The training data set is used to train a DDM. The
validation data set is used to ’assess the performance of one or more
candidate [...] models’ (analysis). The test data set is used for quality
assurance of the selected model. Only if testing activities provide suffi-
cient evidence of quality is a product deployed and put into operation.

The training data set has already been introduced (see Section 2.1).
The training process continues until the DDM performs well on the train-
ing data set. If the given combination of training data, (untrained) model
structure, and training process does not result in a DDM that performs well
enough (e.g., after n training iterations), the model structure and/or train-
ing process is adjusted. In the next step, the validation data set is used
to analyze how the trained model performs on previously unseen data. If
performance is bad, it may be necessary to tune the model structure or

9See ISO/IEC DIS 22989 - Information technology - Artificial intelligence - Artificial intel-
ligence concepts and terminology.
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the training process (e.g., by adjusting the hyperparameters) and restart
construction (Ripley, 1996, p. 354). The analysis is often also called ’vali-
dation’. This step is distinct from the definition of validation in the context
of system and product development, as validation in the ML context is
merely an intermediate step in the training process and not an immediate
validation of the final system.

Construction and analysis are repeated (sometimes with multiple mod-
els in parallel) until the model performs well enough on the validation data
set. In this case, the model structure itself is considered to be fitting to
make predictions on the available data. Then the test data set is used to
thoroughly test how well the final model performs (Ripley, 1996, p. 354).
Each data point of this data set can be seen as a test case, providing the
model input and the expected outcome. Due to the analysis step, the
test results should not be all too bad, so if the results are not satisfactory,
the model structure itself is kept and only training is resumed or adjusted
(fine-tuning). Note that adjusting an AI model based on tests or test cases
is a delicate process, as it may specialize on just these cases while results
for other inputs remain unsatisfactory.

Figure 5.1: Visualization of the use of training, validation, and
test data before the deployment of a DDC and runtime data
after deployment. The workflow assumes that only minor
issues may arise during testing and operation as a result of a

proper model construction and analysis process.

Analysis and testing activities are sometimes considered to be the
same (M. Kuhn, Johnson, et al., 2013, p. 67). Additionally, there are
multiple cross-validation techniques that replace the need for a separate
analysis step (M. Kuhn, Johnson, et al., 2013, pp. 69-78); therefore, split-
ting a part of the ground truth into a validation data set is often deemed
obsolete. For the sake of completeness, Figure 5.110 also shows a fourth

10Note that this lifecycle model (as well as many other similar models) basically shows
the same process as the long chain of responsibility (see Figure 3.2). Different lifecycle
models are designed to communicate different ideas. While the focus of the long chain
of responsibilities is on illustrating the challenges of assigning responsibility, Figure 5.1
shows how different data sets are used for quality assurance in different steps of the
development process of a DDM.
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step, operation (see also Sections 3.1.7 and 3.1.8). In this step, runtime
data that is generated during the application of an ADM system is mon-
itored without using any of the three data sets that result from splitting
the ground truth. This is also called Field Testing or Post-Market Monitoring
(see Field Testing in Section 5.5).

Testing the training process itself does not provide any information
about the behavior of a DDM. Since the functionality of a DDM is derived
from and evaluated on data, it makes sense to perform testing activi-
ties on them (see Data Set Testing in Section 5.3). Another test object
is the DDM itself. Unlike in traditional software testing, requirements on
functional correctness need to be given a probabilistic sense, as the input-
output relationship cannot be fully specified and uncertainty in the DDM
outcomes (and DDC outcomes, if there are any pre- or post-processing
steps, see Definition 4, p. 16) cannot be fully eliminated. Aspects to test
for in this way are, for example, prediction quality and fairness (see Sec-
tion 2.3.3). Further test objectives might be performance under specific
conditions (e.g., environmental influences or replacement of sensory hard-
ware) or explainability (see Definition 15, p. 52).

RQ 6

How does traditional test terminology differ from test terminology in
the context of DDCs?

Answer: For traditional software systems, the test objects are indi-
vidual components of the system or the system as a whole. Each
component contributes to a specific function or set of functions of its
associated system, which allows a clear definition of the requirements
to test for. The definition of test objectives can be derived directly
from the requirements.

For DDCs, the test object can be the data, the DDM, the process in
which it is used (e.g., when there is an obligation to use the DDC only
for recommendations), and, depending on how it is intended to be
used, many other things. For most of these test objects, it is rather
challenging to define clear test objectives, as test requirements range
from quality aspects (e.g., prediction quality, fairness, and robust-
ness) to insight and control (e.g., documentation and explainability)
to adherence to manual processes and protocols (e.g., a human in the
loop). The test objectives can rarely be formulated as strictly defined
expected behaviors, but as required confidences in terms of probabil-
ities.

5.2 Test Levels

The explanations of the test levels are largely based on Myers et al., 2004,
Chapter 6. They are largely consistent with what is stated in the broader
software testing-related standard literature. Function Testing is excluded,
as there are too many discrepancies in the literature explaining this term
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and it remains unclear whether it is the same as Functional Testing.11 In-
stallation Testing is not of interest for this thesis as it deals with testing
installation processes, which are not within the scope of this work.

Acceptance Testing refers to testing activities performed by the end
user to show that the system does not provide the agreed range of func-
tions or is defective. If the end user fails, the acceptance tests pass.

System Testing tries to determine whether a system does not meet
its objectives. For this purpose, measurable objectives must be defined.
If such objectives are not available, they need to be extracted from the
planned application context or the requirement documents.

As software testing is traditionally an activity governed by software sys-
tem developers and providers, the common test level terminology follows
a generic development lifecycle that does not consider testing activities
beyond the deployment of a software product, i.e., after Acceptance Test-
ing is finished. Testing activities after deployment, for example, by cus-
tomers, NGOs, scientists, etc., can be considered System Testing or Accep-
tance Testing, as test concepts and methods that are usually considered
at any of these two levels can be applied.

Integration Testing ’focuses on the interaction of components and sys-
tems’12. Due to the combinatorial explosion of possible inputs, not every
combination can be tested at the system test level. Therefore, integration
tests have a spot-checking character, with the interaction of critical com-
ponents to be tested in particular detail. At least when component(s) and
system(s) are developed by the same organization, Integration Testing is
an integral part of Module Testing. Therefore, Integration Testing is some-
times not considered a separate test level.

Module Testing (also called Unit Testing13, Component Testing (Ut-
ting & Legeard, 2010) or Developer Testing (Myers et al., 2004)) is about
finding errors in a functional code segment by comparing the expected
behavior with the actual behavior in terms of correct inputs, edge cases,
wrong inputs, and non-processable inputs. Those testing activities can
also be performed when a module is integrated into a more complex sys-
tem. In this case, Module Testing and Integration Testing overlap. Since
only individual modules are tested, module tests are particularly suitable

11See, for example, the definition of Function Testing according to Myers et al., 2004
vs. the definition of Functional Testing according to Jorgensen, 2014. It seems to be clear
that Function Testing and Functional Testing are different levels/concepts, though neither
refers to the other level/concept. Other literature does not seem to provide any help in
this regard.

12https://glossary.istqb.org/en_US/term/integration-testing-3-2, last accessed on May
15, 2023.

13Sometimes Module Testing and Unit Testing are considered to be the same (e.g., Myers
et al., 2004, Chapter 5); sometimes the distinction is made that Unit Testing focuses on the
smallest units of code while Module Testing focuses on testing an isolated ’module’ that
implements a specific functionality and the interaction of the units the module contains
(e.g., Ammann and Offutt, 2017).

https://glossary.istqb.org/en_US/term/integration-testing-3-2
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for monitoring potential errors when changing the code of a running sys-
tem. For the same reason, they also provide a good basis for building a
reusable code base.

There is already a great deal of literature on testing traditional software at
all levels (e.g., Jorgensen, 2014; Myers et al., 2004; Utting and Legeard,
2010). Therefore, the following sections will focus only on test concepts
and test methods that are suitable for testing the special properties and
requirements of ADMs with DDCs. On the one hand, this refers to tradi-
tional test concepts whose basic idea can be transferred to testing DDCs
and, on the other hand, to test concepts that were explicitly developed for
testing DDCs. At the same time, it excludes module testing, which does
not differ from traditional software systems.

5.3 Test Concepts

Test concepts are principal types of tests that are particularly well suited
for testing certain properties or for testing in certain situations.14 Each
test concept encompasses various possible test methods (see Section 5.4)
and/or test case generation methods (see Section 5.5). As there is a great
number of test concepts, this section only lists those that are especially
interesting to explore to test a DDC. Nevertheless, most of these concepts
are also used for non-data-driven software systems and are discussed in
detail in the respective technical literature. Thus, it is possible to benefit
from the experience gained there when using these concepts to test DDCs.

Data Set Testing is necessary to ensure that data collection and pre-
processing (see phases B and C of the long chain of responsibilities in
Sections 3.1.2 and 3.1.3) have been performed well and to identify the
need for (further) data collection and/or pre-processing. Some methods
focus on statistical evaluations, either by computing statistical values or
by using data visualization techniques (Vartak et al., 2015). Others check
whether values are within expected ranges. Both approaches try to iden-
tify outliers, which trigger a manual validation check. Such an evaluation
can be very subjective and should only be carried out with great cau-
tion. Even if values seem to be unrealistic, they might result from events
whose inclusion in the data may be important (e.g., the COVID-19 crisis
had a huge impact on health-related data sets; see, e.g., Giuntella et al.,
2021) or from gradual drifts in trends over a longer period of time (Poly-
zotis et al., 2017). However, if many values are found outside an ex-
pected range, it is worth investigating the reasons. Mistakes may have
been made in data collection or processing. These challanges can also
be partially automatically adressed by manually setting a value range for
which the respective feature is automatically checked. If too many values
are found outside the range, the test runs red (Polyzotis et al., 2017). If
data stems from multiple sources, another approach is to validate that

14ISTQB refers to the term ’Test Type’ with a similar understanding: ’A group of test ac-
tivities based on specific test objectives aimed at specific characteristics of a component
or system’, https://glossary.istqb.org/en_US/term/test-type-4-2, last accessed on May 15,
2023.

https://glossary.istqb.org/en_US/term/test-type-4-2
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all sources are valid; for example, if 9 of 10 sources show a similar trend
and one does not, inspecting whether the deviation has a viable reason
or not might be advisable. It is also important to check whether specific
values are ascribed a special meaning (e.g., -9999 to represent missing
data) and to ensure that training, validation, and test data are encoded
in the same way (e.g., that categorical data is represented by the same
numerical values; see Hynes et al., 2017). Some of the listed approaches
are independent of a DDC and are also discussed in the database man-
agement system literature (see, e.g., Ramakrishnan et al., 2003). Data
Set Testing also involves simply reflecting upon the available features and
whether they are relevant for a given task. Last but not least, the training
data can be tested for bias (see, e.g., Hynes et al., 2017; Polyzotis et al.,
2017).

Penetration Testing refers to all testing activities aimed at finding the
vulnerabilities of a software system. There are many generic approaches
(e.g., crashing the application and dumping the system to search for un-
encrypted passwords, or brute-force approaches), but Penetration Testing
also comes down to good intuition about a software system and creativity.
Red teaming describes the process of having both internal programmers
who know the code and external security experts or hackers who are fa-
miliar with sophisticated software for Penetration Testing attempt to find
and exploit vulnerabilities (Potter & McGraw, 2004). Due to the increas-
ingly large role played by AI-based systems in everyday life, more and
more attempts to attack these systems are to be expected. Therefore, it
is becoming increasingly important to take an attacker’s perspective in or-
der to detect vulnerabilities and eliminate them. If finding discriminatory
system behavior is understood as an attack, Penetration Testing methods
can also be used to detect and mitigate such behavior. This will be ex-
plained in detail using the example of a Penetration Testing method called
Adversarial Testing in Section 5.4.2.

Performance Testing is concerned with testing several aspects of per-
formance. Mostly, it is about the speed or accuracy with which tasks can
be executed (Myers et al., 2004, p. 137). This can often be automated and
is especially useful for Regression Testing, which will be explained in Sec-
tion 5.6. However, how exactly performance is best evaluated is poten-
tially subject to constant change, which is why automation is only partly
useful. In addition, aggregated information across many subsystems is
not useful, as the focus is on detecting particularly underperforming (e.g.,
slow) subsystems. Performance can also refer to how ’usable’ a system is,
for example, in terms of the user interface. Here, only manual checking
is possible. Benchmark Testing is a special form of Performance Test-
ing that involves the (automatable) comparison of performance metrics.
Measuring quality or fairness metrics and comparing them to predefined
benchmarks (thresholds) is a standard procedure for testing DDCs (more
on this in Section 5.4.2).

Testing with different operating systems, hardware devices, etc., is called
Configuration Testing. The purpose of this test concept is to check
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whether a hardware component is insufficient for the purpose of a soft-
ware system. Many ADM systems, regardless of whether they contain a
DDC or not, obtain the data on which decisions are based in an applica-
tion context from various sensors (e.g., cameras, microphones, bumpers,
etc.). Configuration Testing can be used to determine the minimum re-
quirements that hardware must meet to be used for such a system.

Just as it is important to test the software and the hardware, it is also
important to test the documentation, which includes ’user manuals, on-
line help, design features and specifications, source code comments, test
plans, test reports, and anything else written that explains how something
should work or be used’ (Mamone, 2000, p. 26). In the context of this
thesis, two aspects of Documentation Testing are especially relevant.
First, each documented example is expected to be an implemented test
case (Myers et al., 2004, p. 142). This also includes negative examples,
such as specific discrimination scenarios. Second, all test results should
be documented, for example, to allow carrying out an evaluation in the
context of Regression Testing (see Section 5.6), or to enable an assess-
ment in the context of an audit (see Chapter 4).

Procedure Tests refer to activities for testing manual processes that are
part of using the software system to be tested (Myers et al., 2004, p. 142).
As probabilistic decision-making processes are always at risk of erring, re-
gardless of how small the process may be, operators often decide to use
such systems only to get recommendations; the actual decisions are made
by humans. In some cases, there is even a legal obligation that there be
a ’human in the loop’ (e.g., according to Art. 22 GDPR). Procedure tests
aim to find out whether manual processes are suitable for their purpose,
whether they work, and whether they have any undesirable side effects.

Since most ML methods are black-box systems, it is often difficult to un-
derstand how exactly an output is generated, i.e., which factors have a
particularly large influence on the result in individual cases or in general.
Some explainability methods attempt to provide insights here, while
others attempt to make the decision structure of a model comprehensible
or provide reference samples for a given label (see Definition 15, p. 52).
Explanation approaches are often considered to be a specific kind of test-
ing, but have a fundamentally different goal, which is why the general
idea is seen as a separate concept here.

(Technical) Reviews refer to any manual process by one or more indi-
vidual(s) who search for defects or possible improvements in the code by
hand. Based on this definition, they can be understood as a test concept
according to Jorgensen, 2014, p. 417, ISTQB15 glossary, and ISO 29119-1,
or even as a test method according to Myers et al., 2004, p. 22. At the
same time, what all of them describe also matches the definition of code

15International Software Testing Qualifications Board: https://glossary.istqb.org/en_
US/term/technical-review-1-3, last accessed on February 17, 2023. Reviews are static
tests carried out by experts on work products. In this sense, Documentation Testing and
Reviews are the same thing according to the ISTQB.

https://glossary.istqb.org/en_US/term/technical-review-1-3
https://glossary.istqb.org/en_US/term/technical-review-1-3
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audits as described by Sandvig et al., 2014, which were already discussed
in Section 4.1.2.

5.4 Test Methods

Test methods describe concrete test activities that provide a measurable
result that can be compared to an expected behavior. As mentioned ear-
lier, such an expected behavior is often not available in the context of AI-
based applications, especially when testing a black box for fairness (Krafft
et al., 2023). In the context of testing, the collection of expected behaviors
is also called a (test) oracle. Depending on whether an oracle is available
or not, different test methods may be applicable; therefore, Section 5.4.1
elaborates on the so-called Oracle Problem. Section 5.4.2 focuses on
test methods that are either particularly suitable or adaptable for testing
black-box ADM systems for bias (which is also one definition of Black-Box
Testing; see Section 5.6). Section 5.4.3 explains how these methods are
related to the black-box audit forms described in Section 4.1.2.

5.4.1 The Oracle Problem

An oracle is any method that allows validating whether the system output
can be considered correct (Howden, 1978). A ground truth, for example,
is a frequently used special form of a test oracle, as the correct output
for a limited set of inputs is known. There are also probabilistic oracles
for which a certain error rate is tolerated (Barr et al., 2015), for example,
an algorithm or process that provides a probability that the test result is
correct. As already mentioned, the information about what can be consid-
ered as ’correct’ output for most of the possible inputs is often missing for
DDCs. This is the so-called ’oracle problem’.

To counteract this problem, there are test methods for assessing the
bias of DDCs that do not require a traditional oracle at all. Some test for
a certain ratio or distribution in the outputs, regardless of whether the
respective outputs are correct or not. Others are based on an oracle sub-
stitute (Krafft et al., 2023). Depending on the definition, both could also
be considered oracles – the literature is not clear regarding this classifica-
tion (Barr et al., 2015). To avoid confusion, such determinations (whether
test result distributions are accepted as correct or not, and substitutes)
are explicitly not considered oracles in this thesis.

5.4.2 Test Methods Suitable for Assessing the Bias of DDCs

Various test methods have been specifically developed to assess the bias
of DDCs, and some traditional test methods can be applied to this task.
These methods aim to evaluate the performance of systems regarding a
protected attribute in the data. While none of these methods is suitable
for guaranteeing discrimination-free decisions if the corresponding tests
pass, they are suitable for showing discriminatory decisions if the corre-
sponding tests fail. Note that most of the described test methods do not
necessarily require an oracle. If the corresponding tests fail, however, it is
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impossible to determine without an oracle whether the disadvantaged in-
dividual or group is getting excessively poor results or whether the advan-
taged individual or group is getting excessively good results. Thus, these
test methods serve to detect bias but do little to support investigation of
the problem. Also, note that each of the described methods relies on the
availability of information about protected attributes regarding which fair-
ness is to be tested. However, in many contexts, such information may
not be available for testing purposes due to legal restrictions (e.g., due to
the GDPR). Thus, fairness testing may need to be based on artificial data,
which might not sufficiently represent the real data.

Testing Based on Quality and Fairness Measures. The general idea
of quality and fairness measures has been thoroughly introduced in Sec-
tion 2.3.3. There are various ways to transform the plain computation of
such measures into test methods. All of them are based on comparison
with a threshold ε, which is interpreted as the expected behavior to which
the tests result are compared (Haeri Amir et al., 2023).

To test prediction quality for example, that of a binary classifier – at
least any quality measure Q based on the confusion matrix can be com-
puted and compared to a previously specified ε:

Q ≤ ε (5.1)

In the case of group fairness measures (see Section 2.3.3.1) that are
based on the comparison of the quality measure values of two sensitive
groups A and Ā, there are at least two ways to compute the level of fulfill-
ment. The first is to compute the absolute difference:

−− | (QA − QĀ) | (5.2)

The closer the difference is to zero, the fairer the system is considered
to be. Similarly, the ratio between the two measures can be used as an
indicator of the extent to which the parity requirement is met:

QA

QĀ

(5.3)

In this case, the system is considered to be fairer the closer the ratio
is to one. Note that the ratio is only helpful for comparing high values, as
expected, for example, from correct classification rates. False classifica-
tion rates might differ in magnitudes but will still be very small for both
sensitive groups.

Given the difference or the ratio of the measures in the two groups, a
threshold ε can be added that specifies to what degree the quality mea-
sure values are allowed to differ, i.e.:

| (QA − QĀ) | ≤ ε (5.4)

|
QA

QĀ

− 1 | ≤ ε (5.5)
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As common quality measures are computed on confusion matrix val-
ues, which again require an oracle (see Table 2.2, p. 36), testing based on
fairness measures that compare quality measure values requires an oracle
as well. However, for group fairness measures not based on a compari-
son of quality measures, such as Statistical Parity (see Section 2.3.3.1), a
threshold can also be defined. In this case, the measure is referred to as
a Relaxed Statistical Parity version (Barocas et al., 2017, p. 55):

Pr(Ŷ = 1 | A = α)

Pr(Ŷ = 1 | A = β)
≥ 1 − ε (5.6)

Individual fairness (see Section 2.3.3.2) in its raw form is only suitable
for testing the fairness of single decisions, as the results for individuals do
not provide information about the behavior of the system as a whole. How-
ever, individual fairness can be reformulated by calculating it pairwise for
all data points in a larger data set to automatically check whether dissim-
ilar inputs often receive similar outputs and vice versa. If the fairness of
a classifier (see Definition 7, p. 23) is to be tested, a function is required
that states whether two inputs are similar or how similar two inputs X1

and X2 are. The outputs Ŷ1 and Ŷ2 are either the same (class) or not.
In the case of a scorer (see Definition 7, p. 23), a second function is re-
quired that states whether the outputs are similar or how similar they are.
Common functions for computing the similarity of vectors and scalars are
the Minkowski distance (see Equation 5.7) and the cosine similarity (see
Equation 5.8) (Ontañón, 2020, pp. 5312-5313). In its basic form, testing
based on individual fairness assumes that all input information is equally
important. If certain information is more important, it can be weighted or
potentiated in similarity functions.
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Counterfactual fairness (see Section 2.3.3.4) can also be used for bias
testing, by checking for every data point in the test data set and their
counterfactuals whether they are counterfactually fair. It may be unlikely
that an ADM system can fully satisfy counterfactual fairness, so a thresh-
old must be specified, such as the percentage of the test data set that
must satisfy counterfactual fairness, for the test to pass. In the case of a
scorer, a second threshold must be defined, stating whether the outputs
for an original input and its counterfactual are sufficiently similar.

Differential Testing compares the system under test S with another
system A having the same or very similar functionality (Evans & Savoia,
2007); for example, two systems suggesting open job positions. A could
also be an older version of the system under test S′; in this particular
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case, the method is called Back-to-Back Testing (Vouk, 1988). When S
predicts people’s future behavior, it can even be compared to the judg-
ment of human experts. In each of these cases, the outputs of A (or the
human experts) are an oracle substitute. The test method consists of tak-
ing a large set of inputs to both systems and comparing the respective
outputs (McKeeman, 1998). Depending on the specific implementation,
different variations of the procedure are possible (see Figure 5.2). There
could be a purely statistical evaluation of the number of cases in which
the two systems contradict each other. If there are too many discrepan-
cies for a given type of input, the test fails (Petsios et al., 2017a). In this
case, the test can be automated. However, discrepancies can also come
from the fact that the systems do not have exactly the same functionality,
but only very similar functionality. Thus, the test method can only be used
to detect discrepancies in behavior, which then have to be evaluated by
hand (Groce et al., 2007). This approach is particularly interesting when
multiple (potentially also black-box) systems are used as A for compari-
son (Pei et al., 2017).

Figure 5.2: Differential Testing results can be evaluated sta-
tistically or individually (Krafft et al., 2023). The less similar
S and A are, the less meaningful the statistical evaluation.

The advantage of Differential Testing is that the effort for manually
labeling test data can be limited to those cases where the results contra-
dict each other. Furthermore, these edge cases can then be added to the
training data to improve the system under test S.

The disadvantage lies in the danger that all compared systems could
have been created by developers who tend to make the same mistakes
or have the same bias (Knight & Leveson, 1986). This may produce faulty
outputs that cannot be detected based on this kind of test. Also, there
needs to be an alternative system or an older version of the system under
test to which the results can be compared.

Adversarial Testing is an approach based on the success rate of find-
ing so-called ’adversarial examples’. An adversarial example is a slightly
modified example input that was created specifically with the purpose
of resulting in incorrect model output (Goodfellow et al., 2014). There-
fore, this is a kind of Penetration Testing (see Section 5.3). When this
method is used with malicious intent, it is also called an ’adversarial at-
tack’. ANNs, in particular, are considered especially susceptible to this
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type of attack (Szegedy et al., 2013). There are different methods for find-
ing adversarial examples, depending on how much information a tester
(attacker) has. In the case of black-box systems, the tester only has in-
formation about the system input and the system output. To the best of
our16 knowledge, this leaves only the method of decision-based attacks
for finding adversarial examples (Brendel et al., 2018). In this case, the
tester queries the system to be tested with synthetic inputs selected by
a heuristic process to train a substitute model (also called a surrogate
model; see Definition 15, p. 52) that mimics the decision boundaries. To
find such decision boundaries, the system needs to be probed with input
data that is iteratively adjusted depending on the respective system out-
put. As the internal mechanisms of this substitute model can be observed,
various algorithms can be applied to find adversarial examples that also
work on the original model (Papernot et al., 2017). According to Bren-
del et al., 2018, this method works well for systems with low intra-class
variability, but for other systems, there is a lack of experience. While the
process of building a substitute model can be automated, the initial setup
and its refinement need to be done by hand. This process can be quite
difficult and time-consuming. It might take multiple iterations of trial and
error to build a substitute model that shows sufficiently similar behavior
as the system under test.

While with traditional Adversarial Testing, the goal is to identify inputs
that lead to wrong outputs, this method can also be used in the con-
text of bias detection by identifying input vectors for which a change to
a protected parameter results in a change to the system output (see Fig-
ure 5.3). Based on the assumption that the protected property should not
change the result, such a change is an indicator of an unwanted (unex-
pected) behavior, regardless of which of the two decisions was correct.
Thus, there is no need for an oracle.

Figure 5.3: Comparison between a non-adversarial (left) and
an adversarial (right) example pair. The persons in each pair
differ from each other only in their gender. This should not
affect the result in any case (left). However, the automatic
testing process has found an example where the output dif-

fers between the persons (right).

There can be no absolute protection against wrong individual cases.
Therefore, a measure is required that states under which circumstances
different results as a consequence of a change to a protected parameter
are acceptable. This is called an exit criterion. It may be the time until an
adversarial example has been found or the number of attempts needed

16In Section 5.4, ’we’ and ’our’ refers to the authors of Krafft et al., 2023.
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to find an adversarial example. In either case, the evaluation is based on
individual results and therefore of a qualitative nature.

The basic concept of Metamorphic Testing is to develop assumptions
about the input-output relationship of the system, so-called metamorphic
relations, and then to adapt the test cases in order to test these assump-
tions (T. Chen et al., 1998; Segura et al., 2016). The metamorphic relations
describe as formally as possible how changes in (individual) inputs should
affect the outcome of the system under test (T. Y. Chen et al., 2003). For
example, in the context of a system for selecting applicants for a job, if
two applicants A and B differ only in terms of gender and years of ex-
perience, the person with more years of experience is expected to get a
higher score. The metamorphic relation in this case states: If A and B are
equal but A has more years of experience, it should get an equal or higher
outcome, independent of gender.

More sophisticated metamorphic relations can be defined as well, e.g.:
If A has more years of experience than B but is younger, A should gener-
ally have a higher outcome, independent of any other input information,
including gender. It is also possible to define multiple (non-contradictory)
metamorphic relations that all have to hold. In this way, the design flexibil-
ity of metamorphic relations allows investigating more complex questions
around bias without increasing the complexity of the test.

Figure 5.4: Example of the metamorphic relation ’If A has
more years of experience than B and both have the same
age, A should generally have a higher outcome, regardless
of any other information’. In this case, all candidates of the

same age can be compared pairwise.

In practice, it is almost impossible to completely satisfy metamorphic
relations addressing bias. A threshold is needed that states how much
results may differ to still be considered as fulfilling the metamorphic re-
lation. Additionally, a second threshold might be necessary that states
the maximum number of test instances for which the metamorphic re-
lations may not be fulfilled for the test to pass. This also means that a
quantitative evaluation is performed. Once a metamorphic relation and
a function to compare the results have been specified, the test method
can be completely automated. While performing Metamorphic Testing
approaches involves only little effort, appropriate metamorphic relations
need to be specified in advance. This task is usually performed by a do-
main expert or experienced programmer and may introduce considerable
effort (Kanewala & Bieman, 2013; Segura et al., 2016).
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Dealing with Negative Test Results regarding Bias

Regarding the handling of negative test results, a distinction must be
made between two scenarios: internal tests for quality assurance and
external tests to challenge the system.

If internal tests are not passed, the focus is on improving the ADM
system so that the tests are passed. If tests reveal functional errors, these
can simply be fixed. There is no difference between traditional software
systems and DDCs. Depending on the complexity of the code, this is not
always easy, but generally feasible. In the case of non-functional errors,
it depends on the non-functional property that is insufficiently fulfilled as
to what exactly possible improvements could look like. For example, if
the system reacts too slowly to inputs on a selected test machine (the
non-functional requirement of time behavior, according to ISO 2501017),
changes are necessary to make the system more performance-oriented,
for which there are potentially numerous possibilities.

Dealing with failed fairness tests on DDCs is particularly difficult be-
cause it is hard to determine the causes. There may be a problem with
the data. Training data that does not meet the desired ideal of fairness,
whether or not it is accurate and representative, is likely to produce a cor-
responding DDC that meets the implications of the training data. Even
if the training data appears to be unproblematic, proxy variables may be
the cause of indirect discriminatory behavior. In addition, it is also pos-
sible that discriminatory behavior arises from the training process or a
combination of factors.

If there are errors in the training data set (see Data Set Testing in Sec-
tion 5.3), these can be corrected. In the worst case, the data collection
process needs to be changed and/or repeated. However, if the data is cor-
rect and representative, but still disadvantageous for a protected group
of people, it gets tricky. The DDC resulting from the data will most likely
reflect the discriminatory information in its decision structure and thus fail
the corresponding fairness tests, even though the quality of the informa-
tion corresponds to the specifications. In order to specifically establish
fairness without reducing the meaningfulness of a DDC, a large number
of different methods are discussed in the literature. These can be divided
into three categories: pre-processing methods, in-processing methods,
and post-processing methods.

Pre-Processing Methods transform the data set in a way that unfair
data is mapped onto a fair subspace while attempting to preserve correct-
ness (see, e.g., Kamiran and Calders, 2012; Zemel et al., 2013; Feldman et
al., 2015; F. Calmon et al., 2017; F. d. P. Calmon et al., 2018; Lahoti et al.,
2019). Reweighing, for example, assigns weights to the data instances to
adjust the probability that a data point is used for training. For this tech-
nique, all samples can be selected multiple times. Therefore, data points
that provide more fairness are selected more frequently (Calders et al.,
2009).

In-Processing Methods focus on the DDC or a combination of DDCs

17Systems and software engineering — Systems and software Quality Requirements and
Evaluation (SQuaRE) — System and software quality models.
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(see, e.g., Kamiran et al., 2010; Kamishima et al., 2011; Bechavod and
Ligett, 2018; Grgić-Hlača et al., 2018; Iosifidis and Ntoutsi, 2019; Grari
et al., 2020). One approach consists of building group-specific classifiers
to achieve higher fairness for each group (Calders & Verwer, 2010; Ustun
et al., 2019). Another approach represents an adaptation of the training
process, for example, by setting a threshold for a fairness measure as a
secondary exit criterion for the training process (Kamishima et al., 2012;
Grgić-Hlača et al., 2016; Grgić-Hlača et al., 2018; Goel et al., 2018). Since
most training concepts of DDMs are optimization problems, partly even
non-deterministic ones, this latter approach does not necessarily lead to
an accuracy-fairness trade-off. The result of the training is generally not
the best possible DDC, but one of a large number of ’very good’ ones. This
is called the ’Rashomon Effect’ (see Definition 20). By incorporating a fair-
ness measure into the training process, it is possible, at least in theory, to
find a DDC that has about the same classification quality as a DDC that
was not optimized for fairness at the same time (D’Amour et al., 2022,
pp. 30-32). In practice, however, the literature shows at least a small
reduction in accuracy (Kamishima et al., 2012; Grgić-Hlača et al., 2016;
Grgić-Hlača et al., 2018; Goel et al., 2018).

Definition 20 (Rashomon Effect)

The ’Rashomon Effect’ describes the situation of having a multitude of
different functions (DDCs) with about the same minimum error rate
in a test data set that are completely dissimilar in their decision-
making structure and can thus produce completely different outputs
on new data (Breiman, 2001). A set of such functions is also called
a ’Rashomon Set’ (Fisher et al., 2019). The effect is particularly sig-
nificant for training and testing complex DDCs, since it is possible, in
principle, to find an alternative DDC within a Rashomon set that is just
as good as the one already found with respect to a primary goal but
performs better with respect to a secondary goal.

Post-Processing Methods aim at correcting decisions made by the
classifier (see, e.g., M. P. Kim et al., 2019; Lohia et al., 2019) or modify-
ing the classifier after training to accomplish fairness (see, e.g., Fish et
al., 2016; Woodworth et al., 2017; Dwork et al., 2018). Kamiran et al.,
2012, for example, propose two easy-to-understand methods: Reject Op-
tion based Classification aims not to reject labels with high uncertainty,
but to determine them in such a way that they contribute to more fair-
ness. The second method, called Discrimination-Aware Ensemble, uses
an ensemble of classifiers to find data instances on which the classifier to
be adjusted does not match the others. Then the result of a classifier that
improves fairness is selected. It is important to note that increasing the
fairness of any learned classifier post-hoc inevitably reduces predictive
accuracy at least for some individuals (Bechavod & Ligett, 2018). It can
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also happen that the advantaged group is treated worse by such methods,
for example, by achieving rather bad quality measure values. This is not
in line with the basic idea of fairness or quality. Mittelstadt et al., 2023,
Chapter 2, refer to this phenomenon as ’levelling down’. As a solution,
they suggest allowing only fairness-promoting modifications that result in
better treatment of the disadvantaged group (’levelling up’, Mittelstadt et
al., 2023, Chapter 6).

If the test results are unsatisfactory during external tests, the auditor can
pass a negative judgment and thus induce consequences for the actor.

5.4.3 Applying Test Methods for Assessing Bias in the Con-
text of Black-Box Audits

The results of tests alone are not sufficient to provide evidences for quality
and/or fairness. Test methods can be incomplete or poorly executed; the
test data can be produced, selected, or pre-processed in a way that hides
unwanted (unexpected) behaviors; the test results can be manipulated or
outright faked. That is why it makes sense to have external parties carry
out an audit process. If an external auditor has full access to the system
under test, for example, during a 2nd or 3rd party audit according to ISO
1901118 (see Section 4.1.1), they can assure that all tests are performed
thoroughly and the results are not manipulated. However, if the external
auditor has no access to the system under test beyond the access every-
one else has as well and an audit according to Sandvig et al., 2014, is to
be performed (see Section 4.1.2), the list of applicable bias test methods
may be limited:

Table 5.1: Compatibility of test methods and auditing con-
cepts for black-box analyses (Krafft et al., 2023). The yellow
boxes indicate restricted compatibility, which will be elabo-

rated further in the following section.

Non-Invasive
User Audit

Crowdsourced
Audit

Sock Puppet
Audit

Scraping
Audit

Group fairness measures
based on quality measures

% !/% !/% !/%

Group fairness measures not
based on quality measures

! ! ! !

Individual fairness ! ! ! !

Counterfactual fairness % % ! !

Adversarial Testing % % !/% !/%

Differential Testing % !/% !/% !/%

Metamorphic Testing !/% !/% ! !

In the context of a Non-Invasive User Audit or Crowdsourced Audit, the
influence of user profiles can only be determined statistically, as the pro-
files of the participants already have a history. On the one hand, it is hardly

18Guidelines for auditing management systems.
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possible to make specific changes to the test setup in order to take the
influence of this history into account or to test in a more targeted manner.
On the other hand, as long as users are selected uniformly at random,
it may be possible to detect bias with respect to the user profiles, given
the profiles are also available for testing purposes. Metamorphic Testing
may also only be a valid option if sufficient user profile information from
the participants is available in addition to the submitted data to evaluate
the metamorphic relations of interest. Counterfactual fairness is not an
option, at least not in most cases, as it may not be possible to construct
and submit sufficiently accurate counterfactuals, especially considering
the possible impact of profiles. Further applicable test methods depend
on whether an oracle is available or not (see Table 5.1).

In a Non-Invasive User Audit, the auditor has no influence on the inputs
made by the user. Thus, fairness measures based on a ground truth can
most likely not be computed, as the auditor cannot specifically select or
construct test inputs for which an oracle is available. The evaluation of
the data (in the context of bias) is limited to a manual examination of in-
dividual cases and statistical evaluations, such as individual fairness and
group fairness measures not based on a ground truth.

To perform Differential Testing in a Crowdsourced Audit, the users must
submit their input to both systems and retrieve both outputs. The results
can then be used for further investigation.

When applying a Sock Puppet or Scraping Audit, the behavior of the bots
or the queries to scrape with can be modified at any time. This allows
the application of any of the previously discussed test methods. Still, the
selection may be limited depending on whether an oracle is available,
whether it is possible to interact directly with a system, and whether the
test should be automatable (see Figure 5.5):

• If no oracle is available, it is not possible to calculate fairness mea-
sures based on a ground truth (F).

• If the system can only be reached via a mediator, it is not possible to
make the adjustments to the input at runtime that are necessary for
Adversarial Testing (A).

• If the tests are to be performed on a regular basis and are therefore
to be automated, individual evaluation based on Differential Testing
(D) is not an option.

Consequently, Metamorphic Testing (M) or fairness measures not based
on a ground truth (N), including individual fairness and counterfactual fair-
ness, can always be applied. In general, a Sock Puppet Audit is useful
when the influence of human interaction is to be part of the evaluation
(like typing or clicking) or if there is no API by which a system can be sys-
tematically tested (see, for example, Krafft et al., 2020). The challenge
of creating bots that are not recognized as bots by the system under test
should not be underestimated (Krafft et al., 2020).

In the context of a Scraping Audit, access to an API may be limited to
a given number of submissions per time or to a certain maximal number
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Figure 5.5: Venn diagram showing how the questions of
whether an oracle is available, whether interaction with the
system can only take place via a mediator, and whether
the test should be automatable limit the selection of possi-
ble test methods in the context of a Scraping Audit or Sock
Puppet Audit (Krafft et al., 2023). A = Adversarial Testing,
D = Differential Testing, Dq = Differential Testing (quanti-
tative evaluation only), F = Fairness measures based on a
ground truth and counterfactual fairness, M = Metamorphic
Testing, N = Fairness measures not based on a ground truth

including individual fairness.

of input data. This problem can be addressed if the audit is extended to
include a crowdsourced approach, by having many participants who either
make their own queries and donate the results for evaluation or transmit
prepared queries.

RQ 8

Which test methods for fairness are applicable in the context of which
audit procedures according to Sandvig et al., 2014, and under which
conditions?

Answer: Which test methods for fairness are applicable in the con-
text of which audit procedures according to Sandvig et al., 2014, is
summed up in Table 5.1.
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The calculation of group fairness measures based on quality measures
is generally only possible if there is an oracle. In the context of a Sock
Puppet Audit or Scraping Audit, inputs for which this is the case can
be selected specifically.

Adversarial Testing can only be implemented meaningfully if iterative
adjustments of inputs at runtime are possible, i.e., if there is no me-
diator. This generally rules out its implementation in the context of a
Non-Invasive User Audit or Crowdsourced Audit.

The individual evaluation of Differential Testing procedures is not an
option if tests are to be automated, regardless of the audit procedure.

Metamorphic Testing may only be a viable option if sufficient user pro-
file information is available or if user profiles are not relevant.

Further details will be elaborated in Section 5.4.3.

5.5 Test Case Generation

There are two general kinds of test case generation. For statistical eval-
uations (which is the case for all group fairness measures), the goal is to
make a selection of test data with respect to a certain criterion or distribu-
tion. For example, the selected data should reflect real-world distributions
as well as possible, or different subgroups should be equally represented,
regardless of the real-world distribution (Moser, 1952).

When a test method aims to find single erroneous results (which is the
case for all tests that make qualitative evaluations, but also for Metamor-
phic Testing; see Section 5.4), however, the goal is either to achieve the
best possible test coverage, which means testing for all relevant even-
tualities, or to systematically search for inputs that result in unwanted
outputs, like Adversarial Testing does. For real-world applications, it is
usually not possible to test the entire input space, regardless of which
test is to be performed, due to the combinatorial explosion of possible in-
puts. Therefore, there are various methods for reducing the number of test
cases by limiting them to certain input parameter combinations, which are
discussed under the broader term of Combinatorial Testing (Nie and Le-
ung, 2011; D. R. Kuhn et al., 2013). Various methods for test case gener-
ation that are to be used for tests aiming to find single erroneous results
will be discussed in the following.

Manual testing of a complex system is bound to be incomplete, no mat-
ter how many people are involved. However, there are test case gen-
eration approaches that aim to support more thorough manual testing.
Exploratory Testing refers to generating test cases based on human in-
tuition. The idea is based on the assumption that a human tester gains
experience over time and sooner or later is able to guess which test cases
are good for finding specific defects. Itkonen and Rautiainen, 2005, Chap-
ter 3, review various nuances of this concept. The ISTQB glossary addi-
tionally describes Checklist-Based Testing as ’an experience-based test



128 Chapter 5. Testing

technique whereby the experienced tester uses a high-level list of items
to be noted, checked, or remembered, or a set of rules or criteria against
which a product has to be verified’.19 To further support Exploratory Test-
ing, so-called Test Tours can be defined. A Test Tour is a description of
a typical user or user behavior the tester simulates. A Test Tour can be
defined for each expected user group, but also, for example, for a user
who tries to play the system, a user who tries to favor a certain group of
people, or a user who does not try to complete a task, but instead tries
to break20 the application (e.g., through constant distortion of partial win-
dows of an application) (Whittaker, 2009, Chapter 4). Exploratory Testing
approaches have a random component, as different people do things dif-
ferently and even the same person will not always test the same way in
such an approach. Kroll et al., 2017, pp. 653-656, provide a strong ar-
gumentation that random components in testing increase the validity of
tests.

Pairwise Testing is based on combining any two factors at least once. If
there are three input parameters, each of which can have three discrete
values, then 27 unique value combinations are possible. Pairwise, how-
ever, each combination will occur three times in this way (e.g., 1Aα, 1Aβ,
1Aγ, etc.). By selecting the inputs in such a way that each pairwise com-
bination of parameters occurs at least once (if possible, exactly once),
the number of value combinations to be tested is reduced to nine (see
Figure 5.6).

Figure 5.6: Considering an input size of three parameters
1, 2, 3, each of which each can take on three discrete val-
ues 1 = 1,2,3, 2 = A,B,C and 3 = α, β, γ, the complete in-
put space consists of 27 combinations. With Pairwise Testing,
this space is reduced to nine combinations. The complete in-
put space contains each input pair three times, whereas with

Pairwise Testing, the same pair occurs only once.

In the case of continuous values, there needs to be some sort of discretiza-
tion that divides the value space into ranges. This can drastically reduce

19https://glossary.istqb.org/en_US/term/checklist-based-testing, last accessed on April
26, 2023.

20Traditionally, ’breaking’ the system refers to triggering errors. In the context of bias
testing, this also means triggering discriminatory behavior or outputs.

https://glossary.istqb.org/en_US/term/checklist-based-testing
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the number of tests to run while still providing well-distributed coverage
of the underlying decision rules (Cohen et al., 1996). Orthogonal Array
Testing is a special form of Pairwise Testing that allows the combination
of any n factors (instead of just two) and requires each possible combina-
tion of parameter values to be tested equally often (Hedayat et al., 2012,
p. 2). The choice of n is a test design decision.

Traditional Fuzz Testing is used to find test cases that result in system
crashes. For this purpose, a collection of initially random input vectors is
generated and passed to the system for execution. In each iteration, the
queried input vector is mutated, which means that the initial random input
is changed within a certain range (for example, on a limited number of pa-
rameters or in a predetermined order of magnitude). If the system output
encounters an interesting behavior, the corresponding input is stored. In
the context of debugging, an interesting behavior could be, for example,
an error message that does not lead to a system crash or longer delays
in the computation. The generation of further input vectors focuses in-
creasingly on the mutation of inputs that previously triggered interesting
behavior (Klees et al., 2018). This method of systematic test case gener-
ation can be used for bias tests on a scoring system. First, a random input
vector is generated and duplicated with different values of the protected
attribute (XA = X1, . . . , Xn, A and X′

A
= X1, . . . , Xn, A′), for which the sys-

tem computes the outputs (Ŷ and Ŷ ′). The procedure is repeated with the
mutated inputs (Xε = X1 + ε1, . . . , Xn + εn, A) until the difference between
the outputs for inputs that only differ in the protected attribute exceeds a
certain threshold (|Ŷε − Ŷ ′ε| > τ), even if this deviation would not yet lead
to a different categorization based on the score. These input vectors can
now be used as test cases or as inputs that result in interesting behavior
for generating additional, randomly mutated input vectors.

Such test case generation methods are discussed especially in the con-
text of Differential Testing and Metamorphic Testing (Petsios et al., 2017b;
Zhu, 2015; see Section 5.4.2).

5.6 Test Schemes

Which test activities should be performed and how many is difficult to
determine. While certain test concepts are particularly suited for testing
for certain goals, there is no guarantee that the chosen test activities will
be sufficient. By following different testing schemes, more holistic testing
can be achieved.

For A/B Testing, two or more systems (or variants of the same system)
are compared by performing the same test activities on them (Kohavi &
Longbotham, 2017; Young, 2014). This procedure is also known as Bucket
Testing, Split Testing, or Controlled Experiment (Xu et al., 2015). A/B
Testing does not assess ’what would happen if a data point had a different
value’, but rather ’what would happen if the system had a different de-
cision structure’, which is why it is also known as Counterfactual Rea-
soning (Gilotte et al., 2018). A/B Testing is frequently used to improve
different variations of configurations of online platforms in terms of user
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experience (Cruz-Benito et al., 2017; Siroker & Koomen, 2013). It is a
meta-testing framework based on any test activities to evaluate a prop-
erty. Breck et al., 2017, also discuss the concept of testing a complex
model (e.g., an ANN) against a simple one (e.g., a rule-based approach)
to assess the need for a complex model. Thus, A/B Testing is also use-
ful for testing whether a white-box model or even a rule-based approach
would be sufficient. Any test method that can be applied to a given sys-
tem under test can also be used in the course of A/B Testing (Kohavi &
Longbotham, 2017).

Differential Testing (see Section 5.4.2) can be understood as a special
form of A/B Testing in which the system under test is compared to a ref-
erence system. Instead of keeping the system that performs better as a
consequence of the test result, the system under test is kept in any case
and improved in the case of a negative result.

In traditional software engineering, the term Black-Box Testing has been
coined for testing activities that are intended to treat the system to be
tested as a black box, regardless of whether it actually is one (Krafft et al.,
2021). In some literature, this kind of Black-Box Testing is synonymous
with Functional Testing (Nidhra & Dondeti, 2012). In the context of an
external audit as described by Sandvig et al., 2014 (see Section 4.1.2),
it does not matter whether an ADM system has been constructed as a
white-box system (e.g., a decision tree) or a black-box system (e.g., an
ANN) because the auditor is not able to perceive this information. The
system is treated as a black box in any case. Therefore, all test methods
explained in Section 5.4 can be used for Black-Box Testing. Based on this
consideration, Black-Box Testing could also be understood as a test con-
cept according to the taxonomy presented in this thesis.

Code Coverage describes a measurement of how much of the code of
a software system is functionally tested (Y. W. Kim, 2003). There are var-
ious approaches that measure different coverage aspects; for example,
Decision Coverage checks whether there is at least one test for each
conditional branch in the code (Myers et al., 2004, p. 45). 100% Test
Coverage means that every path in the code is covered by automated
tests. This is often not possible and often not useful (Marick et al., 1999).
In many cases, testing certain branches does not add any value. Too many
unnecessary tests quickly lead to a time-consuming or even unmanage-
able process, making test execution impractical. The scientific literature
refers to code coverage more as an analysis tool or metric than as a test
method in its own right (e.g., Shamshiri et al., 2018, p. 250; Sevinchan
et al., 2020, p. 449). However, if test collection is considered as a test
object, Code Coverage can certainly be understood as a separate test
method for assessing test coverage. For Mutation Testing, faulty vari-
ations of a program are generated. Then the implemented test methods
are used to check whether the faults are detected or not (Papadakis et al.,
2019, Chapter 2: Background). Thus, it is also a procedure for checking
test coverage. Extreme Mutation Testing even goes one step further
and analyzes whether a test suite recognizes when the functionality of
a method is removed (Betka & Wagner, 2021). Neuron Coverage is
a rather novel approach, tailored to assess the test coverage of (deep)
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ANNs (see Section 2.1.2). A common definition of Neuron Coverage of a
test suite is the ratio of the number of neurons activated at least once for
all test inputs and the total number of neurons in an ANN (Pei et al., 2017,
p. 6). However, whether Neuron Coverage really represents a significant
measure is still the subject of critical debate (e.g., Harel-Canada et al.,
2020; Z. Yang et al., 2022).

Modern software systems are subject to constant change. With Regres-
sion Testing, the test results of an older version can be compared with
the test results of a newer version. This makes it possible, for example,
to determine the time frame in which new errors have appeared, and thus
which changes may be associated with them (Leung & White, 1989). As
classification systems rarely achieve 100% correctness on larger test data
sets, Regression Testing can be used to check how a change of the code
or the model (e.g., through continuous learning in operation) affects the
classification of the test data set. This allows weaknesses in the system
under test to be identified and addressed better. Regression Testing can
only be applied to test cases that have been carried out on at least one
earlier product increment and are thus static. Testing based on static test
cases is also called Offline Testing. Testing based on dynamically gener-
ated test cases (also called Online Testing), such as Adversarial Testing
(see Section 5.4.2) is not suitable for Regression Testing (Utting et al.,
2012, p. 306).

Testing under laboratory conditions (as opposed to testing in the field)
is important, but the results may not fully reflect the system behavior in
operation (e.g., due to artificial test data, a system that is blocked for
inputs from outside the testing procedure, or even manipulations; see Ex-
ample 9, p. 132). In addition, in the long run, an increasing number of
AI-based systems can be expected that continue to learn in use, which
means that test results at the time of release lose their significance. In
order to counteract this problem, it makes sense to implement tests to
be executed during application of the system. Tests can also be executed
automatically on a regular basis, which allows inspection of the collected
results at fixed intervals, for example, during regular audits. To further
improve the process, the documentation can be limited to failed tests, er-
ror aggregations (such as an error rate), or the computation of carefully
selected performance measures based on batches of inputs (e.g., after n
inputs, compute for the last n outputs the fairness measure of Separation
(see Table 2.3, p. 37) with regard to gender fairness and document it if it
is below 95%). Another option would be to alert the operator every time a
test fails or to continuously document and display test results on a dash-
board. The ISTQG glossary uses the term Field Testing,21, and in Art. 61
AI Act (proposal)22 the term Post-Market Monitoring is used to refer to
such schemes. Strictly speaking, the two terms need to be distinguished.
A test ends with a clear result – it is temporally complete. Monitoring is
a continuous process whose current results can be inspected at any point

21https://glossary.istqb.org/en_US/term/field-testing, last accessed on April 27, 2023.
22European Commission, Proposal for a Regulation of the European Parliament and of

the Council laying down harmonised rules on artificial intelligence (Artificial Intelligence
Act) and amending certain Union legislative acts COM(2021) 206 final.

https://glossary.istqb.org/en_US/term/field-testing
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in time. Even if Field Testing approaches only take effect after the deploy-
ment of the software, they can be implemented long before, just like all
other test activities. When exactly to implement tests highly depends on
the test development process.

Example 9 (Dieselgate)

In 2015, the German automaker Volkswagen was accused of de-
frauding emission tests, as field tests showed major discrepancies
compared to the laboratory test results (Fracarolli Nunes & Lee Park,
2016). Later, it turned out that software had been implemented that
was able to detect a test environment and then switch to a mode
that emits less pollutants (Zhang et al., 2021, p. 81), but consumed
much more AdBlue, a liquid used to neutralize harmful nitrogen
oxides and thus clean diesel gas emissions (Demir et al., 2022). As
it was not possible to install a sufficiently large tank for AdBlue to
enable continuous operation of the emission-friendly mode, the actual
emissions on the road were significantly higher than legally permitted.
The Volkswagen emissions scandal became commonly known as
Dieselgate affair (Di Rattalma, 2017).

With a mandatory Post-Market Monitoring approach, for example,
where emission and consumption values are measured continuously
(or at least regularly), a comparable fraud approach would be much
more difficult to implement and cover up. However, this would also
require a corresponding continuous (or regular) measurement to be
technically feasible.

5.7 Test Development Processes

The most naive test development process is to write tests only when an
error or problem occurs. This approach obviously contradicts the general
idea that tests are written to find errors before they occur. So the test-on-
demand approach has more to do with debugging than actual testing.

Traditionally, the right time to perform test activities is once the com-
ponents to be tested have been implemented. This seems intuitive at
first, as it is only possible to carry out very limited tests in advance, at
least if they are to pass. The test-first approach, however, proposes do-
ing exactly that, namely, to write and execute tests before the code to
be tested has been implemented. This approach is intended to prevent
the tendency to write tests to match the code. Developers are forced to
think about all eventualities in advance and take them into account in
the code. If the code is written first, it can easily happen that scenarios
are not considered and the corresponding test cases are also (consciously
or unconsciously) forgotten. At the same time, concerns of adapting the



5.7. Test Development Processes 133

code to be tested later are reduced, since test cases (should) exist for all
eventualities. There are two major test development processes that follow
the test-first approach: Test-Driven Development (TDD, see Section 5.7.1)
and Acceptance Test-Driven Development (ATDD, see Section 5.7.2).

5.7.1 Test-Driven Development

In agile software development processes, Test-Driven-Development (TDD)
is often considered the obvious choice (e.g., Shore and Warden, 2021, p.
353). TDD is a cycle in which a test is first written to check whether the
code does what it is supposed to do, even before the code itself is written.
If the test passes (’the test runs green’), the functionality tested for is al-
ready available and the development of new code is unnecessary. If the
test fails (’the test runs red’), the next step is to try to run the test green
with as little code as possible. Finally, the last step of the cycle begins:
refactoring. This is an attempt to optimize the code, although it is not
specified whether the optimization is an improvement in performance or
in readability (these two types of improvement are sometimes contradic-
tory to each other at a certain level of functional complexity). Once the
refactoring phase is complete, the test might fail again due to mistakes
in the changes; thus, the cycle begins again until the code is no longer
improved and the test passes (see Figure 5.7). To test a functionality, a
single test is usually not sufficient. In the sense of TDD, ’one test’ means
a collection of tests for a single functionality.

Following the TDD approach yields various benefits. Developers are re-
quired to think carefully in advance about the architecture of the code to
be written. Interfaces between components used for testing are assumed
to be the way a developer wants them to be. This forces developers to
produce clean code, as it should be easy to use in further development
and not, initially, easy to program (these two concepts are also often an-
tagonistic to each other, at least for inexperienced developers). The sim-
ple interfaces also make it easier to replace components later on and, for
persons not involved in the development process, to audit the code (e.g.,
for Black-Box Testing; see Section 5.5). Simple interfaces may also make
the creation of a governmental test database for governmental reviews of
DDCs more interesting (e.g., governmental benchmarks in the context of
fairness testing).

Writing code as efficiently as possible from the start often carries the
risk of making mistakes due to complexity. Since the process demands
that the code be written only functionally first and then optimized, this risk
is preempted. In addition, the process of improving code incrementally
helps programmers to develop their skills.

Nevertheless, TDD also has some limitations. The idea is to write only
’small-scale tests’ with this approach (Beck, 2003, p. 199). Since there
is no concrete definition of this term (Beck, 2003, explicitly mentions that
the term does not match the accepted definition of Unit Tests), there is
some disagreement about how it should be understood.23 Special care
must be taken to write meaningful, beneficial tests. Developers may tend

23According to Gärtner, 2012, p. 118, TDD is used for Unit Tests only. Shore and Warden,
2021, p. 300, also include various forms of Integration Tests.
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Figure 5.7: The Test-Driven Development (TDD) cycle.

to test every class or even every method because of the TDD framework.
Especially with very large software products, both wrong tests and an ex-
tremely large number of tests can lead to tests taking a very long time
to complete (Marick et al., 1999). This can also be to the detriment of
the long-term time savings that are bought with the additional time in-
vested in applying the TDD framework. The focus on functional sections
usually means the implementation of unit tests and integration tests. TDD
could also be used for system tests, although here again, there is some
disagreement among experts since above a certain complexity, it is no
longer possible to recognize every case to be tested and refactoring is
also only feasible to a limited extent.

As already discussed in Section 5.1, unit and integration tests are not
suitable for testing the results of a DDC. To apply the idea of test-first
approaches at the system test and acceptance test level, the concept of
Acceptance Test-Driven Development (ATDD) has been introduced.
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5.7.2 Acceptance Test-Driven Development

The goal of Acceptance Test-Driven Development (ATDD) is to prove that
a user story24 or a requirement has been fulfilled. It is hard to say since
when the idea of ATDD has been around, as there are various other names
for comparable ideas (e.g., Behavior-Driven Development, Specifi-
cation by Example, Agile Acceptance Testing, and Story Testing;
see Gärtner, 2012, p. XV). The reason could be that there is hardly any sci-
entific literature on the topic (e.g., Andersson et al., 2003); there are, how-
ever, a lot of blog posts from software developers, training courses, and
certifications for prospective testers (e.g., by ISTQB25), and some books
(e.g., Pugh, 2010), which do not necessarily meet scientific standards.
Therefore, the following explanations follow the interpretations of Gärt-
ner, 2012.

In order to verify compliance with requirements, it is necessary for
the requirements to be well formulated. There are various guidelines on
how to write good requirements, one of which is the ’SMART’ approach.
SMART stands for specific, measurable, attainable, realizable and time
bounded (Mannion & Keepence, 1995).26 Despite such guidelines, it hap-
pens that ’software projects fail to deliver what their customers request’
(Gärtner, 2012, p. XIII) due to a divergent understanding of the task. How-
ever, if tests for verifying compliance with requirements are written in ad-
vance together with the customers, the risk for divergent understanding
diminishes greatly.

There are many descriptions, online and in the literature, of how ATDD
is performed as a process. Personally, I prefer those that emphasize the
connections with TDD, as Ken Pugh does (Pugh, 2015). In the following,
his process is described and supplemented with my personal experiences
with the concept (see Figure 5.8, p. 137):

1. Elicit Requirements. As so often in this context, many ways have
been described how to do this (Sommerville & Sawyer, 1997, Chap-
ter 4). One frequently named option is to work with specification by
example. This technique requires developing examples that show
how the system to be tested is expected to work and examples that
show how the system is expected not to work. The examples do not
need to be limited to strictly functional aspects but could also con-
tain legal requirements (such as protection against discrimination) or
(legally optional) moral requirements (what this may mean will be
addressed in Section 6.2). The examples are documented in such a

24A user story is a short, informal explanation of a specific software feature written from
the perspective of the user. Traditionally, user stories provide an informal context for
the developers to discuss why they are building what they are building and to develop
requirements based on these insights (Shore & Warden, 2021, p. 130). However, the
general idea is often (mis)used to let users define testable requirements.

25https://glossary.istqb.org/en_US/term/acceptance-test-driven-develop, last accessed
on April 27, 2023.

26SMART was originally meant as an aid for managers to describe meaningful goals.
At that time, the acronym stood for specific, measurable, assignable, realistic and time-
related (SMART, 1981). To date, many alternative interpretations of the acronym have
developed, but their meanings are very similar. Mannion and Keepence, 1995 appear to
be the first to have applied the term to requirements engineering in software development
processes. Accordingly, the focus here is on their interpretation.

https://glossary.istqb.org/en_US/term/acceptance-test-driven-develop
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way such that anyone who might later inspect any part of the quality
assurance process will be able to understand them (Gärtner, 2012,
Chapter 9). A popular format for writing down examples is provided
by so-called controlled natural languages (T. Kuhn, 2014), such as
the simple description language Gherkin. It follows a syntax based
on few keywords, like: given [...] when [...] then [...]. No matter how
the requirements are derived, it is important to ensure that they are
formulated in a testable manner.

2. Analyze Requirements with Tests. No matter how carefully re-
quirements are formulated and communicated, there can always be
inaccuracies and misunderstandings. By writing acceptance tests
based on the requirements (core cases, edge cases, error cases, etc.)
that state how fulfillment of the requirements is validated, the re-
quirements are analyzed precisely. The tests are discussed with all
internal stakeholders (business user, product owner, etc.) to ensure
that all requirements/user stories are covered and that they are in
line with the stakeholders’ expectations. During the first execution,
all tests should fail.

3. Design. Once all acceptance tests for validating that the system be-
haves as expected have been prepared, traditional software design
processes can start. This step is performed independent of whether
ATDD is applied or not.

4. Code with TDD. Once the system design has been prepared, the ac-
tual coding and training of a DDC starts. If the code consists of many
functional blocks, the process starts again from 1 for each block. As
soon as the process gets to the unit test level, TDD is applied. This
means that the requirements can be fulfilled incrementally. If require-
ments that have already been fulfilled are no longer fulfilled due to
later changes in the code or further training, this will be noticed by
the tests that have already been written. This is another benefit of
test automation.

5. Deploy. Once all acceptance tests have passed and all TDD pro-
cesses (including refactoring) are completed, the software is ready
to be deployed.

Based on this process, tests are written before there is a concrete idea
of how the system should comply with the requirements. This is exactly
the strength of ATDD. It is not for testing code, but behavior. This is espe-
cially important in the context of DDCs. If the training data is selected first,
it can easily happen that scenarios are not considered and corresponding
test cases are therefore also forgotten (consciously or unconsciously). At
the same time, it might become necessary sooner or later to retrain the
DDC with modified data; for example, because the circumstances of the
application of a system have changed, more current or reliable data is
available, or data of the same type that previously triggered unwanted
behavior is available. Retraining a model is a delicate process, as it intro-
duces new potential for unwanted behavior. However, the acceptance test
cases developed with ATDD are generally valid and independent of any
training data or specific ML methods. The fear of consequences following
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Figure 5.8: The Acceptance Test-Driven Development (ATDD)
cycle.

changes to the training data can be avoided by performing such tests.
Therefore, this also facilitates the introduction of certain testing schemes,
such as A/B Testing or Regression Testing (see Section 5.6). If the tests
are automated, they even serve as a warning bell for systems that keep
learning during their application and thus serve as a strong basis for Field
Testing (see Section 5.5) as well. Most of these benefits are also described
in the (scarce) scientific literature reporting about hands-on experiences
with the framework (e.g., Andersson et al., 2003).

In the context of the accountability considerations from Chapter 3,
ATDD might help to resolve the question of which actor (stakeholder) is re-
sponsible for what effects of applying the system under test (independent
of wanted or unwanted behavior) and should thus face the consequences
resulting from the forums’ judgments. Consider a client who wants a DDC
and a developer team that demands specifications for their tests in ad-
vance. For all requirements, it can be specified which actor is responsible
if this requirement is not met in operation. This also ensures that all ac-
tors take their role in eliciting requirements and analyzing them with tests
(Phases 1 and 2 of the described ATDD process) seriously. At the same
time, the framework can also help actors defend themselves against un-
justified accusations. This aspect will be discussed in more detail in Sec-
tion 5.7.3.

Developing software with ATDD, however, increases the effort of re-
quirements engineering. All stakeholders have to be brought together
several times, or at least an efficient way has to be found to create con-
sensus between them. Furthermore, it may require an iterative process
of successively specifying requirements, developing tests for them, and
checking fulfillment of the requirements through tests (together with the
stakeholders). It is difficult to determine whether the advantages de-
scribed sufficiently compensate for this additional effort; after all, it is
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not economical to develop the same product twice in parallel, once with
and once without ATDD, just for comparison.

RQ 7

Which test-related terms are especially relevant in the context of AI-
based ADM systems?

Answer: The literature on test-related terms is extensive and often
inconsistent. Sections 5.2- 5.7 present different abstraction levels of
test-related terms and describe which test-related terms that are es-
pecially relevant for AI-based ADM systems can be categorized under
each. The explanations are compatible with most of the literature and
explicitly point out ambiguities and contradictions.

5.7.3 Acceptance Test-Driven Development and Assurance
Cases

ATDD has some desirable advantages (at least in theory). However, the
framework does not provide a structured approach of how exactly require-
ments can be determined. This is where a combination with the Assurance
Case framework comes in handy. Building an argumentation structure be-
fore the actual development starts corresponds to the first phase of the
ATDD process (elicit requirements). The description of testable or vali-
datable evidences is the necessary preparation for the second phase of
the ATDD process (analyze requirements with tests), in which automated
procedures for the provision of evidence are implemented (except for ev-
idences that are just documents that need to be kept). The discussion of
the tests and whether they cover the requirements is an implicit part of the
Assurance Case development process (phases 5 and 6), as all stakehold-
ers (or appropriate stakeholder representatives) can ensure during their
contribution that the evidences that are important to them are included.
It is worth noting that Assurance Cases are based on a broader definition
of stakeholders, which should be kept for the combined approach.

When arguing the fulfillment of extra-functional requirements such as
fairness, the translation from evidences to tests may be quite challenging.
To solve this problem, the evidences need to be formulated so precisely
that the software developers (tester) have no room for interpretation when
writing the tests. However, the stakeholders can hardly be expected to
express concrete thresholds to be achieved by fairness tests (see Sec-
tion 5.4.2). In order to arrive at such thresholds, it is necessary that both
the stakeholders and technical experts (possibly a product owner is suffi-
cient, but the developers themselves may also be needed), jointly define
concrete test cases, which the developers can then put into practice. In
the context of testing AI-based applications, interdisciplinary background
knowledge (e.g., in the areas of law, standards, statistics, etc.) could be
required as well.

Another solution could be to have the stakeholders also review the
tests implemented by the software developers based on possibly under-
specified evidences and their results, as intended by the stand-alone ATDD
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process. However, if the stakeholders see that their requirements are not
adequately addressed, an iterative process of refining evidence descrip-
tions and tests that implement those descriptions starts, which delays the
development process. Of course, it could make sense for the stakehold-
ers to take a look at the final tests in any case, as an additional layer of
validation.

In Hauer, Adler, and Zweig, 2021, we27 elaborate the general idea of
combining ATDD with the development of an Assurance Case using the
example of assuring gender fairness in an unspecified application. To the
best of our knowledge, no one has attempted any practical experimenta-
tion with our idea yet.

RQ 9

Can the Assurance Case framework be integrated into a test-driven
development process?

Answer: The development of an Assurance Case is an iterative pro-
cess in which all stakeholders (or their representatives) are involved
directly or indirectly. As a requirements engineering technique, this
process can begin even before the actual product development starts.
This makes it an obvious candidate for embedding in agile develop-
ment and testing processes, such as ATDD.

While ATDD aims to find acceptance criteria based on specific exam-
ples, elaborated by a diverse group of stakeholders, and to test for
them, an Assurance Case argues that the criteria found with the help
of ATDD are adequate and makes otherwise implicit assumptions vis-
ible. It provides a framework for structured argumentation and doc-
uments the results of discussions, whereby it reveals misconceptions
and shortcomings.

27In Section 5.7.3, ’we’ and ’our’ refers to the authors of Hauer, Adler, and Zweig, 2021.
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Chapter 6

Regulation and Corporate
Digital Responsibility

In Chapter 3 of this thesis, a broad selection of different transparency and
inspectability mechanisms is discussed that are suitable for achieving ac-
countability in AI-based systems. Various implementation strategies, as
presented in Chapters 4 and 5, can involve considerable effort and there-
fore costs. Nevertheless, companies have an intrinsic motivation to offer
good AI-based products. After all, a bad product may perform worse on the
market than a comparable, good product. Accordingly, it can be assumed
that most companies establish various quality assurance mechanisms and
conduct technology impact assessments on their own initiative. Neverthe-
less, there is always a balance between the financial value added by the
additional effort and the associated costs. This balance is not necessarily
in favor of customers or the people affected by a product.

The question therefore arises as to how additional incentives can be
created to promote product quality and benevolence. There are at least
two basic approaches that complement each other. The first approach is
the regulation of AI-based products (see Section 6.1). The aim is to en-
force minimum standards by adding extrinsic motivation, i.e., the threat
of punishment. The other approach aims to expand intrinsic motivation
by creating additional incentives for self-commitment (see Section 6.2).
The discussions and findings presented in this section can also be trans-
ferred to regimes that fall in between these approaches, such as self-
regulation (e.g., defining regulatory goals without prescribing the means
to achieve them). Since a discussion of such approaches must be highly
implementation-specific and I am not aware of any concrete implemen-
tation in the context of AI-based systems, this type of approach is not
explicitly discussed here.

6.1 Regulation of AI-based ADM Systems

The challenges of making decisions and decision structures of ADM sys-
tems transparent and inspectable, and thereby making unfair or unjust
decisions identifiable and contestable, as discussed in detail in Chapter 3,
are one of the main justifications for risk-based regulation approaches
(Krafft and Zweig, 2019; European Commission, 2021, Section 2.3; Or-
wat et al., 2022, p. 258; Krafft et al., 2022). This is an attempt to achieve
an appropriate balance between a society’s need for protection and en-
trepreneurial freedom (Orwat et al., 2022, p. 259) while adhering to the
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precautionary principle (see Definition 18, p. 101). Risk-based regula-
tion approaches are opposed to classical rights-based approaches, which
define specific obligations to avoid risks that are applied equally to all
subjects. Orwat et al., 2022, p. 279, argue that neither a purely rights-
based approach nor a purely risk-based approach alone can meet the de-
mands of regulating AI-based systems: Rights-based approaches assume
that static rules are sufficient to achieve protection goals, ignoring the
rapid advancement of socio-technical developments and the very differ-
ent regulatory needs of AI-based systems depending on their intended
use, performance, robustness, and safety.1 Risk-based approaches are
characterized by a large number of design decisions (see, e.g., van der
Heijden, 2019), the concrete effects of which are difficult to assess in ad-
vance. Various forms of risk-based regulation approaches that are com-
monly discussed in the context of regulating software systems in gen-
eral and AI-based systems in particular will be discussed in Section 6.1.1.
Section 6.1.2 explains the risk-based regulation of AI-based systems as
proposed in the AI Act2, which is still being negotiated, and shows an as-
sessment of how its first draft would affect the AI landscape in Germany.

6.1.1 Risk-based Regulation

The operationalization of risks to describe a risk level, often referred to
as risk assessment, is the basis of every risk-based regulation. Different
rules are assigned to each risk level, with stricter rules generally assigned
as the risk level increases. The rules of the lower levels are retained,
supplemented, and/or made more stringent.

One of the most commonly known methods to assess risk is defined
as ’a combination of the consequences of an event (including changes in
circumstances) and the associated likelihood [...] of occurrence’.3 These
two aspects can be used as axes in a two-dimensional matrix, where the
intersection of specific values for these two aspects states the level of
risk (see, e.g., Dawson et al., 2019). When it comes to assessing the
risk of AI-based ADM systems, though, there is a lack of practical experi-
ence and scientific knowledge that allows thoroughly anticipating conse-
quences and the likelihood of their occurrence. To anticipate possible con-
sequences, contexts, vulnerabilities, protection mechanisms, and threats
(including faulty data and models) could be identified first. However,
there may be very different types of potential (negative) consequences
of an event involved, such as physical injury, damage to property, envi-
ronmental damage, financial damage (private or corporate), impairment
of informational self-determination, and/or impairment of critical infras-
tructure. This makes it necessary to carry out one risk assessment per
consequence or to offset the different consequences against each other.

1Translated from the report of the German Data Ethics Commission. ’Aus reg-
ulatorischer Sicht legt die Tatsache, dass algorithmische Systeme je nach Einsatz-
zweck, Leistungsfähigkeit, Robustheit und Sicherheit sowie mit Blick auf ihre Wirkungen
ethisch sehr unterschiedlich zu bewerten sind, einen risikoadaptierten Regulierungsansatz
nahe’, Datenethikkommission, 2019, p. 173.

2European Commission, Proposal for a Regulation of the European Parliament and of
the Council laying down harmonised rules on artificial intelligence (Artificial Intelligence
Act) and amending certain Union legislative acts COM(2021) 206 final.

3ISO Guide 73:2009, Risk management — Vocabulary.



6.1. Regulation of AI-based ADM Systems 143

Due to the interdisciplinary character of many AI-based applications, as
well as systemic consequences due to emergent effects, the assessment
of the associated likelihoods of occurrence poses additional challenges.
Therefore, alternative parameters are being discussed among experts on
the basis of which a risk assessment of AI-based systems could be more
practicable. In the GOAL project (see section 1.2.1), the possible aspects
discussed internally were (i) information asymmetry, (ii) monopoly posi-
tion of a system vs. choice for the user/affected party, (iii) individual
risks, (iv) societal risks, (v) damage potential (both worst-case scenarios
and a collection of all conceivable risks), (vi) affected parties, (vii) chance
of problems becoming known to the affected party, (viii) correction in the
event of error/damage, (ix) duration until correction, (x) chance of assert-
ing claims for correction, and (xi) whether there is a human in the loop.
Many of these aspects are similar or have a direct influence on each other,
but they are not the same. Furthermore, this is not an exhaustive list.

6.1.1.1 Risk Matrix

Krafft and Zweig, 2019 present a risk matrix based on similar discussions
that is tailored more to the societal effects of ADM systems. It takes two
aspects into consideration: the intensity of potential harm (x-axis) and the
dependence of a person affected on the decision (y-axis; see Figure 6.1).4

In our contribution to Hallensleben et al., 2020, we5 break down which
factors are at least relevant for the two dimensions. The intensity of po-
tential harm addresses any potential harm to people, organizations, and
society, independent of the likelihood. That means that the different con-
sequences are offset against each other. Dependence on the decision
addresses the options to avoid that potential harm. Relevant aspects are
whether a human is in the loop, whether a person affected can choose to
be affected by a different ADM system (or none at all), and the possibil-
ity of challenging or correcting an algorithmically made decision and its
impact (see Example 10).

4In the referenced paper, the risk matrix has different axis labels. This is because the
concept has been slightly adapted and refined over the years. The most recent version is
published in Krafft et al., 2022, which shows another different label of the y-axis. I refer
here to the version published in Hallensleben et al., 2020, as I only contributed to that
one. The general idea is the same in all versions.

5In this section, ’we’ refers to the authors of Hallensleben et al., 2020, Chapter 3,
namely Tobias D. Krafft and I.
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Figure 6.1: A risk matrix with five classes, including some
examples of what application might fall under which class
and would need to comply with the respective demands as

adapted from Hallensleben et al., 2020, p. 36.

Example 10 (Robodebt)

From mid-2016 onwards, an ADM system in Australia called Centrelink
automatically identified those who had wrongly received unemploy-
ment benefits or social assistance (Braithwaite, 2020; Cosier, 2017).
In cases of suspicion, the system automatically sent out reminders
without a human in the loop. More than 200,000 reminders were sent
out, of which more than 20,000 were unjustified. Not only was too
much money demanded back, but in some cases, more money was de-
manded than had actually been paid out. In various individual cases,
this had fatal consequences for the affected persons (see, e.g. Karp,
2020). The issue became publicly known as Robodebt. Correcting the
error sometimes took months and, in a few cases, even more than
a year. During this time, affected persons, who as welfare recipients
were already among the most vulnerable in Australian society, were
additionally burdened instead of supported.

As the two dimensions are inherently complex in their internal struc-
ture, assigning values can be challenging. Application of this kind of risk
assessment to real ADM systems has shown that in some cases, there
are objective value conflicts that can affect both axes (e.g., private data
protection vs. security) and thus further increase complexity. Therefore,
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defining risk classes in individual cases makes the participation of actors
with a broad, interdisciplinary perspective indispensable.

For risk-based regulation of AI-based ADM systems, a classification
must be made into at least three different classes: a lowest class for ADM
systems that are so uncritical that no regulation is necessary for them,6 a
highest class for AI-based systems with fatal consequences,7, and at least
one class between these two extremes. The risk matrix according to Krafft
et al., 2022 proposes a division into five classes, with the specific demands
in each class being deliberately kept vague for the most part. Krafft and
Zweig, 2019 provide some recommendations on which actions should be
taken depending on how a system is categorized. In Hallensleben et al.,
2020, we further expanded these recommendations. A specific implemen-
tation of that recommendation could look like this:

Class 0: No preventive action is necessary.

Class 1: Voluntary and auditable (see Chapter 4) self-commitment
(the benefits and caveats of self-commitment concepts will be dis-
cussed under the term Corporate Digital Responsibility in Section 6.2)
is sufficient.

Class 2: Accredited certification (see Section 4.1.1) is a prerequisite
for product approval.

Class 3: An approval procedure including regular Field Testing (see
Section 5.5) is necessary. The ADM system may only be used as a
recommendation system; a human in the loop is mandatory.

Class 4: Under the given conditions, the deployment of the ADM sys-
tem cannot be permitted.

The boundaries between the classes are only defined vaguely for the
risk matrix in order to leave room for discretionary decisions in the context
of concrete applications. A major drawback of such an approach is that
the complex definitions of the dimensions and the lack of clear boundaries
between the classes prevent companies from achieving legal certainty or
eliciting specific requirements for compliance checks.

6.1.1.2 Risk Graph

Use of a risk graph, rather than a risk matrix, might be more suitable
for dealing with the complexities involved. This approach is used, for
example, by ISO 138498 to consider three dimensions in the classifica-
tion of risks (severity of injury, frequency and/or exposure to hazard, and
possibility of avoiding hazard or limiting harm) instead of only two. Fig-
ures 6.2 and 6.3 show example generic risk graphs, one for risk of phys-
ical damages and one for risk of non-physical damages. For a specific
implementation, clear definitions of all the values each variable can take
on, including an operationalization, need to be provided. To the best of
my knowledge, such an approach has not been thoroughly discussed in
the context of AI-based systems yet.

6For example, personalized product recommendations (excluding medical products).
7For example, lethal autonomous weapon systems.
8Safety of machinery — Safety-related parts of control systems.
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Figure 6.2: Example risk graph for AI-based systems that may
result in physical damage for persons. Relevant aspects in
this example are the physical damage (PhD, e.g., 1 = very
small damage and 4 = life-threatening), the number of per-
sons affected (N, e.g., 1 = few and 3 = many), and the proba-
bility of occurrence (P, e.g., 1 = unlikely and 4 = very likely).
The suggested paths and values are only supposed to pro-
mote the general idea. In practical application, measurable

values need to be specified.

Another consideration is to make the details of a risk-based regulation
dependent on specific sectors. For example, risks in the context of med-
ical products should potentially be assessed differently than risks in the
insurance industry.9 Such a risk-based approach to regulating AI-based
systems is also proposed by the AI Act.

9In the GOAL project (see Section 1.2.1), media/advertising/social networks, labor mar-
ket/performance evaluation/employment, medicine/health, education, lending/finance,
military, law, mobility/transport, industrial automation, data protection, facial recognition
in the private sector, product safety, sustainability, tourism, energy, migration, and state
vs. private applications were internally discussed as possible sectors.
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Figure 6.3: Example risk graph for AI-based systems that may
only result in non-physical damage. Relevant aspects in this
example are the non-physical damage, like environmental or
financial damage (D, e.g., 1 = none and 3 = high), the num-
ber of persons affected (N, e.g., 1 = few and 3 = many), the
probability of occurrence (P, e.g., 1 = unlikely and 4 = very
likely), the probability of remedy (R, e.g., 1 = very high and 4
= very low), and the time to remedy (T, e.g., 1 = soon and 3
= late). The suggested paths and values are only supposed
to promote the general idea. In practical application, mea-
surable values need to be specified. The red lines are only

meant to facilitate readability.

RQ 10

What are the challenges of a risk-based regulation approach for AI-
based ADM systems, and which aspects are particularly relevant for
assessing their risks?
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Answer: A frequently used way to assess risk is to assess the conse-
quences of an event as a number together with the associated like-
lihood of occurrence. The respective values are plotted on a two-
dimensional matrix. Each area in the matrix represents a certain risk
class. However, when it comes to assessing the risk of AI-based ADM
systems, there is a lack of practical experience and scientific knowl-
edge that could be used to thoroughly anticipate consequences and
the likelihood of their occurrence. Furthermore, it has to be decided
whether all possible consequences of an event are taken into account
at once, or whether a risk assessment is necessary for each possible
consequence.

In order to circumvent these challenges, there are various propos-
als for alternative parameters in risk assessment, including (but not
limited to): affected parties (e.g., individual risks, risks for groups of
people sharing specific characteristics, or risks for society as a whole),
damage potential (both worst-case scenarios and a collection of all
conceivable risks), chance of consequences becoming known to the
affected party, extent of information asymmetry, monopoly position
of a system vs. choice for the user/affected party, correction in the
event of error/damage, duration until correction, chance of asserting
claims for correction, and whether there is a human in the loop.

Boundaries between risk classes cannot be strictly defined in gen-
eral, as there needs to be room to judge according to the specific
circumstances. Additionally, it could be necessary to provide sector-
dependent risk classifications, which would allow taking application-
specific contexts into consideration. However, it could also make
sense to define at least some strict conditions for a risk classification.
A risk graph, for example, could be a valid choice to define rules such
as: ’If there is any risk that people are severely physically harmed,
the system needs to be at least in risk class 3, independent of any
other conditions’. Further research is needed to assess the use of risk
matrices and risk graphs for risk-based regulation of AI-based ADM
systems.

6.1.2 AI Act

With the AI Act, the European Union (EU) is currently working on a signifi-
cant regulatory tool for AI-based applications. It will be the first law in the
world to regulate AI in all areas of life.10 A first proposal for the regulation
was published on April 21, 2021. It set in motion a worldwide feedback
process that resulted in numerous suggestions for improvements. In the
meantime, individual member states of the EU have developed their own
proposals for adaptation, which have also been subject to criticism from
the general public. As no final version of the regulation is available at
the time of submitting this thesis, the following details refer to the initial

10According to the European Parliament: https://www.europarl.europa.eu/news/en/headl
ines/society/20230601STO93804/eu-ai-act-first-regulation-on-artificial-intelligence, last
accessed on June 29, 2023.

https://www.europarl.europa.eu/news/en/headlines/society/20230601STO93804/eu-ai-act-first-regulation-on-artificial-intelligence
https://www.europarl.europa.eu/news/en/headlines/society/20230601STO93804/eu-ai-act-first-regulation-on-artificial-intelligence
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proposal. Explicit explanations are given for particularly relevant changes
that have already been adopted.

The regulation proposal follows a risk-based approach for the classi-
fication of AI-based systems. In the first version, three risk classes are
mentioned explicitly: (i) prohibited AI-based systems (Art. 5 para. 1), (ii)
high-risk AI-based systems (Art. 6 para. 1 and Art. 6 para. 2), and (iii)
’other AI-based systems’, which can be described as AI-based systems
with special needs for transparency (Art. 52). All AI-based systems not af-
fected by this categorization thus fall into a fourth, implicit category, that
of AI-based systems without a need for regulation. In later versions of the
AI Act,11, a fifth class is also named, that of ’general-purpose’ AI-based
systems.

In general, it is very difficult to estimate how a new regulation will
affect the respective market. In order to get an idea of how the initial
draft of the AI Act would affect the AI-based software product market, we12

classified the collection of 760 AI-based software products and projects
in Germany provided by the ’Platform Learning Systems’ (PLS)13 based
on the presented risk classes according to the criteria of the AI Act. At
the same time, we proposed an evaluation concept for future versions of
the regulation. The team conducting this analysis consisted of experts
from the fields of law and computer science to ensure that both the legal
background and the implications of a described AI-based product were
adequately understood by all participants.

After several pre-processing steps (removal of, among other things,
empty entries, duplicate entries, non-AI applications, abstract project de-
scriptions, and consulting activities), 514 use cases remained that we
could classify in agreement. Of these, 160 use cases fell into the high-
risk category, 39 into the category with a need for transparency, and 315
into the category with no need for regulation (see Table 6.1). It is particu-
larly noteworthy that 98 of the high-risk use cases would be regulated by
Art. 6 para. 1. annex II, section A, No. 11 AI Act (proposal). This passage
deals with medical devices, which are already subject to regulation.

Table 6.1: Classification of the 514 cases that could be clas-
sified in agreement.

Risk-class 514 (100%)
Prohibited 0 (0%)
High-risk 160 (31.13%)
Need for transparency 39 (7.59%)
Low-risk 315 (61.28%)

In 21 cases, we were unable to agree on a category despite extensive
discussions, due to the imprecision in some wording of the AI Act. For
example, the regulation refers to ’safety components’ in the definition of

11Version Brussels, November 25, 2022, 14954/22 2021/0106(COD).
12In this Section, ’we’ refers to the authors of Hauer, Krafft, Sesing-Wagenpfeil, Zweig,

et al., 2023.
13https://www.plattform-lernende-systeme.de/ki-landkarte.html, last accessed on March

31, 2023.

https://www.plattform-lernende-systeme.de/ki-landkarte.html
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high-risk systems according to Art. 6 para. 1 AI Act (proposal).14 Accord-
ing to Art. 3 No. 14 AI Act (proposal), a ’safety component of a product
or system means a component of a product or of a system which fulfills
a safety function for that product or system or the failure or malfunc-
tioning of which endangers the health and safety of persons or property’.
Whether a use case contains a safety component according to this defini-
tion could only be roughly estimated on the basis of the description alone.
In six cases, we could not derive a final conclusion. Another example is
the unclear term interaction used in Art. 52 para. 1 AI Act (proposal).15

For another six use cases, we could not agree on whether or not they fall
under that paragraph.

In this study, we showed that the majority of AI-based products will
probably not be affected by the regulation and that there is, therefore,
no reason to fear over-regulation. In addition, we identified a number of
needs for clarification in the formulations and amendments to the first
draft of the AI Act. Some of these refinements have been implemented
in more recent versions, in particular the integration of general-purpose
AI-based systems in Art. 4a– Art. 4c of the most recent draft of the AI Act.

RQ 11

How will the upcoming AI Act affect the AI landscape, and how can this
be determined in advance?

Answer: The effect of the upcoming AI Act on the AI landscape can-
not be predicted with certainty, but it can be methodically estimated.
Based on the description of an existing or at least planned AI-based
ADM system, it is possible to estimate with some accuracy into which
risk category under the AI Act it would fall. Such an assessment can
be carried out for a large number of descriptions of AI-based systems.
The collection of assessments corresponds to the foreseeable effect on
the current AI landscape, provided that the selection of these systems
roughly corresponds to the different types of all AI-based systems and
their expected market distribution.

Based on the descriptions of the AI-based systems listed on the PLS,

14’Irrespective of whether an AI-based system is placed on the market or put into service
independently from the products referred to in points (a) and (b), that AI-based system
shall be considered high-risk where both of the following conditions are fulfilled:

(a) the AI-based system is intended to be used as a safety component of a product, or
is itself a product, covered by the Union harmonisation legislation listed in Annex II;

(b) the product whose safety component is the AI-based system, or the AI-based system
itself as a product, is required to undergo a third-party conformity assessment with a view
to the placing on the market or putting into service of that product pursuant to the Union
harmonisation legislation listed in Annex II.’

15’Providers shall ensure that AI-based systems intended to interact with natural persons
are designed and developed in such a way that natural persons are informed that they
are interacting with an AI-based system, unless this is obvious from the circumstances
and the context of use. This obligation shall not apply to AI-based systems authorized by
law to detect, prevent, investigate and prosecute criminal offences, unless those systems
are available for the public to report a criminal offence.’
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our study indicates that about 30% of all AI-based systems will be clas-
sified as high-risk, about 8% as systems with special transparency re-
quirements, and about 62% as low-risk systems (Hauer, Krafft, Sesing-
Wagenpfeil, Zweig, et al., 2023). However, these numbers should be
treated with caution, as the influence of various sources of error can
only be estimated to a limited extent.

The study presented here offers a methodology not only for assessing
the impact of the AI Act, but also the potential impact of any regulatory
proposal on the AI landscape. It is therefore also suitable for analyzing
different forms of risk-based regulations, also in comparison with each
other.

6.2 Corporate Digital Responsibility

As already mentioned in Section 3.4, it is increasingly perceived as a com-
petitive advantage if companies accommodate the non-functional and
non-statutory requirements and wishes of various forums. The hypoth-
esis is that the power imbalance between actors and forums is still too
great despite statutory regulation. However, if an actor gives the forums
more power through voluntary means, for example, through public com-
mitments, non-compliance with which would lead to reputational and thus
financial damage, the power imbalance is at least reduced. These means
are being discussed under the term Corporate Digital Responsibility (CDR)
(Mueller, 2022). It originates from the close relationship with Corporate
Social Responsibility (CSR) (C. Mihale-Wilson et al., 2022). Both concepts
deal with ideological requirements for companies from a social point of
view, without standing in the way of their economic growth or, in the best
case, even facilitating it. The main difference is the explicit focus of CDR
on today’s novel challenges posed by digital products and services, which
justifies its own separate exploration (Lobschat et al., 2021). In short, the
International CDR Manifesto16 defines CDR as ’a set of practices and be-
haviors that help an organization use data and digital technologies in ways
that are perceived as socially, economically, and environmentally respon-
sible’.17 It has to be noted that CDR, as a form of voluntary self-regulation,
should only cover optional aspects. At least all minimum societal require-
ments should be covered by legislation or other mandatory forms of reg-
ulation, independent of CDR efforts. As societal requirements covered by
law are country-specific, CDR implementation strategies might also need
to be developed in a country-specific way.

16https://corporatedigitalresponsibility.net/cdr-manifesto-english, last accessed on
March 11, 2023.

17Herden et al., 2021 define CDR as ’an extension of a firm’s responsibilities which takes
into account the ethical opportunities and challenges of digitalization’, based on a collec-
tion of definitions in the scientific literature. This definition is more abstract and thus less
useful for this thesis. However, I personally like the explicit relationship to ethics. The
definition is fully compatible with the definition of the CDR manifesto.

https://corporatedigitalresponsibility.net/cdr-manifesto-english


152 Chapter 6. Regulation and Corporate Digital Responsibility

The idea of discussing CDR on its own is relatively new.18 Accordingly,
there are still only a few actors active in this discipline, little academic
literature exists on the subject, and only a few organizations are trying to
bring CDR into the consciousness of companies. Furthermore, most pub-
lications deal with abstract considerations and goals. While this creates a
broad basis for future work, there is still a lack of concrete implementation
strategies. Developing these is indeed a great challenge, as very differ-
ent CDR measures make sense for the wide range of very different digital
products and services.

A very common implementation strategy that could be considered as
CDR is the development of codes of conduct/ethics and the self-commitment
to adhere to them. Many large companies and organizations have pub-
lished their own codes of ethics in recent years. Often, however, the con-
tent of these codes is limited to the minimum legal requirements or de-
scribes very abstract goals, just as CDR does. There is a general concern
that such codes are mechanisms that mainly serve to improve the image
of a company without having any real effect (so-called ethics-washing, see
Definition 21).

A different approach is the introduction of a label or seal. The idea
behind this is to commission a third party to audit a company, product,
or service for CDR-relevant aspects (in the sense of the ISO definition of
audit; see Section 4.1.1). The prerequisite is that the auditing company is
sufficiently qualified to carry out such an audit and that this qualification
is also recognized by the market. Otherwise, there is a risk that the label
or seal will not be acknowledged as meaningful by the rest of the market.
Therefore, such labels and seals are a non-accredited form of certification
(see Section 4.1.1). Paeffgen and Perdrisat, 2021, Chapter 3, present an
overview of initiatives dealing with ethical challenges. All of them either
offer some form of ethics label or aim to provide the basis for such a label.

Elliott et al., 2021, p. 185, propose establishing a digital responsibil-
ity code in the context of AI/FinTech-enabled financial services that en-
tails privacy-protecting open data practices providing more inspectabil-
ity for non-statutory forums. They also suggest that companies should
share their CDR experiences with each other in order to benefit from each
other’s progress and experience, and to accelerate the development of
the societal added value of CDR. In Germany, there are already several
organizations and initiatives that put this idea into practice, for example,
the CDR Lab19 led by the consulting agency dimension2, the annual CDR
Awards20 organized by Bayern Innovativ and the Bundesverband Digitale
Wirtschaft (BVDW) e.V., and the CDR initiative21 of the Federal Ministry
for the Environment, Nature Conservation, Nuclear Safety and Consumer
Protection (BMUV).

18Thorun, 2018 appears to be the first who used the term CDR in a scientific publication,
but he refers to other scientific publications discussing the idea. The oldest mention goes
back to 2015 (Adi et al., 2015). Cooper et al., 2015 appear to be the first who used the
term CDR in general.

19https://www.cdr-lab.de/, last accessed on March 30, 2023.
20https://www.cdr-award.digital/ueber-uns/, last accessed on March 30, 2023.
21https://cdr-initiative.de/, last accessed on March 30, 2023.

https://www.cdr-lab.de/
https://www.cdr-award.digital/ueber-uns/
https://cdr-initiative.de/
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Definition 21 (Ethics Washing)

The term ethics washing is an allusion to the term greenwashing, which
is used to describe corporate efforts to pretend to act in an ecologically
responsible manner without establishing any effective mechanisms.
By analogy, ethics washing is about only pretending to act ethically
or introducing ineffective measures and thereby appearing ethically
responsible in the process (Wagner, 2018).

No matter what implementation strategies are pursued, CDR is always
an investment first. Its implementation potentially costs a lot of time and
resources. It can also entail risks, for example, if the release of informa-
tion as part of a CDR process reveals that a company is not properly living
up to its responsibilities. But CDR also comes with economic advantages,
as it creates a unique selling point. Meeting the needs of users and stake-
holders beyond functionality and law is increasingly seen as a competitive
advantage. Consumers are willing to pay more money to support ethi-
cal enterprises and thus cover at least part of the extra costs (Carl et al.,
2023). To fully utilize this added value, it is also important to communi-
cate CDR well. Optimally, this is done in a uniform way, which is why some
kind of operationalization of CDR is needed. In the last few years, more
and more proposals have emerged for such operationalization (e.g., the
CDR Building Bloxx22 introduced by the Bundesverband Digitale Wirtschaft
(BVDW) e.V.).

Herden et al., 2021 suggest and elaborate 20 CDR topics categorized
into environmental, social, and governmental (ESG)23 concerns. Thorun
et al., 2017, Chapter 3, propose eight dimensions that are relevant to
consider when thinking about CDR: (i) access, (ii) economic interests, (iii)
product safety and liability, (iv) privacy and data security, (v) informa-
tion and transparency, (vi) education and awareness, (vii) dispute resolu-
tion and redress, and (viii) governance and participation. Based on these,
other researchers propose extensions or adjustments and elaborate sub-
dimensions for further concretization and specific implementation strate-
gies (e.g., Carl, 2021; C. A. Mihale-Wilson et al., 2021). Such fine-grained
sub-dimensions also allow for a checklist-based approach as an imple-
mentation strategy, similar to the default data science ethics checklist
proposed by the command line tool deon.24 Currently, we25 are working
on a tool to measure the CDR level in the different dimensions based on

22https://www.cdr-building-bloxx.com/, last accessed on June 29, 2023.
23The UN Environment Programme – Finance Initiative, 2004, seems to be the first that

used the term ESG and built a framework around it. Since then, it has often been used
to help stakeholders understand how an organization is managing risks and opportunities
related to environmental, social, and governance criteria. The term does not appear to be
used by the scientific community.

24https://deon.drivendata.org/, last accessed on May 23, 2023.
25Here, ’we’ refers to Kim Valerie Carl, Dr. Thomas Arnold, and me.

https://www.cdr-building-bloxx.com/
https://deon.drivendata.org/
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a set of checklists for each of these sub-dimensions. With such a tool,
consumers indirectly become forums in an accountability process. Ac-
tors who do not comply with CDR principles potentially lose customers to
companies that do comply with these principles. They thus create the
consequences that are necessary for an accountability process.

Despite everything, CDR is supposed to be voluntary. A company does
not necessarily have the time or the resources to comply with the prin-
ciples or even put trade secrets at risk. However, advertising with CDR
creates an indirect obligation because if consumers discover that CDR
aspects are being advertised but not fulfilled, a loss of image, and thus
economic damage, is to be expected. Therefore, the idea of CDR has the
potential to shift the power structure between companies and consumers
a little more toward consumers. It also allows consumers to be seen as
forums in an accountability process.

RQ 12

What role does the increasingly recognized concept of Corporate Dig-
ital Responsibility (CDR) play?

Answer: Corporate Digital Responsibility (CDR) promotes the idea
of establishing practices and behaviors in the context of developing
and using digital technologies that are perceived as socially, econom-
ically, and environmentally responsible, beyond what is required by
law. Apart from a good conscience, the added value for companies
lies in a unique selling point with regard to ethical accountability. Cur-
rently, only a few concrete implementation strategies exist, but the
number of scientists and company representatives working on this
topic is growing.

One of the biggest challenges is to capture the added business value
of CDR through effective customer communication. In recent years,
the scientific literature has elaborated sophisticated dimensions that
are relevant for CDR. Based on these dimensions (and sub-dimensions
that go into further detail), a tool is currently under development that
measures the CDR level in the different dimensions based on a set of
questions for each of these sub-dimensions. How well this tool is ac-
cepted and how useful it is needs to be investigated after its release.
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Chapter 7

Bringing it All Together

The large number of different types of applications and application con-
texts for AI-based ADM systems is accompanied by a large number of
different needs and options regarding their accountability. A one-size-fits-
all solution cannot suffice. Therefore, the aim of this thesis was to collect,
process, and extend the possibilities of promoting accountability in soft-
ware development processes and software systems in order to support
the achievement of the European goal of ’trustworthy AI’.

The basis is an understanding of accountability, which, first of all, re-
quires that a system can be analyzed. In Chapter 3, a generic software
development process is divided into several sections, based on the long
chain of responsibilities. Each section is examined separately in terms of
what information can be disclosed for external evaluation (transparency
mechanisms), and what accesses to the system (or its partial compo-
nents) can be granted for analysis purposes (inspectability mechanisms,
see RQ 2, p. 72). The chapter also introduced John Austin’s Speech Act
theory as a thought experiment to determine which actors are to be held
accountable (see RQ 3, p. 79)

Based on the information disclosed or retrievable through external ac-
cess, various auditing procedures can be carried out (see Chapter 4).
There are different understandings of the term audit. Two of them are
particularly relevant for this thesis: regulatory inspections based on stan-
dardization – for example, the body of ISO standardization documents that
form the basis for accredited certification – and bias audits of platforms
(see RQ 4, p. 92). However, the significance of an audit heavily depends
on the trustworthiness of the auditing personnel and the audit process
being carried out. This trustworthiness, in turn, can be measured with cer-
tificates.

The audit understanding of Sandvig et al., 2014, assumes that a trusted
party (e.g., an NGO or oneself) carries out a 3rd party audit, but without
the legitimation of the company whose product is being audited. This
means that the auditing procedures to be considered depend greatly on
the information accessible to a forum. This refers not only to the infor-
mation about the system itself but also, for example, to the question of
whether the system works with information of which the forum is unaware.
In many cases, only limited transparency and inspectability mechanisms
are available to the forum, which, in turn, restricts the choice of feasible
analysis approaches, potentially to a huge extent.

Regardless of what type of audit is being carried out, the question
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arises as to what exactly the expectations are that the system being au-
dited should meet. In order to answer this question, taking into account
all relevant stakeholder groups (including users and those affected), an
Assurance Case can be developed (see RQ 5, p. 102). An Assurance Case
is a reasoned argument supported by a body of evidence, which states
that a system operates as intended for a defined application in a defined
environment. In order to gain evidence from published information or sys-
tem access, concrete, structured analytical procedures are needed, i.e.,
tests.

The term testing is very broad and not uniformly defined (see Chap-
ter 5). Some subjects have multiple labels, and many terms are discussed
under multiple meanings. As a result, communication around testing ac-
tivities can be difficult and misunderstandings may not be recognized until
long after deployment (or not at all). To address this problem, test-related
terms in the context of testing data-driven components can be divided into
different levels of abstraction and related to each other (see RQ 6, p. 111
and RQ 7, p. 138). In addition, data-driven components and AI-based
applications bring new challenges that cannot be fully addressed with tra-
ditional testing approaches. This is particularly the case in the context of
fairness testing, which is why special attention is given to this type of test-
ing in this thesis and to how it can be applied in the context of the audit
procedures described by Sandvig et al., 2014 (see RQ 1, p. 42 and RQ 8,
p. 126). At the end of that chapter, it is discussed how the development,
execution, and fulfillment of test requirements can be implemented within
agile test development processes and how Acceptance Test-Driven Devel-
opment can be extended by implementing the Assurance Case framework
(see RQ 9, p. 139).

All approaches for promoting accountability require sufficient incen-
tives to implement them. Regulations provide extrinsic incentives in the
form of legal requirements that must be adhered to under threat of con-
sequences. However, traditional regulatory approaches are relatively in-
flexible and accompanied by a lengthy process when it comes to adapting
them to new regulatory needs. As a result, they are hardly able to keep
up with the rapid developments in the software industry, especially in the
context of AI-based applications. Risk-based regulation is intended to pro-
vide faster response times and better adaptability to changing regulatory
needs as a result of new developments (see RQ 10, p. 147). The AI Act is
a first large-scale implementation of this idea. Corporate Digital Respon-
sibility is a novel approach to fostering intrinsic incentives; on the one
hand, by calling on the good in people, and, on the other hand, by rec-
ognizing the ever-increasing importance of benevolence as a competitive
advantage.

For both approaches, there are only indicators for assessing their ef-
fectiveness so far (see RQ 11, p. 150 and RQ 12, p. 154). However, as the
AI Act is about to become legally binding, forcing the EU member states
to develop national implementations, and as CDR has gained significant
importance and attention in recent years, analyses of their effectiveness
will be possible in the foreseeable future.

Taking all these approaches and considerations together, a large tool-
box of options emerges that can be applied to a wide range of possible
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products, services, and situations in order to establish accountability of AI-
based ADM systems. Furthermore, this thesis can serve as a framework
for linking all these aspects together and as an incentive for examining
synergies more thoroughly. In the process, it also shows the limitations of
current approaches and presents further research needs.

7.1 Limitations and Future Work

The answers to many of the research questions pursued in this thesis point
to further research needs:

• Section 2.3.3.2 introduces a hierarchical view of fairness that helps
to resolve conflicts between group fairness and individual fairness.
How useful this approach is for evaluating the fairness of DDCs or
as a secondary goal for training DDCs, and what new challenges it
brings, for example, in defining appropriate subgroups, needs to be
evaluated in practical trials (see RQ 1).

• This thesis elaborates on a broad selection of transparency and in-
spectability mechanisms based on a generic software development
process model. The considerations are supported by discussions with
other experts in the field, various use cases, and relevant technical
literature (see RQ 2). Nevertheless, other important mechanisms for
specific use cases are potentially missing. Therefore, an extension on
the basis of practical trials would make sense. In addition, it might be
a good idea to build up a database of general and specific concerns
from various stakeholders, similar to the AI incidence database1. In
the future, this could provide a multi-stakeholder perspective on all
possible aspects for which someone should be accountable.

• In Section 3.2, the considerations regarding how to determine which
actors are to be held accountable based on Austin’s Speech Act the-
ory lead to the idea of making the developing company accountable
for everything concerning the system it develops and deploys. On
this basis, the company could then contractually hand over account-
ability for specific aspects to other actors who also contribute to the
substitution of the speech act. Whether this consideration would lead
to the market regulating which actor is to be held accountable based
on a balance of trust, control, and costs, whether such an approach
would lead to individual actors being manipulated into taking over
accountability for aspects for which they do not want to (or should
not) be accountable, or whether other undesirable side effects would
arise, needs to be investigated in practical trials (see RQ 3).

• In the context of this thesis, our adaptation of the Assurance Case
framework for extra-functional requirements, more precisely fairness,
could be tested in the continuous development process of a real in-
dustrial software product (see Section 4.2). In addition, a second
trial is currently underway, which cannot be discussed in more de-
tail for contractual reasons. The experiences made so far show that

1https://incidentdatabase.ai/, last accessed on September 5, 2023.

https://incidentdatabase.ai/
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real-life situations are much more complex than could be covered by
theoretical considerations. Although the results are promising and
have been perceived as added value by the clients in both cases so
far, there is still a lot of room for improvement, especially regarding
the necessary effort. Research in the context of compatible software
development processes such as Accepted Test-Driven Development
(see RQ 9) seems to be particularly relevant for this. Also, a col-
lection of generic Assurance Cases for specific kinds of applications
could be developed that could be used as strong templates for fu-
ture Assurance Case development processes regarding similar ap-
plications. Furthermore, the framework has primarily been used for
requirements engineering and continuous development. Its use for
testing compliance requirements, for communicating with stakehold-
ers not involved in the process, and as a basis for auditing and cer-
tification processes cannot yet be assessed without further research
(see RQ 5). For this, further industry trials and experience-based ad-
justments to the process are needed.

• Discussions with software testing experts from the Fraunhofer Insti-
tute for Experimental Software Engineering IESE, DIN, ISO, ISTQB,
and various companies have shown that a lot of miscommunication
takes place around test-related terms, especially in the context of
testing AI-based applications (see RQ 7). The standardization of such
terms has only been successful to a limited extent, as different stan-
dardization bodies sometimes provide different definitions and these
are also not always compatible with the already inconsistent tech-
nical literature. It cannot be ruled out that the differences between
the various definitions and understandings will be resolved sooner or
later, but it is questionable whether this should be the goal of further
research, as the challenge does not lie in a lack of knowledge or un-
derstanding. Nevertheless, scientists can contribute to identifying,
detailing, and communicating the discrepancies. The AI Glossary2

tries to contribute to this; however, it needs to be continuously main-
tained, expanded, and revised.

• The AI Act is a combination of a risk-based and a rights-based reg-
ulatory approach (see Section 6.1). An alternative approach would
be to build a risk graph that could implement a risk-based regulatory
approach within rights-based boundaries (see RQ 10). This approach
could be interesting for the national implementation strategy of the
AI Act, but it would first need to be assessed in terms of suitability
for this task.

• It should be noted that the suitability of the AI Act itself can only be
conclusively assessed through its implementation and then only after
some time based on its impact (see RQ 11). At the same time, the ap-
proach we present in Section 6.1.2 provides a systematic procedure
for a rough pre-assessment of the impact of a new regulation on an
entire product family, which is also capable of assessing the suitabil-
ity of other regulatory efforts still being negotiated and revised.

2https://ai-glossary.org/index.php?l=en, last accessed on June 29, 2023.

https://ai-glossary.org/index.php?l=en
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• The CDR movement as an approach to promoting intrinsic motiva-
tion for acting "good" or "benevolently" is generally to be welcomed,
but the movement is still in its infancy. A better elaboration of con-
crete implementation strategies and possibilities of also communi-
cating the efforts undertaken to customers in order to generate a
unique selling point that can be perceived by the market is required
(see RQ 12).

All considerations in this thesis are based on procedural regularity. This
means that all data points are processed by the same system according
to the same rules. In contrast, hard-coded behavior for a certain kind of
information could be to assign a fixed output to the corresponding data
point. Such cases can hardly be detected with dynamic testing and au-
diting concepts, i.e., everything except code reviews. Since manual code
reviews are only possible to a limited extent beyond a certain code size
and complexity, static code analysis methods might be suitable for recog-
nizing such cases automatically in the source code. However, this requires
further research, ideally on the basis of the source code of real AI-based
ADM systems.

7.2 Final Remarks

In the scientific literature on algorithmic accountability (and by this, I also
implicitly mean most of my own publications), most considerations are of
a theoretical nature or only practically validated under model assumptions
and ideal conditions. As researchers, we make every effort to think of all
relevant facets of a problem. At the same time, we try to create condi-
tions for practical validations that allow similar research approaches to be
compared with each other. However, these conditions are rarely found
in practice. In this respect, the results of many practical validations are
only helpful to a limited extent. I have experienced this problem from the
perspective of industry as well as from the perspective of research. As
developers, we experiment a lot with different test formats, and all too
often, ideas are discarded from the beginning by superiors because the
experience has already been made that they ’only work that well in the-
ory’. Conversely, there are hardly any opportunities for most academic
scientists to test their own research in commercial practice. In the few
cases where I got such a valuable opportunity (for example, in the context
of applying the Assurance Case framework to the development process of
a piece of software that automates clinical rotation schedules; see Sec-
tion 4.2), the applicability of the theoretical considerations turned out to
be more complex than originally assumed. In this specific case, however,
it fortunately turned out that the framework is flexible enough to deal with
processes in a commercial enterprise that are not necessarily model-like
or linear. That is why I conclude this thesis with a personal appeal: We
need more field testing of independent research results on commercial
applications and thus more cooperation between universities, research in-
stitutes, and companies, to create a foundation that is as solid as possible
to achieve the European goal of trustworthy AI.
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