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Abstract

Over the past years, different sectors of the industry have been trying to cope with
the continuous demand for more powerful, safe, and efficient safety-critical real-time
systems. The ongoing industry shift from single-core to multi-core architecture adds an
extra complexity layer to the problem of verifying and validating if safety-critical real-
time systems are behaving according to their specification parameters. The multi-core
architecture allows tasks to execute in parallel and issue memory requests concurrently,
which can lead to unpredictable contention at the bus and/or memory level. In the worst-
case scenario, contention can result in the deadline miss of a task and the consequent
failure of the system, which for safety-critical systems means that the failure can lead
to a catastrophic event that can endanger the lives of multiple humans.

Due to the increasing complexity of safety-critical functionalities in modern automo-
tive and avionics systems, it is often required that multiple software applications have
to constantly communicate with each other in order to achieve a given safety-critical
functionality within the system. As a result, many software applications in those do-
mains are often modeled by the system designers as ordered sequences of communicating
tasks known in the literature as cause-effect chains. For those chained tasks, inter-task
communication occurs by means of shared resources, with the output produced by one
task serving as input for the next one. Since the correct behavior of a safety-critical
functionality according to system’s specification no longer solely depends on the exe-
cution of a single task, but rather on the time taken by data to propagate through
the cause-effect chain, the complexity of verifying whether or not timing constraints
are respected during runtime increases even further. Especially when the tasks forming
a cause-effect chain have different activation periods, resulting in what is known as a
multi-rate cause-effect chain.

For safety-critical applications, it is pivotal to ensure that the end-to-end latencies
of a cause-effect chain modeling a given system functionality are always within a given
range during runtime in order to prevent system failure. However, since in a multi-
core platform tasks might be allocated to different cores, execute in parallel, and access
shared resources in a non-deterministic manner, the problem of tracing data propagation
and ensuring that the end-to-end latency of cause-effect chains are always within a given
range turns into a non-trivial task to be solved.
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In this dissertation, we study the challenges of performing end-to-end timing analysis
in safety-critical real-time systems with multi-rate cause-effect chains and multi-core
architecture. The main contribution of this dissertation consists of proposing methods
to verify and improve the end-to-end latencies of safety-critical real-time applications
with tasks applying the logical execution time (LET) communication paradigm. More
specifically, we propose the following contributions: (i) a method to reduce end-to-end
latencies of multi-rate cause-effect chains applying the LET paradigm by considering
knowledge of the schedule in later design phases; (ii) a method to further reconfigure
the communication intervals of LET tasks by establishing precedence constraints be-
tween specific task instances; (iii) a method to decrease system utilization by skipping
the execution of task instances that do not affect end-to-end latencies of cause-effect
chains; (iv) a method to increase the feasibility of multi-rate cause-effect chains to meet
their end-to-end latency constraints in multi-execution mode systems. Evaluations us-
ing automotive benchmarks and synthetic task sets show the benefits of our methods
under different end-to-end latency metrics such as reaction time and data age.
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A fé na vitdria tem que ser inabaldvel !

Dexter - Fénix

!'English translation: Faith in victory must be unwavering.
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'Chapter |

Introduction

Over the past decades different sectors of the industry have been trying to cope with
the continuous demand for more powerful and efficient computing systems. From the
smartphone in our pockets to the autopilot system in autonomous vehicles, complex
embedded computing systems of different types and criticality levels became part of our
everyday life. While the failure of a smartphone can be unpleasant to its user, the failure
of a car’s autopilot system can lead to a catastrophic event and endanger the lives of
multiple humans, i.e., that is a safety-critical failure.

Before being deployed in vehicles, airplanes, trains, and sometimes even medical de-
vices, safety-critical embedded systems have to go under strict certification processes to
ensure that they behave in accordance to their specification parameters during runtime.
For a |real-time system (RTS), however, behaving according to specification does not
solely depends on the correct computation of output data (logical correctness), but also
depends on when the output is available (temporal correctness).

The ongoing industry shift from single-core to multi-core architecture adds an extra
complexity layer to the problem of verifying and validating the specification of safety-
critical real-time systems, e.g., the |electronic control units (ECUs) in the automotive
domain. The multi-core architecture allows tasks to execute in parallel and issue memory
requests concurrently, which can lead to unpredictable contention at the bus and/or
memory level. In the worst-case, contention can result on the deadline miss of a task
and the consequent failure of the safety-critical system.

Modern automotive run multiple control applications containing several tasks
that are continuously communicating with each other to provide specific safety-critical
functionalities. For those tasks, inter-task communication occurs by means of shared
resources, with the output produced by one task serving as input for the next one,
i.e., data propagates in a chained manner. As expected from a safety-critical control
application, it is pivotal to ensure that the[end-to-end (E2E)latency of each[ECU]— time
required to read, process and output data — is within a given range even in scenarios
where contention might happen. Failing to ensure [E2E|latency within a specific interval
can directly compromise the control performance of an application and in some cases
lead to more severe types failures within the control system [IJ.




2 Chapter I. Introduction

The latencies of an are directly affected by the communication model and
the scheduling mechanism adopted by the system unit. For most communication models,
the points in time where inter-task communications occurs (accesses to shared resources)
are non-deterministic since they depend on when tasks start and finish their execution,
which in turn is indirectly determined by the adopted scheduling policy. Given that,
during runtime, tasks that are allocated to different cores might run in parallel and
their execution might vary from one instance to another, it is nearly impossible to verify
the latencies by considering all the possible execution scenarios. As a result, the
problem of tracing data propagation and ensuring that the latency of a given
is within a given range turns into a non-trivial task to be solved.

This dissertation studies the challenges of performing timing analysis in safety-
critical real-time systems with multi-core architecture. The main contribution of this
dissertation consists of proposing methods to verify and improve the latencies of
safety-critical real-time systems applying the [Logical Execution Time (LET)|communi-
cation paradigm. In this dissertation, we focus our analysis in the automotive domain,
but the methods and analyses presented throughout this dissertation can also be applied
to other domains where the paradigm is present.

The remaining sections of this chapter introduces the main concepts and challenges
discussed throughout this dissertation. In Section we present the main research
area of this dissertation. In Section we discuss about the main scheduling policies
and communication paradigms currently considered by the automotive industry. In Sec-
tion [[.4] we formulate our problem statement and briefly present the main contributions
of this dissertation. In Section we present a complete overview of the remaining
chapters of this dissertation.

l.1 Automotive Safety-Critical Systems

Over the past decade, the amount of electronic units present in a vehicle increased
significantly, especially due to the fact that most of the safety-critical functionalities of
a vehicle are now controlled by specific ECUsl Moreover, the fact that old hydraulic
systems have been replaced by their modern drive-by-wire counterparts was another fact
that contributed to this significant increase due to their improved control performance
and safety. Although most of the electronic units present in a vehicle are related to
safety-critical functionalities, not all of them have the same constraints. Some units
might favor data throughput over respecting a given [E2E[latency constraint. An example
of these difference in requirements are the [telematic control unit (TCU) and |anti-lock
lbreaking system (ABS) systems. The former favors data throughput, while the latter
favors shorter latency.

Since 2003, applications in the automotive domain are developed in accordance to
the [AUTomotive Open System ARchitecture (AUTOSAR) standard [2]. As a global
partnership between multiple automotive manufacturers, the standard de-
fines a specific software development methodology for designers, as well as a standard-
ization of how the software architecture should be. As a result, enables
scalability allowing sustainable use of software across multiple platforms and vendors.




I.1. Automotive Safety-Critical Systems 3

Following the [AUTOSAR] standard, designers structure modern automotive applica-
tions as |software components (SWCs), which consists of several runnables — smallest
executable unit within a [SWC|] — that are grouped into tasks depending on their ex-
ecution period. The process of scheduling tasks is done by the |operating system (OS)
according to one of the policies available in (See Section . Designing
safety-critical applications in embedded systems, such as in AUTOSAR, requires com-
plex analysis for temporal properties, such as latencies. Usually, during early
design phases, designers abstract system semantics, e.g., scheduling algorithms, in order
to reduce the complexity of the timing analysis. However, abstracting system semantics
in this manner results in pessimistic latencies as discussed in [3] by Matic and
Henzinger.

When designing safety-critical applications in [AUTOSAR] the timing analysis’ com-
plexity is directly dependent on the inter-task communication model adopted by the
tasks (See Section . That is, the complexity of computing the latencies of
an [ECU] depends on when tasks access shared resources during their execution. Since
a safety-critical functionality might require data from different applications running on
multiple [ECUs| the problem of performing timing analysis becomes even more

complex.

Nowadays, a vehicle can be seen as a distributed system consisting of multiple
connected via a network. As defined by Tanenbaum and Maarten [4], a distributed
system represents a set of independent computing devices that appears as a single device
to its end user. In the automotive domain, the |controller area network (CAN)| bus [5]
is used as the main inter-communication medium for Figure [T illustrates an
automotive distributed safety-critical system consisting of three connected via
a[CAN|network. As an introductory example, let us focus on FCU1 and its applications
as shown in Figure [.2]

Figure 1.1: Distributed automotive

system with three electronic control units  Figure 1.2: Set of applications within

electronic control unit ECU1



4 Chapter I. Introduction

In general, a modern has multiple cores that run a set of independent ap-
plications consisting of one or more tasks. In order to ease the understanding and
explanation, let us assume ECU1 is a multi-core containing three applications
(APP1, APP2, APP3) consisting of a single tasks with real-time requirements. Let us
also assume that each application is allocated to a dedicated core and that APP1 in
ECU1 runs a sensory application for object detection. Task 71 in APP1 collects data
of the environment around the vehicle and stores the data in a shared variable that
is accessible by AP P2, which runs a digital processing application. Task 75 in APP2
stores the outputs of its computations in a shared variable that is accessible by AP P3,
where an actuator task 73 is being executed. As a result, 73 is the task responsible for
performing a specific functionality of the system based on the data sensed by task 7
and processed by 7, e.g., [adaptive cruise control (ACC)| This chained sequence of tasks
executing and propagating data from one to another can be represented as a task-chain
(See Section . Note that although the tasks running on FCU1 are independent from
each other and might respect their individual time constraints, from the system’s func-
tionality point of view that is not enough since the final system functionality depends
on the time taken latency) for data to propagate through the entire task chain.

In order to verify whether or not system functionalities respects their latency
constraints, timing analysis methods should consider when tasks communicate with each
other (access time to shared resources) and not only their individual deadlines. Although
straightforward for the example described above, the problem of verifying latency
constraints becomes non-trivial once applications have multiple tasks that might be
allocated to different cores and be executed in parallel. In Section [[.2], we discuss about
how scheduling and communication mechanisms can influence the timing analysis of
automotive safety-critical systems.

.2 Scheduling and Communication

According to the standard, when designing [real-time (RT)| systems in the
automotive domain, designers should consider specific scheduling properties and com-
munication paradigms. In Chapter we discuss in detail the concepts of a real-time
system (task, job) as well as other scheduling policies and communication paradigms
that are commonly used in the industry.

1.2.1 Scheduling Policies and State Models

In tasks are scheduled by the [OS] according to fixed-priority. That is, each
task has a static priority level [6]. During runtime, the task with the highest priority

is selected by the to be executed (for more details about fixed-priority scheduling
see Chapter . Depending on the designer’s needs, the can allow tasks to run for
their completion, i.e., in a non preemptive manner, or, they can be preempted during
execution by other higher priority tasks. Another policy presented in is
called cooperative scheduling, where a non-preemptive task informs the [OS] when it can
be preempted if needed.
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As a computing process, a task can be modeled as a [finite-state machine (FSM)|
and have different states depending on the parameters of the system at a given time

point. In[AUTOSAR] a task can be classified as: (i) basic task or (ii) extended task [6].
Figure |[.3| shows the possible states and transitions of a basic task.

Wait

Terminate @ Terminate @
Suspended Start Preempt Suspended @

Figure 1.3: Finite-state machine of a Figure 1.4: Finite-state machine of an
basic task extended task

Activate Activate Release

As shown in Figure a basic task has three states: (i) suspended, due to task’s
termination or waiting for the next activation, (ii) ready, waiting to have the highest
priority, (iii) running, being executed by the [OS] As shown in Figure [[.4] an extended
task has an additional waiting state compared to its other form. The addition of an
extra state allows the task to wait for the occurrence of an specific event before resuming
its execution.

In [AUTOSAR] task can be activated by the [OS|in three ways: (i) periodically, (ii)

sporadically, or (iii) single activation. As the name suggests, periodic tasks are activated
by the [OF] after an specific time interval. In the context of sporadic tasks
are directly related to specific angles and speed of the crankshaft [7]. The activation
period is given by:

120
Period = —— I.1
cro rpm x nC'yl (11)

where rpm stands for rotations per minute and nCyl represents the number of cylin-
ders in the crankshaft. Single activation tasks are activated by [0S only once, usually
during system startup or termination.

Depending on the combination between priority and model, the execution time of
a task may vary drastically during runtime, specially when other task are running in
parallel and competing for shared resources. Since inter-task communication directly
depends on when a task executes, the standard adopted different communi-
cation paradigms over the years to ease the development and analysis of safety-critical
applications.
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1.2.2 Communication Paradigms

Inter-task communication represents the process of sharing data through a given medium
between two or more tasks. In such process, a task can either act as a writer or as
a reader. The current version of the standard considers three possible com-
munication paradigms: (i) explicit, (ii) implicit, and (iii) logical execution time [6]. The
main differences between the three paradigm lie in how they handle their local data
and on when they access their shared resources. Below, we briefly describe the three
communication paradigms, while in Section we formally define them.

Explicit Communication

In the explicit communication paradigm, a task does not keep a local copy of any data
that it might need during its execution. That is, every time the task needs to
a given data, it has to access the global shared variable storing it, which
may lead to data inconsistency. Figure [[.5]illustrates the behavior of two tasks applying
the explicit communication paradigm. Note that in Figure [I.5] T'askl works on two
different data values during its execution due to the write-event made by Task2 while
Taskl was preempted.

Global Variable

>

ﬂf preemption

t

|:|Task1 I:I read operation TaskT |:| write operation Task1
|:|Task2 |:| read operation Task2 D write operation Task2

Figure 1.5: Ezplicit communication paradigm

The main advantage of the explicit communication paradigm is its simplified logic
and low implementation overhead. However, due to the unpredictable access pattern of
tasks to global shared resources, the explicit paradigm is usually limited to scenarios
where shared variable can only be read and not written.

Implicit Communication

The implicit communication paradigm, also known as read-execution-write paradigm,
enforces that tasks copy at the start of their execution all the data they might require
to complete their execution. That is, tasks have local copies of all the shared vari-
ables they access during runtime. By enforcing tasks to have local copies, the implicit
communication paradigm solves the issue of data inconsistency present in the explicit
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communication paradigm and reduces probability of suffering contention while access-
ing shared variables. Once tasks finish their execution, they copy their output from the
local variable to the global. Figure [[.6]illustrates the behavior of two tasks applying the
implicit communication paradigm.

Y

Global Variable

“t
|:| Task1 |:| read operation Task{ Dwrite operation Task{
|:| Task2 D read operation Task2 Dwrite operation Task2

Figure 1.6: Implicit communication paradigm

Note that in Figure [[.5] even when preempted by Task2, the data value accessed by
Taskl and used during its execution remains the same all the time, i.e., there is no data
inconsistency during T'askl’s execution. The main advantage of the implicit communi-
cation paradigm is that it solves the main issue present in the explicit communication
paradigm, which was data inconsistency. However, since events from/to shared
resources are directly dependent of when tasks start and end their execution, the [E2E
latencies between two communicating tasks remain non-deterministic, i.e., they might
vary from one instance to another. That is, the latencies can not be computed
precisely and timing analysis methods can only provide a pessimistic upper bound.

Logical Execution Time -

The paradigm emerged originally as part of Giotto, a time triggered program-
ming language proposed by Henzinger et al. [§] for embedded systems. In the
paradigm, task’s communication is decoupled from task’s actual execution. That is,
inter-task communication happens independently of when tasks start and end their
execution, which enables timing and data-flow determinism during inter-task commu-
nication. In , tasks only perform their events at the boundaries of the so-
called communication interval, whose length is considered equal to the period interval
of the task. Figure [[.6]illustrates the behavior of two tasks applying the [LET| paradigm.
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1 preemption

’ - communication '
&_) interval .(_)
A A
DR communication interval«««.... )

|:| Task1 |:|read operation Task1 Dwrite operation Task1
|:| Task2 Dread operation Task2 |:|write operation Task2

Figure 1.7: Logical execution time paradigm

Note that in Figure [[.7 due to the paradigm, it does not matter when or for
how long T'askl and Task2 execute, the points in time when inter-task communication
(access to shared resources) happens are always the same. By knowing exactly when
shared resources are accessed by tasks, data can be easily traced and latencies can
be precisely computed. However, as observed by [3] [7], abstracting system semantics
(scheduling choices) to ease timing analysis results in pessimistic latencies, i.e.,
longer latencies compared to the implicit communication paradigm.

In Section we discuss about how the different communication paradigms affect
data propagation and consequently the latencies of task-chains present in one or
multiple [ECUs

1.3 Task Chains

As motivated during the introductory example in Section [[.I} an automotive safety-
critical system functionality can consist of multiple applications containing several tasks
running on different cores. In order to achieve the desired system functionality, appli-
cations have to constantly communicate with each other by means of shared resources,
which are constantly accessed by the tasks contained in each application. As data prop-
agates from one task to another in an ordered manner, it creates a chained sequence of
communicating tasks known in the literature as |cause-effect chains (CECs)|
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A cause-effect chain represents an ordered sequence of communications carried
out between a finite set of tasks that are part of one or more applications. In the
automotive domain, a sensor to actuator controlled application is a typical example
of a It consists of a task that reads the sensor (cause), a task that processes
the read value, and a task that writes to an actuator (effect). Since tasks might be
part of multiple [CECg, run in parallel, and access resources in a non deterministic
manner, the analysis of whether or not the latency between the cause and the
effect fulfills required timing constraints is not trivial |7, 9]. The analysis’ complexity
increases even further as complex data dependencies may exist between tasks due to
their different activation period rates, which results in a special type of known
as multi-rate cause-effect chain. Figure [[.§ illustrates a multi-rate consisting of
three tasks applying the paradigm where the communication intervals are equal
to task’s period. The upside arrows in Figure represent a new activation of a task,
while the other arrows represent data propagation paths through the [CEC|according to
the [LE'l| paradigm. Note that in Figure |l.8 each colored arrow represent a distinct data

propagation path within the [CEC] We formally define a in Section [[IT.1.1
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Figure 1.8: Multi-rate cause-effect chain with tasks applying the logical execution time paradigm

Note that due to the multi-rate nature of the in Figure [[.8 data might be
under/over-sampled while being propagated (e.g., the paths with dotted lines). As a
result, not all instances of the tasks are involved in the process of data propagation,
which in turn wastes processing resources during runtime.

In the automotive domain, the two most common metrics analyzed when per-
forming the timing analysis of a multi-rate are: (i) reaction time; (ii) data age,
also known as First to First and Last to Last semantics respectively in [I0] (See Sec-
tion [[II.1.2). The reaction time measures system’s reactivity to a given input, that is,
how long does it take for an input to traverse the for the first time assuming the
maximum sampling delay. The data age measures the freshness of the output data, that
is, for how long a given input influences the outputs. Figure |[.9 exemplifies the reaction
time and data age metrics for a consisting of two tasks (Task1, Task2), where both
have a worst-case execution time of one time unit and apply the [LET| communication
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paradigm. Note that in this example Task2 has the highest priority. Although Figure|l.9
only shows the reaction time and data age of the orange and purple data, each other
color data has its corresponding reaction time and data age values.

N A

Taskll (]

meh b i H b bh ]

—>
— >
]

reaction time

data age
Figure 1.9: Graphical representation of the reaction time and data age latency metrics

Figure [[.9] shows that although both tasks have a short response time — time inter-
val between release and completing execution — the output jitter caused by the |LET
paradigm results in pessimistic [[.2F] values.

1.4 Problem Statement and Contributions

As discussed throughout this chapter, ensuring the correct functionality of safety-critical
applications in a multi-core system requires more than just guaranteeing that individ-
ual task’s deadlines are met during runtime. For safety-critical applications, the time
required for data to traverse through a cause-effect chain is also essential and has to be
taken into account during timing analysis since it directly affects the [E2E]latencies of the
applications. Given that a safety-critical application may contain several tasks, which
may have different activation periods (multi-rate) and might run in parallel, the problem
of guaranteeing latencies of multi-rate cause-effect chains becomes non-trivial.

Although facilitates the timing analysis of multi-rate cause-effect chains during
early design stages, it also introduces unnecessary pessimism in the form of longer
latencies. As a result, the application’s performance is severely compromised and some-
times requires applications to be fully redesigned in order to keep the latencies
below a given time constraint. Moreover, the redesign of complex multi-rate
might increase the side effects of data being under/over-sampled, which, in turn, might
increase the waste of processing resources during runtime.

This dissertation focuses on proposing, from a theoretical and practical point of view,
methods to reduce the long latencies present in multi-rate cause-effect chains ap-
plying the paradigm, as well as the waste of processing resources during runtime.
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The main contributions of this dissertation are listed in the sections below:

1.4.1 Safe Reconfiguration of Communication Intervals

By abstracting from system implementation the [LET| paradigm brings many benefits
to the timing analysis of multi-rate during early design phases. However, as ex-
plained in [[.2.2] abstracting system semantics in this manner results in unnecessarily
longer latencies, which in some cases might require a complete re-design of the
whole cause-effect chain. In Section [[V.2] we show that by correctly configuring tasks’
communication intervals, the latency of multi-rate can be significantly im-
proved while maintaining all the benefits of the [LET| paradigm.

Our method extracts information from a feasible schedule to derive new boundaries
for tasks’ communication intervals. By postponing read-events and preponing write-
events, our method allows data to propagate through different communication paths,
which ultimately result in significantly shorter latencies. In Section [[V.2] we also
shown that since tasks might belong to multiple not all communication intervals
have to be reconfigured in order to reduce the overall latencies.

We propose an analytical method to safely reconfigure at once the communication in-
tervals of tasks without comprising the latencies of the present in the system.
By safe reconfiguration we mean that our method guarantees that task instances are
always executing within their specified communication intervals. That is, latencies
are deterministic and can be easily verified at any point in time.

1.4.2 Timing Analysis of Asynchronous Cause-Effect Chains

As further discussed in Section the literature about performing timing analysis of
asynchronous applying the paradigm is scarce and limited to cases where
the length of tasks’” communication intervals are equal to tasks’ period interval. As we
propose in Section [V.2] a method to reconfigure the communication intervals of tasks
applying the paradigm, a new set of analytical equations to compute latencies
have to derived since the ones available in the literature are no longer applicable (they
don’t consider the possibility of reconfigured intervals).

In Section V.3 we demonstrate analytically and by means of theorems, how to com-
pute precisely the points in time when data propagates throughout a multi-rate
containing tasks with reconfigured communication intervals. Based on the propagation
points of a [CEC] our method recursively computes the reaction time and data age of
each propagation path present in the That is, our method extends the state of the
art by providing more general equations that can be used to compute the reaction time
and data age of (a)synchronous multi-rate [CECs| with(out) reconfigured communication
intervals.

In Section we present a framework where designers can perform the timing
analysis of a task set and the present in it. For each [CEC] our framework lists
all the possible propagation paths as well as the maximum reaction time and data age
of each [CEC]
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1.4.3 Schedule Manipulation to Improve End-to-End Latencies

Although we demonstrate in Section that the latencies of multi-rate
applying the paradigm can be reduced, they are still not optimal and can be
further reduced in some cases. As later discussed in Section [[I.2] the literature about
optimizing the latencies of tasks with reconfigured communication intervals was
non-existent before the proposal of our method.

In Section we demonstrate how minor manipulations on the schedule can fur-
ther reduce the latencies of containing tasks with reconfigured communica-
tion intervals. We propose a method that uses precedence constraints to manipulate
and control the execution pattern of a given set of tasks. By manipulating when spe-
cific task instances start and end their execution, our method modifies the parameters
used in Section to define boundaries of the communication intervals. As a result,
new interval configuration are obtained depending on which precedence constraints our
method establishes between the tasks.

We propose in Section [V.7] a framework where designers can specify which multi-
rate should have their latencies further reduced by means of precedence
constraints. The proposed framework also allows designers to limit the number and
choose which tasks can receive precedence constraints. Our framework uses a search-
ing heuristic function (See Section to guide the search for the set of precedence
constraints that best fits the designer’s requirements.

1.4.4 Improving System Utilization

One of the benefits of the [LET]| paradigm is that inter-task communications only happen
at the boundaries of tasks’ communication intervals. As a result, it is possible to trace
data propagation in a deterministic manner throughout the multi-rate [CECs| Given
that the resources used for inter-task communication may suffer from data oversampling,
not all outputs produced by task instances ultimately affect latency values. That
is, their output are overwritten before being consumed, i.e., read, by the next task in
the chain. Since not every task instance affects the latencies of multi-rate
the execution of such instances only wastes processing resources (See Figure [I.8). By
skipping the execution of task instances that are not affecting the latencies, it is
possible to reduce system utilization without affecting the output, i.e., behavior
of the multi-rate

In Section [[V.5] we propose a set of methods to identify which task instances can be
skipped. Since tasks may belong to more than one and data propagation directly
defines which task instances can be skipped, we propose a method that manipulates
communication intervals in order to maximize the number of jobs that can be skipped
and minimize system utilization. We use the framework proposed in Section to
find the set of communication intervals that best fits our objective of decreasing system
utilization while potentially reducing latencies.
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1.4.5 Improving End-to-End Latency Feasibility in Multi-Execution Mode
Systems

Safety-critical control applications often need to operate under multiple system modes
during runtime. A transition from one mode to another may cause new tasks to join the
system which might increase the latency of certain within the system. As
later discussed in Section [[T1.2] a research gap exists in the literature since neither the
original model nor existing [E2E] optimization methods based on it (including our
approaches in sections [[.4.1] and [.4.3)) account for system mode change during runtime.

In Section [[V.6] we propose a method to increase the feasibility of meeting
latency requirements of multi-rate in multi-execution mode systems. By means
of process migration, our method selectively migrates task instances in order to validate
the timing constraints of that had their latencies affected after a mode change. For
every [CEC| that violates its latency requirements, our method identifies which tasks
of that must have their communication intervals reconfigured. The reconfiguration
process takes place by migrating to candidate cores a set of specific task instances, which
are selected based on the amount of interference they suffer in the current mode.

In Section we show how to ensure that selected task instances completely exe-
cute within an specific interval and how we ensure that the latencies of the tasks
currently allocated in the candidate core remains unaffected.

1.5 Dissertation Outline
The remaining chapters of this dissertation are organized as follows:

e In Chapter [[I, we present the concepts and scheduling theory of single /multi-core
real-time systems as well as the task models most used in the literature. We
also present the concepts and properties of shared resources, offline scheduling
approaches, as well as load balancing techniques such as task migration.

e In Chapter [T} we do literature review in the broaden area of timing analysis of
multi-core safety-critical real-time system. We discuss about the current state of
the art and position our work with respect to it. In Chapter [[TI}, we also present
the challenge that inspired most of the methods proposed in this dissertation.

e In Chapter [V] we present the main contributions of this dissertation. In Sec-
tion we present of our Schedule-Aware communication model, while in Sec-
tion [[V.3| we demonstrate how [E2E]|latencies can be computed for the new method.
In Section we show how latencies can be further reduced by adding
specific precedence constraints to manipulate task’s communication intervals. In
Section we show how our Schedule-Aware communication model can assist
in minimizing system utilization by skipping the execution of task instances that
don’t affect the latencies of [CECY with tasks applying the paradigm. In
Section we demonstrate how to increase the feasibility of multi-rate
that apply the [LET| model to meet their latency requirements after a mode
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change. In Section [[V.7] we propose a framework to assist designers on how to
properly configure the communication intervals of [LET] tasks. In Section we
propose a heuristic function for our framework.

e In Chapter we evaluate our work using the automotive benchmark proposed
by BOSCH [I1] as well as synthetic task sets.

e In Chapter we conclude this dissertation and present possible research direc-
tions to continue our work.



'Chapter H

Real-Time Systems

For most types of computing systems, behaving according to definitions means that a
correct computation value was produced by the system (logical correctness). However,
for systems classified as [real-time (RT)| the point in time when the computed value was
produced is also an important behavioral metric (temporal correctness). The quality of
a system can be determined based on its compliance to the logical and temporal
correctness of the data produced. That is, a system must deliver the expected logical
value within defined timing constraints, i.e., before the assigned deadline.

The airbag system present in vehicles is a classic example of a system in the
literature. During a collision, the airbag system must not only inflate the bag that will
protect the driver’s head, but it must also inflate at the right instant. For example, if the
airbag inflates too early during the collision, it will not provide the necessary cushioning
to protect the driver’s head. If the airbag inflates too late, the driver will hit his head
against the vehicle and the airbag becomes a useless protection feature.

In the literature, systems can be classified in two categories: (i) soft real-time,
and (ii) hard real-time. In a soft system, some deadline are allowed to be missed
without causing system’s failure. However, the quality of the outputs produced by the
system decreases significantly over time if those deadline misses continue to occur. In a
hard [RT]system, all the deadlines and timing constraints have to be respected, otherwise
the system fails and it might endanger human lives in case of a safety-critical system. In
order to guarantee that no deadlines are missed during runtime, a schedule that enforces
which and when tasks should execute has to be defined offiine or online, i.e., before or
during runtime.

Most[RT]systems define their schedules online according to a predetermined scheduling
policy (See Section [[T.2)). In such systems, known as fevent-triggered (ET)|[RT] systems,
significant events such as task’s releases or completion trigger the activation of the
lerating system (OS)'s scheduler. In order to create the schedule that will be followed by
all the tasks present in the system, the [OS] scheduler requires deep knowledge of task’s
properties such as how often they activate and for how long they might execute. Based
on those properties and on the chosen scheduling policy, the scheduler decides which
task should be executed at every time a significant event occurs in the system.

Unlike systems that define their schedules online, the systems known
as [time-triggered (TT)|RT]systems have their schedules defined during the design phase,

15
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i.e., offline (see Section . That is, during runtime, no scheduling decision is taken by
the [OS]s scheduler, all the decisions were already planned and decided before system’s
deployment. Instead of making decisions online, a system follows a scheduling
table containing all the necessary information regarding when and which task should
be executed as time progresses. Unlike a system where significant events were
responsible for triggering the [OS]s scheduler, a system adopts a global notion of
time, where the progression of time is what triggers the [OSs scheduler. As time pro-
gresses and matches the time points defined in the scheduling table, the [OSs scheduler
dispatches the task corresponding to a specific time point as described in the scheduling
table.

Throughout the remainder of this chapter, we will properly define the concepts of
tasks and present an overview of the scheduling theory for single/multi-core real-time
systems. In Section we present the terminology for tasks and its instances (jobs), as
well as the task models most used in the literature. In Section we discuss classical
scheduling algorithms for single/multi-core systems. Section provides an overview
around the concept of shared resources, and how they are managed in real-time systems.

II.1 Tasks and Jobs

Task is the elementary term used in the realm of [RT]systems to describe a process that
contains a sequence of instructions to be executed by the system’s processor. Usually,
a real-time application consists of several tasks. This collection of tasks from one or
multiple applications is known as task set. During runtime, a task can be activated
multiple times and at each activation an instance of the tasks is created. Once activated,
instances that are ready to execute stay in a queue and wait to be selected by the
scheduler to be executed. In the realm of [RT] systems, the term job is used to describe
an instance of a task that is released at a given time point and should be executed before
its deadline.

Depending on their functionality and implementation, tasks might have different pa-
rameters. Each parameter specifies a specific characteristic of the task, e.g., release time,
deadline, execution time, etc. Those parameters are used by the scheduler or designer
to decide when each task should be executed depending on the system type (ET]
or . Below we list and describe some common task’s parameters:

o |worst-case execution ttme (WCET) : represents the mazimum interval of time a
task might require to execute completely without interruption over all possible in-
put data. The[WCET]value may be platform dependent, since it is an upper bound
of the execution time of all jobs in a given system platform. Therefore, its value
might change significantly when measured across different hardware platforms.

e |best-case execution time (BCET) : represents the minimum interval of time a
task might require to execute completely without interruption over all possible
input data. It is the counter part of WCET]
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e Phase : represents the point in time when the first job of the task should be
released and available to be scheduled by the scheduler.

e Deadline : represents a point in time relative to task’s release. A deadline indi-
cates the latest point in time a task can finish its execution without compromising
its timing requirements. That is, after its release, each job should finish its execu-
tion by the defined deadline.

e Priority : represents the importance of a task from the scheduler’s point of view,
i.e., the higher the priority, the higher the chance of being chosen by the scheduler
as the next task to execute. For systems, the scheduler’s scheduling policy is
the one responsible for assigning priorities to tasks (See Section [[1.2)), while for
systems, the priorities can be assigned offline by the designer.

II.L1.1 Task Models

A task model represents an abstraction methodology used to describe temporal require-
ments of tasks. In the realm of [RT] systems, tasks can be classified into a task model
according to their activation pattern. The most common task models present in the
system literature are: (i) the periodic model, and (ii) the sporadic model. First defined
by Liu and Layland in [12], the periodic task model assumes that tasks release jobs
periodically according to a given activation rate. Therefore, during runtime, a infinite
sequence of jobs are released by each task according to their activation rate. Below, we
define the Period parameter of a task according to the periodic task model.

e Period : represents the minimum intervals of time between the release of two
consecutive jobs by a given task.

The periodic task model proposed by Liu and Layland in [12] assumes that the dead-
line of a task is equal to its period. That is, all jobs should finish their execution no
later than the release of the next job of the same task. It also assumes that tasks are
independent from each other, do not overrun and can suspend themselves. In the lit-
erature, there are variations of this model with slightly differences such as when tasks
have deadline different than their period.

The sporadic task model was first proposed by Mok in [13], and it assumes that the
activation interval between two jobs of the same task is not fixed and can vary during
runtime. That is, there is no upper bound on when the next job of a task might get
released. However, the sporadic task model assumes a lower bound, i.e., a minimal time
interval between the release of two consecutive jobs of the same task. For the sake of
timing analysis, the maximum demand generated by a sporadic task will happen when
the jobs are always released according to the lower bound. In this scenario, the sporadic
task behaves as a periodic task, where the period is the minimum inter arrival time of
two consecutive jobs.

Although not a proper task model given its nature, the release pattern of tasks can also
be modeled as aperiodic. That is, they can be released at any point in time, there is no
lower or upper bound to limit when new instances of the aperiodic task might arrive in
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system during runtime. As further explained in Section [[T.2] aperiodic tasks are treated
using a special procedure during runtime and are executed or dropped depending on
capabilities of the scheduling policy applied by the scheduler.

1.2 Scheduling

In the context of [RT]|systems, scheduling is a decision making process where the scheduler
decides which job from a set of ready tasks should be executed according to a given
scheduling policy. The end result of this decision making process is a schedule, which
is a particular execution sequence of the tasks present in the system. In the literature,
a scheduler can be classified as: (i) preemptive, or (ii) non-preemptive depending on its
implementation. During runtime, a scheduler classified as preemptive can preempt the
execution of a job in order to serve another job that just arrived in the ready queue.
On the contrary, jobs executing under the control of a non-preemptive scheduler cannot
be preempted, and as a result, those jobs must run until completion every time they
start to execute. Once selected as the next job to be executed by the scheduler, all the
resources required for the correct execution of the selected job are assigned by the[OS] In
Section [[T.3] we further discuss about the resources needed by jobs during their execution
and how mutual accesses can be controlled.

According to the literature, for a periodic task model a schedule is said to be feasible
if all tasks respect their timing constraints. In the same manner, a task set is said to
be schedulable, if there is at least on scheduling policy that produces a feasible sched-
ule during the lhyperperiod (HP)| The represents an interval of time in which the
schedule starts to repeat itself, i.e., task’s release pattern start to repeat. The length of
a[HP] can be obtained by computing the [least common multiple (LCM)| of task’s period.

Over the last decades, different scheduling algorithms were proposed in the system
literature. A scheduling algorithm can be defined as a systematic approach that assign
processing resources to computing tasks as time progresses. Initially, the only differ-
ence between those scheduling algorithms was how they assigned priority and if it was
dynamic or static during runtime. Since the advent of multi-core systems, scheduling
algorithms started to be classified according to the system platform they are targeting
(single/multi-core).

In Section [[T.2.1] we discuss about the most common scheduling algorithms for single-
core (uniprocessor) systems. In Section , we expand our analysis to also include
the most common scheduling algorithms for multi-core (multiprocessor) systems.

I.2.1 Uniprocessor Scheduling

The first real-time scheduling algorithms were proposed between the late 60’s and early
70’s |14, [15) 16, 12], being the work by Liu and Layland in [12] definitely the most
prominent among all of them.
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Rate-Monotonic

As mentioned in Section , Liu and Layland [12] were the first to propose the periodic
task model and methods to check task’s schedulability. In [I2], the authors propose a
task-level fixed-priority preemptive scheduling algorithm named |[Rate-Monotonic (RM)]
which is still one of the most widely used scheduling policies given its efficiency and
ease of implementation. The algorithm has its name due to how priorities are
assigned to tasks by the scheduler. In the priority of a task is directly related to
its activation rate. That is, the shorter the period, the higher the priority of the task.
In Appendix we provide an example of a task set scheduled according to the
scheduling policy.

In order to check the schedulability of a task set according to a given scheduling
algorithm, two conditions have to be checked. The first is known as the necessary
condition, while the second one is known as the sufficient condition. According to the
literature [12], if a task set fails the necessary condition of a given scheduling algorithm,
that means the task set is definitely not schedulable according to that algorithm. If the
task set passes the necessary test, it means the task set might or not be schedulable.
The sufficient condition, is an additional test to check weather a task set is schedulable
or not. If a task set passes the sufficient test, that means the task set is definitely
schedulable. On the other hand, if the task set passed the necessary test, but failed
the sufficient test, further investigation by means of other tests, e.g., the
lanalysis (RTA)| test [17, [I8], has to be done in order to verify task set’s schedulability.
The [RTAl test can also be used in scenarios where task’s deadline is less than their
period. The necessary and sufficient tests for a are shown in equations and
respectively.

Ci
— <1 II.1
7 < (L)

ZL < (2 — 1) (I1.2)

The necessary test for checks whether the total utilization of the task set is less
or equal to one. In Equation [[I.I} the term n represents the number of tasks in task
set, while C; represents the of task 7, and T; its period. As shown by Liu and
Layland [12], Equation provides an schedulability bound for according to the
utilization of the task set. A less pessimistic bound for RM] known as the hyperbolic
bound was later proposed by Bini et al. [I9, 20]. The new test (shown in Equation
has the same complexity as the original, but provides a tighter bound allowing task sets
that were originally reject to be accepted. Bini et al. [19, 20] showed that the new bound
is optimal, meaning the no better bound can be achieved.

ﬁ(% +1)<2 (IL3)
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[Deadline-Monotonic (DM)|is a priority ordering scheduling algorithm with a similar
concept to[RM]and it was initially proposed by Leung et al. in [21]. In[DM] priorities are
assigned to tasks by the scheduler inversely proportional to the length of their deadline.
That is, the shorter the deadline, the higher the priority of the task. As shown by
Leung et al. in [21], is an optimal scheduling algorithm for static priority task sets.
The scheduling policy covers a wider range of task sets, but compared to [RM] it
requires a more complex implementation. In Appendix [A.2] we provide an example of
a task set scheduled according to the scheduling policy.

Earliest-Deadline First

[Earliest Deadline First (EDF)|is a well known and widely used job-level fixed-priority
scheduling policy proposed by Liu and Layland [12]. In tasks’ priority change
during runtime depending on the absolute deadline of their jobs. For this reason,
is also known as a task-level dynamic-priority scheduling policy. According to [EDF
upon scheduler invocation (due to the release or completion of a job), the job with the
earliest absolute deadline will be chosen by the scheduler as the next job to execute.
Unlike [RM] that has requires two different tests to check the schedulability of a task
set, only requires one test. The necessary and sufficient test for is the same
as the necessary test for [RM] i.e., Equation [I.I] In Appendix we provide an
example of a task set scheduled according to the [EDF|scheduling policy.

As shown by Buttazzo in [22], performance wise, the scheduling policy generates
less runtime overhead than Moreover, Buttazzo shows that if tasks’ deadlines are
equal to periods, for , exact schedulabilty analysis can be performed in O(n), while
for RM] it can be performed in pseudo-polynomial time. For scenarios where tasks’
deadlines are less than periods, the analysis is pseudo- polynomial for both scheduling
policies. For task sets with tasks which have their deadlines different from their periods,
the necessary and sufficient test shown in Equation is no longer applicable. In [23],
Baruah et al. proposed a processor demand test to verify the schedulability of task sets
containing tasks with deadlines less than their period according to the [EDF]scheduling
policy. The processor demand of a task within a given interval of time [t1,¢2] is the
amount of processing time required its jobs that are activated and must be completely
executed in [t1,?2]. Equation shows the processor demand required by a given task
i within the interval [¢1,¢2].

GRS e (I1.4)
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In Equation , term 7, represents the release time of the k™ instance of task i,
where k € N, while d, . represents the absolute deadline of the k' instance of task i.
Equation [[I.5] shows the processor demand for the whole task set.

g(tl1,t2) = zn:gi(tl, t2) (IL.5)
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As shown by Baruah et al. [23], the schedulability of the task set can be guaranteed if
and only if in any interval of time the processor demand generated by the task set is
below the available processing time. That is,

VEL 12 g(t1,12) < (12 — t1) (I1.6)

Therefore, for a synchronous periodic task set, i.e., the phase of all tasks are equal
to 0, the schedulability of the task set can be guaranteed if Equation is always
respected.

" |L+T — D,
vL>0 Y {JFTJ C <L (1.7)
i=1 i

In 23], Baruah et al. showed that the feasibility test shown in Equation can be
simplified by bounding the test interval and reducing the number of points in time that
have to be checked. Baruah et al. showed demonstrated that for a synchronous periodic
task set, Equation [[I.7] only has to be verified at time points equal to tasks’ absolute
deadlines and that are within the interval 0 < L < HP.

I.2.2 Multiprocessor Scheduling

Before the advent of computing systems with multiple cores, uniprocessor scheduling was
relatively easy and intuitive since the basic rule was that only one task could execute at a
time in the available processing unit. However, as multi-core systems started to become
more common in lcommercially available off-the-shelf (COTS)| products, the challenges
related to the development of real-time applications for those systems have also become
more common and evident for the designers.

Although extra processing resources are available in multi-core systems, it is not easy
and intuitive for the designers how those additional resources should be exploited in
order to extract the maximum performance while guaranteeing real-time requirements.
As stated by Liu in [24]:

“Few of the results obtained for a single processor generalize directly to the
multiple processor case; bringing in additional processors adds a new dimen-
sion to the scheduling problem. The simple fact that a task can use only
one processor even when several processors are free at the same time adds a
surprising amount of difficulty to the scheduling of multiple processors.”

The direct applicability of well known real-time scheduling algorithms such as
and proved to be sub-optimal in terms of resource utilization when tasks are not
statically allocated to a specific core [25]. The work done by Dhall and Liu in [25]
showed that in the worst case, the utilization bound for global on M pro-
cessors is 1 and not M. This became known as the “Dhall Effect” and for decades lead
to the belief that global scheduling was inferior to partitioned scheduling. The PFair
algorithm proposed by Baruah et al. in [26] remains as the only known optimal method
for scheduling periodic tasks on multi-core systems. In PFair, task progression occurs
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proportionally to its utilization. That is, the scheduler divides the timeline into equal
length quanta (slot), and at each quanta the scheduler selects tasks such that the ac-
cumulated processor time allocated to each task is proportionate fair [26]. Over the
years, different authors proposed variations for the PFair algorithm [27, 28] 29], being
the work done by Anderson and Srinivasan in [27] one of the most prominent since it
extends the PFair algorithm to also handle sporadic tasks.

Traditionally, global and partitioned scheduling have been the two existing approaches
to perform task allocation in multi-core systems. In global scheduling, there is a single
priority-ordered queue that stores all the jobs ready to execute. Upon the release or
completion of a job, the [OF] activates its scheduler, which selects the M jobs with
the highest priority to be executed. Due to the priority reasons, e.g., the release of a
higher priority job, some jobs might have their execution preempted in a given core and
resumed in a different core later in time when their priority become high enough again
to be selected by the scheduler. That is, each instance of a task might execute on a
different core, e.g., instances can migrate from one core to another during runtime.

In the realm of systems, migration is the name given to the act of not tying all
the instances of a task to only execute on a specific core. Depending of the migration
technique applied in system, the instances of a task can migrate at any point in time (full
migration) or only at the boundaries of their execution (job-level migration). When a
task instance starts its execution on a given core and due to a preemption event resumes
its execution on a different core, it is said that the instance suffered full migration during
its execution. That is, the whole context of the task had to be moved by the [OF] from
one core to another. Job-level migration is the name given when different instances of
the same task are executed on different cores, but once started on a core, the execution
of an instance is performed on that core until completion, even if a preemption event
occurs.

In partitioning scheduling, tasks are statically allocated to a specific core meaning
that all the jobs of those tasks are always executed in the same core. As a result,
the multi-processor scheduling problem reduces to a standard uniprocessor scheduling
problem. However, despite the fact that statically allocating tasks to specific cores
facilitates scheduling problem, it also leads to two negative side effects. First, the static
allocation of tasks to cores is a bin-packing problem, i.e., NP-hard in the strong sense.
Second, there are task sets that are schedulable under global scheduling algorithms, but
not under partitioned [30].

As shown by Carpenter et al. in [30], the maximum utilization bound for a given task
set in a multi-core system depends on two factors: (i) the allocation algorithm, and (ii)
the priority assignment algorithm. Figure shows the different utilization bounds
that can be obtained depending on the algorithms applied to the task set, where M
represents the number of cores present in the system.

Global Fixed-Task-Priority Scheduling

As mentioned in Section [[1.2.2] the work done by Dhall and Liu in [25] showed that the
utilization bound for RM]under global scheduling (global[RM) is 1+ ¢, where € represent
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Figure I1.1: Utilization bound according to allocation and priority assignment algorithms

a very small utilization value. This phenomenon occurs when a system with M cores
has a task set with M + 1 tasks, where M tasks have short periods and small utilization,
and a single task that has long period and an utilization that is close to 1. In that
scenario, the M tasks with short periods (higher priority) will be scheduled first causing
the task with long period (low priority) to miss its deadline.

In [29], Andersson et al. proposed the RM-US/M/(3M-2)], which is a static priority
global scheduling algorithm based on the policy. Unlike global the method
proposed by Andersson et al. [29] can schedule any task as long as the total utiliza-
tion is not greater than M?/(3M — 2) and the individual utilization is less or equal
than M/(3M — 2). In [31], Bertogna et al. tightened the bound for under global
scheduling (global and showed that the maximum bound is

Utotal S %(1 - Umax) + Umax j (118)

where U,,,, is highest utilization among the tasks present in the task set. Bertogna et
al. [31] showed that their bound also works for task sets with sporadic tasks. In [32], An-
dersson extended his previous work in [29] and proposed the so-called SM-US(2/(3+/5))
algorithm. Compared to his previous method, the new slack monotonic algorithm pro-
posed in [32] assigns priority to tasks based on the difference (slack) between task’s
period and WCET. The author showed that SM-US(2/(3++/5)) performs better than
RM-US[M/(3M-2)| on systems where M > 2.

Global Fixed-Job-Priority Scheduling

In the literature, most of the research related to global fixed-job-priority scheduling
algorithm has focused on sequential tasks [33]. As a result, multiple schedulability tests
for under global scheduling (global|[EDF) have been proposed. In [29], Andersson et
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al. showed that for periodic task sets with implicit deadlines, the maximum utilization a
task set can have is (M +1)/2. Srinivasan and Baruah proposed in [34] a hybrid method
to assign priorities to tasks under global fixed-job-priority scheduling. In their new
method, called EDF-US[s/, the task with an utilization value greater than the threshold
defined by ¢ will receive the highest priority in the system, while the other tasks will be
scheduled according to The authors showed that by making ¢ = M /(2M — 1), the
maximum utilization bound for the task set is M?/(2M — 1).

Similar to [34], Goossens et al. proposed in [35] an algorithm based on where
the k£ tasks with the highest utilization in the system have the highest priority. The
authors named their algorithm as [EDF|(k) and proposed a sufficient schedulability test
for it. In [36] 37|, Baker improved the work done by Srinivasan and Baruah in [34] and
presented multiple sufficient feasibility tests for systems with M cores under preemptive
global considering periodic and sporadic tasks with arbitrary deadlines. Baker
showed that for EDF}US[¢], the optimal threshold for ¢ is 1/2 and not M/(2M — 1).
The new threshold proposed by Baker, which is a tight bound, shows that the maximum
utilization for any task set scheduled according to global is

Ueppr-uvspyg = (M +1)/2 (11.9)

In [37], Baker proposed an algorithm called [EDF|(kyn;, ), which is a modified version
of [EDF|(k) proposed by Goossens et al. in [35]. [EDF|k,) computes the minimum
number (k) of tasks that should have the highest priority based on their utilization so
that Equation [[T.9] evaluate to true. Although the bounds obtained by Baker for EDF}
US[s] and [EDF|(kpin) are tight, [EDF|(k,,:,) dominates EDF}US|¢| based on the number

of task sets that each one of them can schedule.

Hybrid Scheduling

As discussed in Section global scheduling approaches can lead to very high over-
heads during runtime, which can be an impediment for some systems. In order to take
the advantage of load balancing techniques without occurring in higher execution times
caused by task migration, over the years different authors focused their efforts in propos-
ing hybrid approaches that combine the advantages of partitioned and global scheduling.
Among the different approaches available in the literature for hybrid scheduling, all of
them can be classified either as: (i) semipatitioned, or (ii) clustering approaches.
Semipatitioned algorithms aim in reducing the fragmentation caused by fully pati-
tioned systems by splitting a small number of tasks among the cores, so that the spare
capacity available in those core could be better utilized. The|[EDF with task splitting and,
Ik processors in a group (EKG) algorithm proposed by Andersson and Tovar in [38] is
one of the most prominent hybrid algorithms for multi-core systems. is a schedul-
ing algorithm that assumes periodic task sets with implicit deadlines. In [EKG] some
tasks are statically allocated to specific cores while others can be split into two parts
that execute on different cores at a non overlapping point in time. By classifying tasks
as heavy or light depending on a parameter k, Andersson and Tovar showed that pe-
riodic task sets with implicit deadlines running on a system with M cores under [EKG]
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have an utilization bound of

k
ko k< M,
Urpkc = {ikﬂ) i (I1.10)

Note that when k& = M, the utilization bound is 100%. Andersson and Tovar also
showed that has a bounded number of preemptions of 2k per job over the hy-
perperiod. They showed that when k& = 2, the utilization bound is around 66% and
the average number of preemptions per job is 4. Over the years other semipartitioned
algorithms were proposed in the literature [39] [40, 41} [42]. [Deadline-Monotonic with|
IPriority Migration (DM-PM)|is a semipartitioned algorithm that considers periodic and
sporadic tasks scheduled under fixed-task-priority policies like [DM] DM-PM] was pro-
posed by Kato and Yamakashi in [43] and it fully dominates other fixed-task-priority
partitioned scheduling algorithms. In [DM-PM]| migration can only occurs if a task does
not fit entirely on a given core. When it happens, the highest priority in the system is
assigned to the migrating task as it is portioned and allocated to different cores.
ensures that the task’s portions are scheduled at non-overlapping time points so that
the execution of a portion only starts when the previous has completed its execution.
As showed by the authors, has an utilization bound of 50%.

In [44], Kato et al. extended the work done by Kato and Yamakashi in [43] and
proposed an algorithm called [earliest deadline first with window-constrained migration|
[(EDF-WM)] which splits a task among all the available cores in case it does not fit
entirely in one of them. By utilizing all the spare capacity of a core, the number of
parts the task is split into depends on how much capacity is available in each core. The
main idea is to assign execution windows based on pseudo-deadlines to each part of
the split task. That is, each core schedules the individual parts according to [EDF] and
the pseudo-deadlines, guaranteeing that two part never execute simultaneously. In [45],
Lakshmanan et al. proposed a scheduling algorithm based on semi-patitioned fixed-
task-priority for periodic and sporadic tasks with implicit or constrained deadlines. The
authors presented an algorithm, called PDMS HPTS that always splits the highest
priority task in each available core regardless of whether that is a task that has already
been split. By exploiting the execution benefits of fixed-task-priority policies, i.e., the
response time = PDMS_ HPTS can maximize the deadline of the subtasks
created by splitting the highest priority task. The authors showed that depending
on maximum utilization of a task and the order that they are allocated to cores, the
utilization bound can vary from 60% to 69%.

Clustering is a special type of approach for scheduling tasks on multi-core systems. In
clustering, cores are grouped into clusters in which tasks can be allocated. Each group
of cores that form a cluster can apply a different scheduling algorithm, which might
help to reduce capacity fragmentation inside each core during runtime. Depending on
the system’s architecture, cores in the cluster can share the same cache reducing the
cost of performing migration among the cores inside the same cluster. In [46], Shin et
al. proposed a technique to minimize processor utilization on individual cores based on
global for both intra/inter-cluster scheduling. Leontyev and Anderson proposed
in [47] a multiprocessor scheduling scheme that supports hierarchical containers encap-
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sulating sporadic soft and hard real-time tasks. For each container, a fixed amount of
bandwidth is assigned providing temporal isolation among other containers.

1.3 Shared Resources

In the previous sections, we discussed about task models and scheduling algorithms that
assume the execution of tasks are completely independent from each other. Although
there are different type of dependencies that a task might have, e.g., precedence con-
straints, in this section, we discuss about the type of dependency related to resources
that are accessed by multiple tasks during runtime. Competing for a resource can lead to
different problems, where priority inversion, data inconsistency, deadlocks and increased
response time are the most common problems.

Shared Resources in Uniprocessor Systems

In the literature, there are classical approaches based on lock-based schemes (semaphores,
read /write locks, etc.) to ensure mutual exclusion for resources accessed by multi-
ple tasks during runtime. The most prominent lock-based algorithms are: PIP, PCP
and SRP. The [priority inheritance protocol (PIP)| proposed by Sha et al. in [48] is
an algorithm designed to eliminate the phenomenon of priority inversion suffered by
fixed-task-priority scheduling algorithms in uniprocessor systems. The phenomenon of
priority inversion occurs when a low priority task blocks the execution of a high priority
task due to a locked resource. In [PIP] if a task gets blocked because a given resource
is currently locked by a low priority task, the task locking the resource will inherit the
priority of the blocked task. By increasing the priority of the task locking the resource,
the waiting time of the blocked task reduces since the number of tasks that can preempt
the execution of the task locking the resource decreases. However, does not prevent
the system from suffering from deadlocks and chainned blocking (the high priority task
is blocked as many times as the number of resources it tries to access).

[Priority ceiling protocol (PCP)|is an enhanced version of also proposed in [48] by
Sha et al. In[PCP] there is the concept of resource ceiling, which is a value assigned to
each resource in the system accessed by more than one task. The resource ceiling value
is defined based on the priority of the tasks accessing that resource. That is, the highest
priority among the tasks accessing the given resource will define the resource ceiling
value. In[PCP] a task can lock a resource if two conditions are fulfilled: (i) the resource
is free, (ii) the priority of the task attempting to lock the resource is higher than the
ceiling of all the resources currently locked by other tasks. If one of these conditions
fail, the task that caused the block inherent the priority of the blocked task.

[Stack resource policy (SRP)|is a resource scheduling algorithm proposed by Baker
in [49]. Unlike |PIP|and [PCP|that were designed for task-fixed-priority scheduling poli-
cies, is based on [EDF] i.e., a job-fixed-priority policy. The main difference be-
tween and lies on when tasks are blocked. While in tasks are blocked
when attempting to lock a resource, in tasks are blocked when attempting to pre-
empt another task. By blocking a task before preempting another task, [SRP|reduces the
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overall response time of the tasks accessing resources. In each task has a preemp-
tion value, which is inversely proportional to its relative deadline. Similar to [PCP| [SRP]
assigns resource ceiling values to all the resources accessed by more than one task. The
value is based on highest preemption level among the tasks accessing each resource. The
system level is a dynamic value used by to decide whether a task may preempt
the execution of another task. As a dynamic value, the system level varies during run-
time and has its value equal to the highest resource ceiling currently locked by a task.
In a task can only preempt another task if its preemption level is higher than the
system level at that given point in time.

Shared Resources in Multiprocessor Systems

Over the years, different authors proposed lock-free approaches like Anderson et al.
in [50], where they propose a method that allows immediate access, but later checks
for possibles conflicts. Likewise, Kopetz and Reisinger proposed in [51] a protocol to
ensure non-blocking accesses to shared memory in distributed systems. In multiprocessor
systems with partitioned scheduling, Rajkumar et al. proposed a protocol called MPCP
in [52], which is a version of standard but for multiprocessor systems. The main
difference lies in the fact that in MPCP, there are local and global resources. The
resource ceiling for global resources are based on all tasks in the system that access that
resource. In [53], Gai et al. proposed MSRP, a modified version of for systems
with partitioned scheduling. In MSRP, tasks have a bounded blocking and execution
time. Unlike MPCP [52] that preempts a task when trying to access a global shared
resource, in MSRP, tasks do busy-wait checking (called spin lock in [53]).

In multiprocessor systems with global scheduling, Devi et al. [54] proposed two ap-
proaches for systems scheduled under the global policy. In the first approach, spin-
based queue locks, tasks perform busy-wait on their own spin variable before accessing a
global resource in the system. By updating the spin variables of the tasks according to
a FIFO queue, Devi et al. showed that the maximum waiting time in a system with M
processors is: (min(M,n) — 1)e, where n is the number of tasks accessing the resource
and e is the access time. The second approach, lock-free synchronization, accesses to
global shared resources happen in a trial and error manner. In case of a contention,
the task keeps trying until it can successfully access the resource. As shown by Devi et
al. [54], the spin-based queue locks approach outperforms the lock-free synchronization
method. In [55], Block et al. proposed another approach for systems scheduled under
the global policy. Their Flexible Multiprocessor Locking Protocol guarantees a job
can only be preempted when being released or has its execution resumed. According
to their protocol, resources are classified either as long or short access time. When
attempting to access a resource classified as short, jobs become nonpreemptable and
perform busy-wait. When attempting to access a resource classified as long, jobs get
blocked and placed on a semaphore queue.
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Shared Resources in Automotive Systems

In the case of [AUTomotive Open System ARchitecture (AUTOSAR)| and the
Execution Time (LET)| paradigm, most of the authors proposed solutions based on
Point-To-Point (PTP) communication [56, 57, 58|. In [57], Resmerita et al. proposed
an approach to enforce the paradigm behavior using communication in
legacy automotive systems. Their approach introduces an efficient buffering mechanism
that reconciles the performance-oriented concerns of the legacy system with the non-
functional requirements of the paradigm. In [58], Resmerita et al. extended their
previous work in [57] so it can also be applied in multi-core systems. The authors focused
on the problem of minimizing the computational costs related to the additional buffering
that is required to enforce the paradigm behavior during parallel executions.

In [59)], Sofronis et al. proposed an optimal wait-free approach called
\Buffering Protocol (DBP ), which preserves data consistency for preemptive tasks. The
authors designed as a single-writer multiple-reader communication protocol for
priority driven tasks scheduled on single-core processors. By design, is memory
optimal since it only buffers the data necessary to preserve the data-flow during inter-
task communication. Since in an automotive application a shared resource might be
accessed by multiple writers, the directly applicability of is not possible. Yip et
al. proposed in [60] an approach called |Static Buffering Protocol (SBP), which is an
extension of but designed to work properly with the paradigm in multi-core
systems. By exploiting the timing determinism of the paradigm (well defined
or write (R/W)|-events), [SBP|derives static buffering schedules for one [HP]| The schedule
derived by [SBP] specifies when tasks are allowed to access their buffers. The authors
showed through evaluation that compared to[PTP} [SBP|needs on average 60% less buffer
memory and causes 77% less execution overhead.

I.4 Offline Scheduling

In offline scheduling, the scheduler initializes activities in the system according to a
scheduling table, which is defined by the designers offline, i.e., before runtime. By
taking complete information about the system, its requirements and available resources,
an offline algorithm creates a single scheduling table representing a feasible solution for
the task set under analysis. Since the table creation takes place offline, fairly complex
task set can be handled, e.g., task sets with precedence constraints, mutual exclusion,
communication over a given network medium, etc [61]. During runtime, i.e., online,
a fairly simple dispatcher executes the activities stored in the table that was derived
offline. For each invocation of the scheduler, an activity in the table is performed by
the [OS] Normally, a minimum time granularity is assumed between two consecutive
invocations of the scheduler, this granularity is often refereed as time slot.

The major advantage of offline scheduling over online scheduling lies in the fact that
system behavior is known before runtime. That is, it can assured that the schedule
will meet and respect all system’s time and precedence requirements during runtime.
Naturally, malicious interference caused by external entities (hackers) can deviate the
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system from its intended state behavior. In the literature different authors proposed
methods to protect the scheduler and its scheduling table from external malicious enti-
ties [62] 63], 64], 65, [66].

A well known disadvantage of offline scheduling is the fact that it has a low degree of
flexibility and composability, meaning that any changes to the system (task set, require-
ments, available resources, etc) requires the whole scheduling table to be reconfigured.
In order to overcome those disadvantages, well establish methods such as the Slot Shift-
ing algorithm [67] proposed by Fohler provide a certain level of flexibility to systems
using offline schedules. The slot shifting algorithm consists of an offline and an online
phase. In the offline phase, the schedule is analyzed by the algorithm in order to
determine the amount of leeway available in the schedule. During the online phase,
in the case that a non-periodic task arrives in the system, the slot shifting algorithm
analyzes the leeway currently available in the system and performs a test to check if its
possible to admit the non-periodic task. Passing the test means that there is enough
leeway available in the system to accommodate the non-periodic task without affecting
the time requirements of the other tasks present in the system.

Over the decades, multiple authors proposed methods to derive offline schedules and
increase the flexibility of systems. Sandstrom et al. presented in [68] methods to
combine static scheduling and online interrupt handling in real-time systems. Their
methods take into account possible online interrupt requests during the schedule con-
struction. In [69], Fohler et al. proposed a method to efficiently handle soft real-time
tasks in offline scheduled [RT|systems using total bandwidth server |70} [71]. The method
consists of a two phases strategy, where during the first phase (offline), the scheduler
resolves all the complex constraints present in the model. During the second phase (on-
line), the schedule constructed by the scheduler is translated into independent tasks on
single nodes with start times and deadline constraints only. Once translated, the tasks
are scheduled according to an based bandwidth server. Isovic and Fohler proposed
in [72] a method to handle a combination of mixed sets of tasks and constraints, i.e., pe-
riodic tasks with complex/simple constraints, soft and firm aperiodic/sporadic tasks. In
their method, periodic and sporadic tasks are guaranteed offline, while during runtime
(online phase) tasks scheduled offline are flexibly shifted to allow the feasible inclusion
of dynamically arriving sporadic and aperiodic tasks. By reclaiming resources reserved,
but not used by sporadic tasks, Isovic and Fohler showed that their method perform
efficient aperiodic task handling during runtime compared to the previous work in [73].

The literature in terms of offline scheduling can be classified into five categories: (i)
meta-heuristic methods (e.g., Simulated Annealing [74], Tabu Search [75]); (ii) formal
scheduling approaches ([76]); (iii) constraint programming [77]; (iv) Satisfiability Mod-
ulo Theory [78]; (V) graph-based algorithms with searching heuristics [79, 80]. Meta-
heuristic are stochastic processes and deeply dependent of the input parameters. As a
result, if no measures are taken into account, the meta-heuristic method might explore
the same /similar search space more than once. Formal scheduling approaches don’t have
such problem, but are limited to small task sets, since they do not scale well as the num-
ber of tasks per processing node increases. Methods based on constraint programming
have a slighter better performance compared to formal scheduling approaches, but their
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time to execute explodes for larger task set. That is why is often so complicate to in-
tegrate all complex constraints of a task set into constraints or equations. Graph-based
algorithms with searching heuristics provide a good average performance for moderately
utilized systems. The searching heuristic is responsible for aiding the graph-based al-
gorithm to investigate the search-space and reduce the searching time, which for some
problem formulation might take a few days or months to find a solution. As shown
in the literature [81], tree-pruning techniques can be use to help the algorithm to re-
duce the search-space, which ultimately reduces the searching time by several orders of
magnitude.

In the context of offline scheduling using search-tree pruning techniques, we classify
the literature in three categories: (i) scheduling only; (ii) allocation-only; (iii) scheduling
and allocation. Abdelzaher et al. proposed in [82] a scheduling only search-tree pruning
technique that generates schedules for fully-preemptive task sets with constrained dead-
lines using the Branch-and-Bound (B&B) approach [83]. In their method, each edge
between two nodes has a cost related to it. As the tree is traversed by the algorithm, the
cost accumulates and it is used to prune the search space. Abdelzaher et al. show that
their method provide optimal schedules for task sets with communication, precedence
and exclusion constraints. In [84], Peng et al. proposed an allocation only search-tree
pruning technique that uses B&B to optimally allocate tasks with communication and
precedence constraints. Ahmad et al. proposed in [85] a solution to the same problem as
in [84], but instead of using B&B, they used the A* algorithm proposed in [86] by Hart
et al. Jonsson defined in [81] an scheduling and allocation search-tree pruning technique
for non-preemptive jobs with precedence constraints. The author showed that by using
depth-first search his method reduces by several orders of magnitude the searching time
of the scheduling problem.

Korf proposed in [87] a depth-first method called Iterative Deepening A* (IDA*).
In his method, a heuristic function is used to estimate the cost of each node on tree.
The cost of a node n is the sum of the accumulated cost from the root node until n
plus the estimated cost to reach a leaf node, i.e., a solution node. Before starting the
search, the algorithm sets an initial cost-bound, which is used to determine how deep
the search should go before an expansion of the tree is required. In IDA*, a node can
only be reached if its cost is lower than the cost-bound. If no node can be reached with
the current value of the cost-bound, it is increased by the minimum required value to
allow the algorithm to reach one more node. Every time the cost-bound is increased
by the algorithm, it reiterates over the expanded search-tree, i.e., re-starts the search.
Compared to A*, IDA* requires less memory and does not overestimates the solution
cost.

Over the years, different authors proposed methods for a parallel version of IDA* [88],
85, 89, 90, OT]. The method proposed by Syed in [91, ©2] combines the allocation
strategy shown in [85] and response-time based symmetries. His method does allocation
and scheduling for preemptive and non-preemptive tasks on heterogeneous processor and
network architectures using a parallelized version of IDA*, which he calls as PIDA*. In
his algorithm, each available processor (called worker in [91]) works on its own pile of
nodes from the tree in a depth-first manner. The iterative process of searching the tree
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consists of four steps: (i) pop the node that is at the top of the pile; (ii) create child
nodes for the popped node; (iii) evaluate and sort child nodes; (iv) verify whether the
best evaluated child node is a leaf (solution) node, if not, push it into the pile. This
iterative process repeats until a leaf node is found by one of the workers.

1.5 Multi-Mode Systems

Nowadays safety-critical control systems can operate in a number of defined modes,
e.g., in modern automotive systems the engine control system has start-up, cruise and
driver control modes. Naturally, if a system has multiple operation modes, mode change
protocols should be present in order to control how the system changes from one mode
to another. In the context of systems, there are in the literature multiple protocols
to handle mode changes [93, [94] 95| 96, 97, O8], ©9].

As discussed by Burns in [100], the difference between multi-mode and multi-criticality
systems is subtle. While the change from a low to high criticality level can be seen
as a mode change in some cases, the abandonment of work normally present in such
changes can only be seen in a particular form of mode change, e.g., when there is service
degradation. In [100], Burns formalizes a mode according to six aspects: (i) Type; (ii)
Trigger mechanism; (iii) Protocol; (iv) Attributes; (v) Definition; (vi) Analysis.

The first aspect, Type, defines whether a mode is part of an expected system be-
havior (e.g., changing from one functionality to another), if it is part of a rare scenario
(e.g., prepare to crash functionality), or if it is part of a degradation service (e.g., system
functionalities are reduced due to presence of faults). The Trigger mechanism defines
whether the mode change occurs due to an event that happens or if it is a planned
change. The former can be seen as an input request that causes the system to change
from one mode to another, while the latter is a time coordinated change (e.g., a system
changing to night mode after an specific time).

The Protocol defines how system activities (e.g., the execution of a job) should be
handled when changing from one mode to another. An Immediate protocol defines that
previous mode activities should be suspended/aborted immediately to allow current
mode activities to execute. A Bounded protocol defines an interval of time for previous
mode activities to finish after the mode change. After this interval, the system can initi-
ate activities from the current mode. A Phased protocol allows mode-overlap, meaning
that jobs from previous mode are allowed to finish their execution, while some jobs from
current mode can start their execution.

The Attribute aspect of a mode defines its properties. For example, a mode can
be one-shot if it can only be active once during runtime, while a sink mode means
that further mode changes are no longer possible. In the same manner, an initial mode
means that the system always starts in this mode. If the system systematically repeat
an specific sequence of modes, it is said that those modes are part of a cyclic mode set.
The Definition aspect defines what happens to tasks after a mode change, e.g., only run
in one of the modes, has its parameters changed. From the schedulability point of view,
the Analysis aspect of a mode defines the different code requirements tasks might have.

Sha et al. [93] investigated the impact of changing task parameters (e.g.,priorities)
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after a mode change. The authors proposed a protocol with bounded delay for priority-
driven preemptive schedulers, where deadlocks are avoided and it is guaranteed that
a high priority job can be blocked for at most the duration of one critical section.
In [94], Burns and Quiggle presented a solution for the general problem of dealing with
mode changes during runtime. Tindell et al. proposed in [95] a protocol to guarantee
the timing constraints of tasks after a mode change. They designed a protocol for
fixed-priority preemptive scheduling systems, where tasks may have different in
the different modes. The authors provide a sufficient analysis to compute the worst
case response time of tasks during a mode change. Pedro and Burns proposed in [96]
a method to guarantee the schedulability of tasks that started their execution in the
previous mode and have to finish it during the mode change period. In [97], Real and
Crespo presented a survey of mode change protocols for uniprocessor, fixed-priority,
preemptively scheduled real-time systems. The authors also proposed an asynchronous
protocol that sets offsets to the first activation of tasks that were added to the system
after a mode change. By adding specific offset values, Real and Crespo showed that
their method increase system schedulability compared to previous methods. Emberson
and Bate proposed in [98] a method to reduce the set of differences (e.g., additional task
offset, migration) when changing from mode to another. The authors proposed three
different methods. The first method investigates each mode in a sequential order, i.e.,
finds a solution for the first mode and uses it as a starting point for the next mode.
The second method tries to find a single configuration that works for all modes, while
the third method uses parallel communicating searches, i.e., each search tries to find a
solution for its mode while trying to minimize the mode differences.

Vestal [101] proposed a model that assumes a system with different modes of execu-
tion. In his work, he investigates the schedulability of such systems where the
of tasks vary depending on the execution mode. In [99], Ekberg et al. proposed a
task model to support complex arrival and synchronization patterns in systems with
multiple modes. The authors proposed a mode switching protocol that generalizes pre-
vious graph-based task models. Burns and Davis presented in [102] a survey that covers
state of the art research in the area of mixed criticality systems since the work done
by Vestal [T0I]. In the survey, Burns and Davis focused on solutions for both single
and multiprocessor systems. In [I03], Baruah et al. considered a system with different
modes and proposed a method to increase the schedulability of high criticality tasks over
the ones with lower criticality. In [104], Santy et al. improved the work done in [103]
and showed that is possible to eventually reactivate the execution of low criticality tasks
that were suspended during a mode change. Burns and Baruah showed in [105] that
after a mode change, low criticality tasks could be served again after stretching their
periods, while Gettings et al. [106] proposed to skip the execution of some jobs after a
mode change in order to respect the timing constraints of the system. In the realm of
real-time networks, Kopetz et al. [I07] proposed an adaptation to the Time-Triggered
Protocol (TTP) to support mode changes. Heilmann et al. presented in [108] a method
to facilitate mode changes in time-triggered networks such as TTEthernet.
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1.6 Migration Techniques

Over the years, different techniques were proposed in the literature regarding process
migration in the context of multi-core systems. Each of those techniques focused on
a specific goal, which were to improve load /thermal /power balancing [109] 1T0], 11T, or
fault tolerance [112].

The term migration in the context of systems refers to allowing task instances to
execute on different cores rather than binding all instances of a task to a given core.
As briefly explained in Section depending on the adopted migration technique,
task instances can migrate at any point in time (full migration) or only at the bound-
aries of their execution (job-level migration). The migration policy is responsible for
deciding which task(s) should migrate, as well as when and to where they should be
moved. The overhead associated with each migration operation is usually the main
factor taken into consideration by the migration policy when performing its decision
process. The migration mechanism dictates how task instances should be migrated
from one core to another and it is the major contributor to the overhead associated to
a migration operation. The choice of which mechanism to use directly depends on the
underling system architecture as well as how the memory is organized.

In [IT3], Miloji¢ié¢ et al. presented a survey about a number of techniques (e.g., lazy
state transfer, precopying, residual dependencies) available in literature to reduce the
overhead caused by migration in distributed systems. Acquaviva et al. in [I14] and Pit-
tau et al in. [I15] relied on techniques such as full/partial replication of tasks to cores
in order to reduce the overhead caused by migration. In [116], Zhang et al. evaluated
the impact of migration in distributed systems applying gang-scheduling. Briao et al.
investigated in [I17] the feasibility of migration in soft systems by checking how
much impact migration can cause to tasks and how that could result in deadline misses.
In [I18], Choffnes et al. minimizes migration cost while ensuring fair-share scheduling
in multi-core soft [RT] systems.

Almeida et al. presented in [109] a migration mechanism capable of performing load
balancing during runtime. By relying on a tiny preemptive [Real-Time Operating Sys-|
their migration mechanism improves system performance while ensuring
scalability. In [I10], Ge et al. presented a framework for distributed thermal manage-
ment in multi-core systems using proactive migration. A monitoring agent present in
each core collects data regarding the local workload/temperature and based on that
decides which tasks should migrate to a neighbor core. Zeng et al. proposed in [I11] a
migration method based on partitioned scheduling to reduce energy consumption in [RT]
systems. Saraswat et al. proposed in [I12] a greedy heuristic function that during
runtime performs task migration in order to tolerate permanent faults in multi-core
systems.

In the context of hard systems, Katre et al. proposed in [I19] different migration
policies for applications running on safety-critical embedded systems with multi-core
architectures. By considering the number of cache lines that should be migrated and
the underling migration mechanism, their greedy policies choose which of the possible
migration candidates lead to the least overhead at any given time. Sarkar et al. pro-




34 Chapter II. Real-Time Systems

posed in [120] a hardware-based push-assisted cache migration technique to retain locks
on cache lines during migration. They showed that their technique is capable of de-
livering deterministic and efficient cache migration options to the scheduler. Megel et
al. presented in [I21] four migration techniques (Total Copy, Prefetch Copy, Prefetch
Postcopy, Mized Copy) that benefit from the static description of the temporal behav-
ior of hard systems. By foreseeing when the task under migration is inactive, their
techniques are capable of avoiding freeze time (i.e., the interval of time in which a task
can not execute due to on-going migrations).

Munk et al. proposed in [I122] a method to check at runtime the feasibility of a mi-
gration request in hard multi-core systems. Pourmohseni et al. presented in [123]
a mapping reconfiguration methodology based on task migration for hard applica-
tions running on [Network-on-Chip (NoC)| based multi-core system. In order to achieve
reconfiguration predictability, the proposed approach employs a design-time analysis
to identify for each source and target mapping the most efficient migration latencies.
In [124], Pourmohseni et al. proposed an online method to support migration on compos-
able multi-core systems. Instead of relying on static mapping reconfiguration strategies,
their method uses a predictable migration mechanism and a lightweight feasibility test to
check whether or not, the migration overhead is acceptable for the hard [RT] application.
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Challenges: Cause-Effect Chains in
Safety-Critical Real-Time Systems

With the ongoing demand for more efficient safety-critical freal-time (RT)|systems, new
solutions have to be proposed for the challenges that are emerging alongside this contin-
uous demand. One example would be to propose solutions for ensuring the
[(E2E)| communication latency requirements of[RT]applications present in modern safety-
critical systems. Since multiple safety-critical system functionalities might depend
on those latencies to work properly, it is pivotal in many modern automotive sys-
tems to ensure communication latency between applications to be within a specific
timing interval.

With the recent shift by the automotive industry from single-core to multi-core sys-
tems, the analysis of whether or not the |[E2E| communication latency requirements of
modern automotive systems are respected became a non-trivial problem. The complex-
ity comes mainly from the fact that application tasks can be allocated to different
cores and execute in parallel making it hard to trace how data propagates during inter-
task communication. Moreover, as tasks get tightly coupled to each other by means
of numerous communication dependencies forming chained sequences of communicating
tasks (cause-effect chain (CEC)]), standard timing analysis tools can no longer cope with
this continuous increase in system complexity. As shown in the industrial challenge pro-
posed by BOSCH [11], 125}, [126], 127] (See Section [[IL.1]), ensuring data consistency and
temporal determinism along functional is one of the main current challenges in
the automotive industry.

Since 2015, different solutions for the challenge presented by BOSCH were proposed in
the literature by the research community (See Section . Up to this date, most
of the authors that worked on the challenge focused on the interplay between and
the communication paradigm adopted by them in order to propose possible solutions
to the challenge. Section presents the industrial challenge that partially motivated
this dissertation. We analyze and discuss the characteristics of the proposed system
model, while shedding light on the aspects of the challenge that we focus on and propose
solutions in Chapter Section presents the state of the art research in the field
of timing analysis for multi-rate in multi-core safety-critical automotive systems.

35
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lll.1 Motivation

The industrial challenge that partially motivated this dissertation was introduced to
the [RT]| research community by BOSCH during the International Workshop on Analysis|
[Tools and Methodologies for Embedded and Real-time Systems (WATERS)| [125] in
2015. Focused on applications developed in accordance to the[AUTomotive Open System|
IARchitecture (AUTOSAR)|standard, the initial goals of the challenge were:

1. Provide accurate analysis of the worst-case latencies along multi-rate

2. Interleaved [worst-case execution time (WCET)| and [Worst-Case Response Time

WCRT)| analysis for memory acesses

3. Optimize task to core mapping

4. Provide evaluation on multi-core platforms

In order to reduce the gap between industry and the research community, a real
world automotive benchmark [I1] was presented by BOSCH in the WATERS| challenge.
The benchmark described in [IT] presents different aspects of an automotive application
such as: (i) structure, (ii) task activation period, (iii) task communication, (iv) timing
requirements, and (v) cost model. The first aspect, structure, defines that an automotive
application should be structured in terms of [software components (SWCs) Each
can be further decomposed into several runnables — smallest executable unit within
a [SWC]— that are grouped into tasks depending on their execution period.

The second aspect, task activation period, defines the triggering mechanism that
is responsible for setting task’s period. That is, tasks can be triggered in a time-
synchronously manner (according to their period), triggered by asynchronous events,
or according to the crankshaft rotation, i.e., angle-synchronous (See Section . Task
scheduling is based on fixed priorities and can be done by the joperating system (OS)|in
a fully preemptive or cooperative manner.

The third aspect, communication, defines that labels — data storing mechanism —
should be used for intra/inter-task communication. A label accesses can be Read-Only,
Write-Only, or Read-Write. Access to labels could be done via two communication
paradigms, explicit, or implicit (See Section [[.2). The [Logical Execution Time (LET)|
communication paradigm was later considered as part of the challenge in 2017 [127].
Below we formally define the three communication paradigms considered in
challenge.

Definition 1. Ezxplicit Communication. Let J be a job of task T and ShR a resource
accessed by J. Under the explicit communication paradigm, the read and writes accesses
of J to ShR can occur at anytime during J’s execution.

Definition 2. Implicit Communication. Let J be a job of task 7 and ShR a resource
accessed by J. Under the implicit communication paradigm, the read access of J to ShR
happens at the beginning of J’s execution, while the write access to ShR happens at the
end of J’s execution.



IT1.1. Motivation 37

Definition 3. Logical Exzecution Time. Let J be the i*" job of task T with a well
defined communication interval L; and ShR be a resource accessed by J, where i € NT,
Under the logical execution time communication paradigm, the read access of J to ShR
happens at the beginning of Ly, i.e., read(J), while the write access happens at the end
of Ly, i.e., write(J). That is Ly = [read(J),write(J)], where

read(J) = (i — 1)T; + ¢, write(J) = (i)T; + ¢, (ITL.1)

The fourth aspect, timing requirements, defines that all automotive systems are com-
posed of hard{RT]| tasks, where synchronous tasks have deadlines equal to their periods,
and angle-asynchronous tasks have deadlines equal to half of their period length. Addi-
tional timing requirements are present in form of cause-effect chains, e.g., an actuator
must perform an action within a maximum latency after the read of a sensor value
(see sections [[TI.1.1| and [IT1.1.2).

The firth aspect, cost model, defines the execution costs that have to be added to the
model given how tasks and labels are mapped into the target platform. In single-core
systems, time to access labels are already included in the execution time, but scheduling
effect like preemption are excluded. In multi-core systems, execution time also depends
on where labels are placed, since the time to access them directly affect the execution
time of tasks.

In Section we describe the full characteristics of an automotive application
considering the five aspects described above, while in sections [[II.1.1] and [II.1.2] we

formally define a and its latencies respectively.

lll.1.1 Cause-Effect Chains

In general, a cause-effect chain (CEC) represents an ordered sequence of communications
carried out between a finite set of tasks. In this work we represent a cause-effect chain
by E, where E = {1y = 7 — --- = 7|} with |E| being the number of tasks in F.
Function E(i) returns the i'* task in £, i € {1,2,---,|E|}, where 7; # 7;4;. For a
pair of consecutive tasks 7; and 7;,1 in E, the ‘—’ operator indicates that 7;,; acts as a
consumer/reader task, while 7; as a producer/writer task. We assume that F samples
(acquires data) at every read(J;), J; being a job of task E(1). We use z to represent the
time interval between the occurrence of an external event (input) and its sampling by J;.
Likewise, we use 2’ represents the time interval between write(.J|g) and the actuation
(output). The two time intervals (z,2z’) described above correspond respectively to
the input and output intervals defined by Giinzel et al. in [128] and later described in
Section H(E) represent the hyperperiod of E, where H(E)=LCM (T, 15, - ,T|g|).

Definition 4. Job Chains. Given a CEC E, a job chain ¢® = (J; — -+ — Jjg|) is a
finite sequence of jobs representing one of the possible data propagation paths of E. In
a job chain, the following requirements are respected:

1. J;is a job of E(i), i € {1,2,--- ,|E|}.

2. The data written by J; is read by Jir1. That is, write(J;) < read(J;11) for all
i € {172a 7|E|_1}
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In this dissertation, we use ¢ to represent the i'® job chain of E, i € N*, while
function {(c”) returns the time interval between write(Jg|) and read(J,).

Figure shows the representation of a E, where E = {1, — 7}. Task 7 is a
periodic task with phase ¢, = 0 and period 7}, = 3, while Task 7, is a periodic task with
phase ¢, = 0 and period 7T, = 5. Both tasks apply the communication paradigm.
Note that in Figure [I[TI.1] each colored arrow represent a job chain of E according to
the communication paradigm.

e ;
g I A |

A
N
AN
]
]
]
]
v
A
N
N

’
.
.
.
.
.
.
%A
’
.
0
.
L4
D
.
A

N

A
N

N

T9 N

H(E) H(E)

Figure II1.1: Data propagation of a cause-effect chain E with tasks applying the logical exe-
cution time paradigm

lil.1.2 End-to-End Latency

In the context of a cause-effect chain (CEC), end-to-end (E2E) latency represents the
time it takes for data to travel along one of the possible propagation paths of the
chain, from one end to the other. As briefly mentioned in Section when analyzing
the latencies of multi-rate cause-effect chains, the most common latency metrics to
be analyzed are the reaction time and data age latencies. Both metrics were initially
introduced by Feiertag et al. in [I0] (See Section [[II.2). Below we formally define the
metrics reaction time and data age.

Definition 5. Reaction time (defined as First-To-First latency in [10]). Measures
system’s reactivity to an asynchronous input, that is, how long does it take for an in-
coming input to traverse the entire assuming the maximum sampling delay.

Definition 6. Data age (defined as Last-To-Last latency in [10]). Measures the fresh-
ness of system’s output data, that is, for how long a given input influences the outputs
produced by the system.

The other metrics ( First-to-Last, Last-to-First) defined by Feiertag et al. [I0] and the
later extensions done by Giinzel et al. in [128] are discussed in Section [III.2]
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l11.1.3 Application Characteristics - WATERS Automotive Benchmark

According to the benchmark in [11], 90% of the labels in an automotive application
should have a data size of 1, 2, or 4 bytes. Table details the probability size
of a label in an automotive application. Complex applications, such as the combustion
engine control, might require up to 50000 labels depending on their implementation. The
probability of a label being Read-Only is 40%, while 10% and 50% are the probabilities
of a label being Write-Only and Read- Write respectively.

Size (byte) | Share
1 35%

2 49%

4 13%

5-8 0.8%
9-16 1.3%
17-32 0.5%
33-64 0.2%
>64 0.2%

Table II1.1: Label size probability in an automotive application

Read-Write labels are used by runnables for intra/inter-task communications, where
intra-task communication can be done in a forward or in a backward manner. When
two communicating runnables are mapped to the same task and the writer (producer)
runs before the reader (consumer), it is said that they have a intra-task forward commu-
nication pattern. Likewise, when the writer (producer) runs after the reader (consumer),
it is said that they have a intra-task backward communication pattern. An inter-task
communication pattern happens when two communicating runnables are mapped to dif-
ferent tasks. Table [[I1.2| shows the characteristics of inter-task communication between
tasks in an automotive application.

Period lms | 2ms|5ms | 10ms | 20 ms | 50 ms | 100 ms | 200 ms | 1000 ms | Angle-Sync
1 ms I I I I
2 ms I I
5 ms I v v IT II I
10 ms II IT IT VI v IT v II IT1 v
20 ms I I I v VI II v I II v
50 ms IT 11 1T 111 I

100 ms I I \Y% v II VI II 11 v

200 ms I I I I I

500 ms III IT 11 I v I

Angle-Sync I I I v v I 11 I I \Y%

Table II1.2: Amount of inter-tasks communication between tasks depending on their period
length
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Writer (producer) tasks are listed in the rows of Table [[I.2] while reader (consumer)
tasks are listed in the columns. Note that an empty cell in Table indicates that
there is no inter-task communication between tasks with those periods. Table [[11.3
contains the cell content code for Table The occurrence probability of an inter-
task communication is 40%, while 25% and 35% are the occurrence probabilities for
intra-task forward /backward communication respectively.

I IT ITI IAY A4 VI
< 10 | 10-50 | 51-100 | 101-500 | 501-1000 | >1000

Table II1.3: Cell content code for Table

In an automotive application, the total number of runnables usually varies between
1000 and 1500. Table presents the activation period probabilities for runnables.
As explained in Section .1} runnables with the same activation period are grouped into
tasks. Therefore, Table [lI1.4] also shows activation period probabilities for tasks.

Period Probability
1 ms 3%
2 ms 2%
5 ms 2%
10 ms 25%
20 ms 25%
50 ms 3%
100 ms 20%
200 ms 1%
1000 ms 4%
Angle-Sync 15%

Table ITI1.4: Task activation period probability

As specified in the benchmark [II], a Weibull distribution [129] should be used to
distribute execution times to runnables as they are described in terms of minimum
time (best-case), average, and mazimum time (worst-case). Table describes the
distribution of the average execution time of runnables according to their activation
period. Although columns Min and Maz show, respectively, the minimum and maximum
values runnables can have, when grouped into a task, their average execution time should
match the value in the column Awvg. The benchmark [II] specifies that the
and [best-case execution time (BCET)|values for a runnable are obtained by multiplying
the derived execution time from Table to a f value within the range shown in
Table For example, the [BCET] value for a runnable belonging to a lms task
is derived by multiplying a value from Table times a f value within the range
[ fonins fmaz) in the column Best.
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Period Average Execution Time (us)
Min. | Max. Avg
1 ms 0.34 | 30.11 5.00
2 ms 0.32 | 40.69 4.20
5 ms 0.36 | 83.38 11.04
10 ms 0.21 | 309.87 10.09
20 ms 0.25 | 291.42 8.74
50 ms 0.29 | 92.98 17.56
100 ms 0.21 | 420.43 10.53
200 ms 0.22 | 21.95 2.56
1000 ms 0.37 | 0.46 0.43
Angle-Sync | 0.45 | 88.58 6.52

Table I11.5: Average execution time for runnables

Period Best Worst
fmin fmaaz fmm fmaa:
1 ms 0.19 | 0.92 | 1.30 | 29.11
2 ms 0.12 | 0.89 | 1.54 | 19.04
5 ms 0.17 | 0.94 | 1.13 | 18.44
10 ms 0.05 | 0.99 | 1.06 | 30.03
20 ms 0.11 | 0.98 | 1.06 | 15.61
50 ms 0.32 | 0.95 | 1.13 | 7.76
100 ms 0.09 | 0.99 | 1.02 | 8.88
200 ms 0.45 | 0.98 | 1.03 | 4.90
1000 ms 0.68 | 0.80 | 1.84 | 4.75
Angle-Sync | 0.13 | 0.92 | 1.20 | 28.17

Table I11.6: Multiplier factor for determining the |WCET| andlBCEﬂ values for runnables

As explained in Section besides the typical execution timing requirements that
runnables/tasks have, modern automotive control applications have additional timing
requirements in form of [CECs. Usually, an automotive control application has between
30 and 60 [CECs| where most of them contain tasks with the same activation period.
Table describes the probability of a be constituted of tasks with the same of
different activation period, i.e., the probability of having a multi-rate [CEC]

Number of Activation Periods in the |CEC| Probability
1 70%
2 20%
3 10%

Table II1.7: Average execution time for runnables
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Table specifies the number of runnables per activation period present in the[CEC]

Number of Runnables | Probability
2 30%
3 40%
4 20%
5t 10%

Table I11.8: Number of runnables per activation period present in the

As specified in the benchmark [11], the timing requirement for a[CEC]is the sum of the
different activation periods present in the [CEC] For example, the timing requirements
for a E={n — mn — 1 — 1nu}, where T, = 1lms, T, = lms, T, = 10ms, and
T., = bms is 16ms.

In 2017, an updated version of the [WATERS| challenge was proposed in [127]. The
addition of as a communication paradigm, and the specification of two latency
metrics (reaction latency and data age) were the main additions of the challenge. As
defined in Section the reaction time measures the reactivity of the system, while
data age the freshness of data. The updated goals of the challenge are listed

below:

1. Present ways in which the implicit and communication paradigms can be
realized in multi-core systems

2. In terms of extra cycles, measure the overhead caused by memory accesses due to
the proposed implementation of the implicit and communication paradigms

3. Propose methods to compute the reaction time and data age of multi-rate
containing tasks with harmonic and non-harmonic periods

4. Present label mapping methods to optimize memory access overhead

5. Measure the effect of contention on the latencies of the

The focus of this dissertation is on proposing solutions for items [1| and [3| of the
extended version of the challenge. Note that although the focus of this dis-
sertation is on specific items of the challenge, the contributions are not limited to that
as presented in Section [[.4 The following section presents the state of the art timing
analysis methods and latency optimization approaches for single/multi-rate
in safety-critical systems.
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lIl.2 Related Work and State of the Art

Before 2007, most of the timing analysis research done in the context of automotive
systems focused on the analysis of individual tasks. The verification of the timing
requirements of each task through methods such as analysis was enough to
guarantee the correct execution behavior of the system functionalities in which those
tasks were part of. However, as automotive system functionalities started to become
more complex during the last decades, it became necessary to design applications where
multiple tasks could work cooperatively on the same data. This cooperative work be-
tween multiples tasks usually occurs through the propagation of their execution output
to another task, i.e., the output of a task serves as input to another task forming an or-
dered sequence of tasks with complex data dependencies(CECs)). As a consequence, the
process of verifying the correct behavior of modern automotive system functionalities
no longer solely depends on when each individual task executes. The verifying process
also depends on how long does it takes for data to traverse the complete sequence of
tasks that are part of the system functionality.

In order to evaluate the latency impact of this interplay of tasks in modern automotive
systems, researchers focused their effort on analyzing the[E2E]latency of the rather
than on the [response-time analysis (RTA)| of individual tasks. During the last decades,
multiple authors proposed different methodologies to provide upper bounds or exact
latency values for depending on the communication paradigm adopted by the
tasks (See Section [[.2.2). In the literature, Davare et al. [I30] were the first to propose
a method to bound the latency of applying the implicit communication
paradigm. In [I30], Davare et al. provided an optimization procedure to automate
period assignment during design time of automotive applications in distributed systems.
Assuming periodic tasks, Davare et al. showed that the latency of a E =
{71, 72, -, T} is upper bounded by:

> T, +RT, (IIL.2)

=1

where RT;, represents the of task ;.
Feiertag et al. [I0], were the first to further decompose the latencies of a

into different latency metrics, which they described as:
o First-to-First

o Fyrst-to-Last
o Last-to-First

o Last-to-Last

In order to formally define the metrics above, Feiertag et al. [10] derived two time
intervals and named them input and output interval. Figure illustrates the four
latency metrics described by Feiertag et al. [I0] as well as the additional input and
output intervals.
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Figure II1.2: End-to-end latency metrics considering input/output intervals

The input interval shown in Figure was described by Feiertag et al. [10] as
the sampling delay that an asynchronous input might suffer when arriving in the system.
This sampling delay is maximized when the incoming input just miss the read access
of the first task in the That is, the incoming input has to wait until the next
read access of the first task that does not have its output overwritten, i.e., propagates
its output to the next task in the Such scenario is illustrated in Figure [I[.2
by the input interval between the purple and blue data propagation paths. When
the asynchronous input just misses the purple data propagation path, it has to wait
until the blue data propagation path to be recognized and propagated until the end of
the [CECL

The output interval shown in Figure was described by Feiertag et al. [I0] as the
time interval between the outputs of the last task in the that are based on the
same asynchronous input value read by the first task in the That is, the time
interval between the outputs of the that are based on the same data propagation
path, e.g., the time interval between the two outputs based on blue data propagation
path in Figure [[I1.2

As defined by Feiertag et al. in [I0], the First-to-First latency metric (also known
as reaction time) represents the time interval between the beginning of the current input
interval until the beginning of the next output interval. That is, the time interval
taken by the [CEC]| to react to an asynchrnous incoming input assuming the maximum
input interval. The First-to-Last latency metric represents the time interval between
the beginning of the current input interval until the end of the next output interval. That



IT1.2. Related Work and State of the Art 45

is, for how long system’s output is based on an asynchrnous incoming input assuming the
maximum input interval. The Last-to-First latency metric represents the time interval
between the end of the current input interval until the beginning of the next output
interval. That is, once the incoming input is recognized by the [CEC| how long does
it take for the last task in the to produce an output based on such input value.
The Last-to-Last latency metric (also known as data age) represents the time interval
between the end of the current input interval until the end of the next output interval.
That is, once the incoming input is recognized by the for how long the outputs of
the will be based on such input value.

Since a[CEC|has multiple data propagation paths and each path has its corresponding
reaction time and data age value, the worst-case scenario happens when those two
metrics are maximized. The [Maximum Reaction Time (MRT)|latency metric represents
the maximum reaction time value among all the possible data propagation paths of
the That is, the maximum time interval required by the to produce an
output based on the arrival of an asynchronous input assuming the maximum sampling
delay. In the same manner, the [Maximum Data Age (MDA )|latency metric represents
the maximum data age value among all the possible propagation paths of the
That is, the maximum time interval that outputs of the [CEC]| are based on the same
input data.

In 2019, the Timing Extensions model [6] stated that,“without over- and
undersampling, age and reaction are the same”( [6], Section 7.2, p. 149). That is, in a
single-rate [CEC] the reaction time and data age values of a given job chain are the same.
However, Giinzel et al. proved in [128] that in fact, the reaction time and data age values
are always equivalent, even for multi-rate Giinzel et al. [128] showed that there
was an inconsistency in the definitions made by Feiertag et al. [I0] for the input and
output intervals. The source of that inconsistency was the fact that Feiertag et al. [10]
defined the input interval as a passive asynchronous arrival of data to the system, while
the output interval was defined as an active periodic generation of data by the system.
In [128], Giinzel et al. showed that the output interval initially considered by Feiertag
et al. [I0] didn’t consider all the possible output scenarios of a. In fact, rather than
considering only the scenario in which the system actuator is directly and periodically
triggered by the write event of the last task in the Giinzel et al. [128] considered
that there might be an additional delay until the actuation takes place. That is, an
additional time interval between the write event of the last task in the and the
actual system actuation might exist.

As shown by Giinzel et al. in [128], the length of this extra time interval is maximized
when the system actuation happens directly before the next write event of the last task
in the i.e., right before the write event of the last task in the next data propagation
path. Giinzel et al. [128] proved that this actuation delay can be covered by extending
the output interval previously defined by Feiertag et al. [10]. In order to cover the
scenarios not considered by Feiertag et al. [10], Giinzel et al. [I128] proposed the addition
of two new intervals (reduced input, reduced output) and the redefinition of the latency
metrics. Figure [[II.3| shows the new configuration of the input and output intervals, as
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Figure II1.3: End-to-end latency metrics considering extended input/output intervals

well as the latency metrics according to the definitions made by Giinzel et al. [128].

Following the new definitions proposed by Giinzel et al. [128] for the input and output
interval, the latency metric previously known as data age in [10] is now known as
iduced Data Age (RDA)| Naturally, the [Maximum Reduced Reaction Time (MRDA)| of
a is the maximum value among all the possible propagation paths the chain
has. The new data age latency metric now considers the extended output interval,
meaning that it now covers the scenario in which the system might suffer an actuation
delay. The notion of the reaction time latency metric remains the same as in [10]. The
newly added [Reduced Reaction Time (RRT)|latency metric was introduced by Giinzel
et al. [128] to the latency model as a way to keep the notions of input and output inter-
vals balanced. Similarly to the latency metric, the Maximum Reduced Reaction]
[Time (MRRT)|of a[CEC]is the maximum [RRT|value among all the possible propagation
paths the chain has. From now on we will follow the latency model proposed by
Giinzel et al. [128].

Although Feiertag et al. formally defined in [I0] four latency metrics for a
they didn’t propose methods to compute each metric. Becker et al. [I31] were first to
propose an analytical method to compute the latencies of a multi-rate
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applying the implicit communication paradigm. In [I31], Becker et al. also proposed
the use of a heuristic method to augment a task set by means of job-level dependencies
such that the present in the system can respect their constraints. By
adding job-level dependencies between specific task instances, the method proposed by
Becker et al. [I31] restricts the possible propagation paths a could have, which, in
turn, bounds the latency values of the Becker et al. also showed in [I31]
that when correctly placed, job-level dependencies can lead to smaller latency

values.

In [I32], Becker et al. extended their previous work in [I31] and presented analytical
methods to compute the latency values of multi-rate applying the other
communication paradigms available in Becker et al. also proposed in [132]
methods to verify the latency constraints of multi-rate during different
development stages. They showed that the accuracy of their timing analysis method
increases as development stages progress and more information about the system such
as exact schedule and values are available. Hamann et al. presented in [7] a
method to model the implicit and LET|communication paradigms present in[AUTOSAR]
into the commercial timing analysis tools usually used by the automotive industry.
By modeling as explicit communication the timing behavior of the implicit and
paradigms, Hamann et al. [7] showed how more complex communication paradigms could
be integrated in timing analysis tools that only support the explicit communication
paradigm. In [7], Hamann et al. also evaluated the latencies and communication
overhead of their converted model in a full blown engine management system.

Kloda et al. [I33] were the first to formally define an analytical method to compute
the latency of multi-rate applying the implicit communication paradigm
on a multiprocessor platform with a partitioned fixed-priority preemptive scheduler.
In [133], Kloda et al. also showed how their method can be implemented and how easily
it can be integrated on top of any tool that provides the of tasks. In [134],
Martinez et al. presented a formal implementation of the implicit and [LET] communica-
tion paradigms. In [134], Martinez et al. also analyzed the impact introduced by those
two communication paradigm with respect to their [MRT]| and MRDA] latencies, as well
as their memory footprint. In [135], Tang et al. proposed the use of a new triggering
mechanism for tasks that are part of a multi-rate and apply the implicit communi-
cation paradigm. Instead of strictly using |event-triggered (ET)| or [time-triggered (T'T)|
activation for all tasks in a Tang et al. [I35] introduced a third activation model
named event-triggered with data refreshing to provide better bounds. The new
activation model proposed by Tang et al. [I35] combines the benefits of [ET] and by
limiting buffer size and allowing data refreshing. Results show that their method pro-
duce tighter bounds when compared to other [CECs with [T'T| tasks applying the implicit
communication paradigm.

Extending the work previously done in [131] by Becker et al., Klaus et al. pro-
posed in [I36] an extension of the Real-Time Systems Compiler (RTSC) [137] so that it
could enforce job-level dependencies on multi-core systems. In [136], Klaus et al. also
showed that when job-level dependencies are not correctly placed, standard allocation
and scheduling methods that focus on task-local deadlines are not suitable when trying
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to optimize the latency of multi-rate [CECH
Schlatow et al. presented in [I38] an analysis of the MRDA| latency metric for pe-

riodic offset-synchronized tasks present in multi-rate [CECs| In [138], Schlatow et al.
proposed an [Mixed Integer Linear Program (MILP)tbased optimization method to min-
imize the latency of multi-rate by assigning parameters such as priorities
and offsets to the tasks that are part of those Schlatow et al. showed that their
method can find feasible optimization solutions in under a minute, but the amount of
time to find optimal solutions can be impractical in some cases. Biondi et al. presented
in [I39] a method to implement the communication paradigm on multi-core plat-
forms. By using additional dedicated tasks, Biondi et al. [139] showed how to realize the
logical behavior of the [LET] paradigm on a actual system. In [139], Biondi et al. also
presented a comparison between two methods for optimizing the placement of commu-
nication labels in memory. The first optimization method utilizes formulation,
while the second models the optimization problem as a genetic algorithm. Experiments
showed that their formulation obtains optimal label placement in less than 2
hours, while the genetic algorithm can take up to 4 hours.

In [140], Biondi and Di Natale showed that the implementation of the LET| paradigm
on multi-core systems bring time and data-flow determinism to the system with al-
most negligible runtime overhead. Their proposed implementation was evaluated on
a Infineon TriBoard v2 equipped with an Aurix TC275 microcontroller alongside the
ERIKA [Real-Time Operating System (RTOS)| [141]. Results showed the potential of
using the paradigm on multi-core systems for scheduling memory accesses and
avoid excessive contention. Pazzaglia et al. proposed in [142] an efficient implementa-
tion of the paradigm on multi-core systems to enforce causality and determinism
in safety-critical applications. The goal of their proposed method was to find an optimal
mapping placement for runnables and labels given an automotive application. Their op-
timization metric was to minimize the WCRT]of all tasks present in the system. In [142],
the authors also provide a schedulability analysis test for partitioned tasks executing
according to the paradigm.

In [143], Kloda et al. proposed to decouple the communication interval from the
periods of tasks as an extension for the Timing Definition Language (TDL) [144], a
successor of Giotto [8]. However, Kloda et al. [I43] did not present a method to
formally compute the additional offsets or how to actually decouple the communication
intervals. Diirr et al. introduced in [I45] the concepts of immediate forward (backward,
respectively) job chains for the analysis of MRT|and [MRDA|latency metrics. Below we
formally define the two types of job chains as done in [I45] by Diirr et al.

Definition 7. Immediate Forward Job Chain. Let ¢ = {Jy,Jo, - ,J,} be a job
chain of a cause-effect chain E = {1, 72,--+ ,7,}. Job chain ¢ is a immediate forward
job chain if all i € {2,--- ,n} the job J; is the earliest job of task T; that has a read
access no earlier than the write access of J;_1. That is, job J; is the earliest job of task

7; that fulfills the properties of a job chain (See Definition .
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Definition 8. Immediate Backward Job Chain. Let ¢ = {Jy, J2, -+, J,} be a job
chain of a cause-effect chain E = {11, 72, ,To}. Job chain c is a immediate backward
job chain if alli € {n —1,--- 1} the job J; is the latest job of task T; that has a write

access no later than the read access of Jiv1. That is, job J; is the latest job of task 7
that fulfills the properties of a job chain (See Definition .

Using their definitions of immediate forward (backward, respectively) job chains, Diirr
et al. [145] showed that their bounds for the MRT| and [MRDA| latency metrics were
tighter than the one proposed by Davare et al. [130]. In [146], Ernst et al. extended
the applicability of the [LET] communication paradigm from the scope of a single
tronic control unit (ECU)|to the scope of a full distributed system. Ernst et al. [146]
proposed the concept of |System Level LET (SYS-LET)|in which time and data-flow de-
terminism as well as composability of the |[LET| paradigm are guaranteed in a distributed
system. The model proposed by Ernst et al. [146] has relaxed synchronization
requirements, it is schedule agnostic, and can be applied along with other communica-
tion paradigms. In [147], Giinzel et al. presented a timing analysis of asynchronized
distributed multi-rate assuming the implicit communication paradigm.

Over the last decade, multiple techniques have been proposed in the literature to allow
the computation and optimization of the latencies of multi-rate applying
the communication paradigm. Kordon and Tang proposed in [I148] a method to
determine the[MRDA|based on a task dependency graph. They developed an algorithmic
tool that models precisely the dependency between tasks allowing the tool to handle the
complete graph at once rather than just specific chains. The proposed tool is also
capable of extracting the critical paths of the graph.

In [I49], Martinez et al. presented a phase-aware analysis to improve the
latencies of multi-rate Martinez et al. showed in [149] that by correctly phas-
ing specific tasks applying the paradigm in a their method can lead to
slightly better latency values. In [149], Martinez et al. also formally presented
a set of equations to compute the [MRDA] latency metric of synchronous and asyn-
chronous By identifying the publishing and reading points of the tasks that are
part of the [CEC] their method identifies precisely all the possible propagation paths a
multi-rate has within its hyperperiod. Martinez et al. [149] showed that by an-
alyzing the latencies of all the propagation paths within the hyperperiod of the
their method can compute the exact [MRDA]latency value of a given [CEC]

In [I50], Bradatsch et al. proposed a method to reduce the latency of multi-
rate applying the paradigm. In the literature, Bradatsch et al. [I50] was
the first to demonstrate how the communication intervals of tasks applying the
paradigm could be safely modified. The method proposed by Bradatsch et al. [150]
analyzes a schedulable tasks set according to the [Rate-Monotonic (RM)| scheduling pol-
icy and sets the communication intervals of tasks equal to their By setting the
end of a communication interval to be equal to task’s [WCRT]instead of its period, the
method proposed by Bradatsch et al. [150] reduces the overall output jitter of tasks
which in turn leads to shorter latency values.

In [I51], Wang et al. presented a two-step optimization method to improve the[MRDA
of multi-rate applying the communication paradigm. Improving the work
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previously done in [149] by Martinez et al., Giinzel et al. proposed in [I52] an optimal
phasing method to improve the [MRT] and [MDA] latencies of applying the [LET
paradigm. Differently from what was proposed by Bradatsch et al. in [I50], the method
presented by Giinzel et al. [152] does not consider that the length of the communication
intervals of tasks applying the [LET| paradigm can be less than their period interval.

In this chapter, we identified the challenges related to the timing analysis of multi-
rate in safety-critical systems, more especially automotive applications with
tasks applying the [LE'T| communication paradigm. We motivated our work based on
the Challenge [127] and presented different methods that were proposed in the
literature to solve the main points of the challenge. In this chapter, we also formally
defined a[CEC|and its latency metrics, which we will further analyze in Chapter [[V]
where we present our contributions.

In Chapter [[V] we present in detail our contributions for the timing analysis of multi-
rate [CECs More specifically, we present our methods to optimize the [MRT| and [MDA]
latency values of multi-rate applying the |LE'T|communication paradigm. We also
present an analytical method to compute the latencies of synchronous and asyn-
chronous multi-rate with optimized communication intervals. In Chapter we
also propose a method to reduce the system utilization of safety-critical systems running
tasks applying the [LE'T| paradigm and with reconfigured communication intervals. We
also investigate how to increase the feasibility of multi-rate to meet their tim-
ing constraints in system with multiple execution modes. A framework to configure the
communication intervals of tasks is presented in Chapter [[V]as well as the heuristic
functions used to decide how the communication intervals should be configured.




'Chapter IV

Timing Analysis of Multi-Rate
Cause-Effect Chains

Many modern safety-critical systems have control functionalities that must react to ex-
ternal events with a predefined actuation within a specific interval of time. When failing
to perform their predefined actuation within the defined interval, as a safety-critical
system, their failure might endanger multiple human lives or lead to some catastrophic
event. Therefore, for many safety-critical control systems it is pivotal to ensure that the
time elapsed between the detection of an external event and its corresponding actuation
response is within the time interval defined during design time.

With a focus on automotive systems, we discussed in chapters[[|and [[IIlhow important
it is and which are the challenges involved in guaranteeing system’s timing requirements
both at the task and functionality level. As explained in chapters[lland [[II} modern auto-
motive applications have system functionalities that are modeled as a chained sequence
of communicating tasks. This ordered sequence of tasks that continuously communicate
with other by means of shared resources are know as [cause-effect chains (CECs)l Since
the tasks that are part of those might have different activation periods and non-
deterministic access time to shared resources, computing the required time for an input
to traverse from one end of the to the other is not trivial.

As discussed throughout Chapter[[TI] inter-task communication paradigms directly af-
fect the performance of control algorithms present in automotive applications based on
the [AUTomotive Open System ARchitecture (AUTOSAR)|standard. For that reason,
embedded software engineers from the automotive industry are focused on finding meth-
ods to guarantee and optimize the [end-to-end (E2E)| latencies of the present in
their systems. During the last decade, many methods considering the different commu-
nication paradigms present in were proposed in the literature. As presented
in Section [[TI.2] there are many works that focused on providing latency bounds
for multi-rate applying the implicit and(or) the [Logical Execution Time (LET)
communication paradigm [I3T], [132], 134, 139, 133, 147, 148]. Currently in the litera-
ture, there are only few works that focused on optimizing the [Maximum Reaction Time]
[(MRT)| and [Maximum Data Age (MDA)|latency metrics of [CECS| considering the
communication paradigm [150, 149] 15T1] 152].

ol
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Although some contributions have been made, there is still a research gap in the
literature when it comes to the optimization of multi-rate applying the [LET
paradigm. As discussed by Matic et al. in [3], by abstracting system semantics in the
form of assuming that the length of tasks’ communication interval is equal to their period
length or deadline, the communication paradigm trades latency for system
composability. In fact, only the done by Bradatsch et al. [I50] investigated this trade
off and proposed methods to safely shrink the length of tasks’” communication intervals
(i.e. making them a subset of the original intervals). Although, the method proposed
by Wang et al. [I51] also applies an approach to shrink communication intervals in a
second optimization step, their method does not achieve a safe shrinking in the sense of
making them a subset of the original intervals, because in the first optimization step,
the communication intervals are shifted.

It is worth mentioning that Kloda et al. [143] were the first to analyze the pes-
simistic latencies trade offs of the [LET]| paradigm as discussed by Matic et al. [3].
In [T43], Kloda et al. discussed about the possible benefits of decoupling communication
intervals from tasks’ period length as an extension for the Timing Definition Language
(TDL) |144], a successor of Giotto |§] which originated the paradigm. However,
Kloda et al. did not present in [143] a formal method to decouple the communication
intervals of the tasks applying the [LET] paradigm.

Whereas the optimization method proposed by Bradatsch et al. [I50] can obtain
tighter latencies for all the present in the system, their method follows a
conservative approach that does not consider the possibility of changing tasks’ parame-
ters (e.g., phase, deadline) or the underlying schedule for further latency optimization.
In [150], Bradatsch et al. restricted their method to the solely optimization of the
mum Reduced Reaction Time (MRDA )|latency metric. In fact, they didn’t looked to the
problem of optimizing the communication intervals of tasks applying the paradigm
from the perspective of system utilization and systems with multiple execution modes.

As introduced in Section [[.4] this dissertation focus on proposing methods and tools
to optimize several parameters of safety-critical systems with multi-rate apply-
ing the [LET] communication paradigm. In Section [V.I] we formally define our system
model and the structure of the [LET}based communication intervals adopted by our
methods. In Section we formally introduce our Schedule-Aware communication
model, while in Section we demonstrate how the MRT| and [MDA] latency metrics
can be computed for our model considering synchronous and asynchronous In
Section [[V.4] we show how the correct reconfiguration of communication intervals by
means of precedence constraints can further optimize the [MRT| and [MDA] latencies of
multi-rate [CECsl In Section [V.5 we analyze the data-flow determinism enabled by
the paradigm and demonstrate how our method to configure communication inter-
vals can assist in minimizing system utilization. In Section[[V.6] we demonstrate how to
increase the feasibility of multi-rate that apply the [LET| model to meet their [E2E]
latency requirements in systems with multiple execution modes. In Section [[V.7] we
present our framework, while in Section [[V.8 we introduce the heuristic functions used
by our framework.
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IV.1 System and Communication Models

In this section, we formally introduce the system model considered by the methods
proposed in this dissertation. In order to ease the explanation of our system model, we
split our model into two versions (basic and extended) according to the requirements of
each contribution. We start by defining the basic version of our system model which
is considered for the contributions proposed in sections [[V.2] [V.3| [V.4] [V.5l For the
contribution presented in Section we extend our basic system model to its extended
version which considers a multi-mode execution system where timing requirements of
the change from one execution mode to another. The details of our extended
system model is detailed in the beginning of Section

IV1.1 Tasks and Jobs

In this dissertation, we consider a multi-core system composed of homogeneous cores.
We use ¢; to represent the i*" core present in our system, where i € N*. We consider
I" as a task set containing periodic hard [real-time (RT)| tasks. A task 7 € I' is a tuple
(C,, Ty, D, $,), where C, represents the [worst-case execution time (WCET)| of 7, T,
is the period length, D, is the relative deadline, and ¢, is the phase. We assume that
tasks have constrained deadlines, i.e., the deadline is equal or less than the period length.
Each task 7 releases jobs J.(i) recurrently, where ¢ € N*. Job J.(i) has a release time
at ¢, + (¢ — 1)T; and an absolute deadline D, units later. If the referenced task 7 is
clear, we omit the index 7 from J for brevity. We use J. to denote a generic job of
7. A schedule S specifies the execution behavior of all jobs of 7 according to a given
scheduling policy. The start time of J(i) according to S is 3‘5(1‘)7 while the finishing time

is ff(i). Note that if the referenced schedule § is clear, we omit the index § for brevity.

We assume that all jobs finish until their absolute deadline, which can be guaranteed
by determining the|Worst-Case Response Time (WCRT)| R, :=supg [} ;—~(¢-Hi—1)T;)
using time-demand analysis |18 and checking if R, < D,. The minimal start time is
achieved if all jobs execute for 0 time units, and the maximal finishing time is achieved if
all jobs execute for the Furthermore, if the execution time is fixed (to the
or to 0), then the schedule within interval [®(T") + H(T'), ®(T") 4+ 2H(T")) repeats after
O(I')+2H(T') every H(I') units of time, where ®(I') =max({¢, | 7 € I'}) is the maximal
phase and H(I")=LCM ({1, |7 € I'}) is the hyperperiod [153] 158].

IV.1.2 Communication Model

We assume that communication between tasks happens through the use of shared re-
sources and to be based on the |[LET| communication paradigm. Each task 7 performs
its inter-task communications periodically according to a fixed and well defined commu-
nication interval L, (See Figure [[V.1]). We use |L,| to represent the length of interval
L,. The inputs and outputs of 7 are logically updated at the boundaries of L.. read(7)
and write(T) are relative points in time representing the boundaries of L,. That is,

L, = [read(r),write(T)]. (IV.1)
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Initially, we consider the traditional approach for [LET]|in which L, spans over the
period length of 7. That is, at release, task 7 logically reads its input, while at the end of
its period length it logically writes its outputs. We assume that each task 7 is equipped
with a read-phase ¢f € R and a write-phase ¢} € R, which define the relative points in
time where read(7) and write(7) take place. Therefore, we define the values of read(r)
and write(T) as:

read(t) = ¢, write(t) = IV, (IV.2)
where ¢F = ¢, and ¢}V = ¢, + T, since L, spans over the period length of 7. By
setting read(7) = ¢f* and write(t) = ¢%¥, we ensure that no job of 7 starts before its

input data is read or finishes after its output data is written. Moreover, the assumption
that |L.| = T trivially ensures a safe communication interval, in the sense that for a
feasible schedule, every job of 7 always executes within its communication interval.

At the job level, each job J of 7 has a communication interval L;. The bound-
aries of L define when job J logically receives (read) input from a shared resource, as
well as when it logically transmits (write) output to a shared resource. We define the
communication interval L; of job J as:

Ly = [read(J),write(J)], (IV.3)

where read(.J) and write(J) are absolute points in time. The logical read and write-
events occur periodically according to 7. Therefore, for the i'* job .J(i) of task 7, we
derive the logical read and write points of J(i) as:

read(J(i)) = (i — V)T, + read(r),  write(J(:)) = (i — 1)T, +write(r).  (IV.4)

Figure [[V.I] summarizes the notation of our communication model. As depicted in
the traditional model, Figure [[V.1|shows that the read and write accesses of each job to
a shared resource only occurs at the boundaries of L.

OV write(J(1)) T write(J(2))
|( .................................. T ................................. ;l( ..................... T ................... N |( ........
Keeeenenns ¢T .......... ¢ LJ(I) )i( L](Z) )A

4 J(1) J(2)
{ T T 1 \ T F \ T T T

oF read(J(1)) T read(J(2)) T read(J(3))

Figure IV.1: Communication interval L ;g for a given job J(i) of task 7.
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Cause-Effect Chain ([CEC)

We model a as a finite ordered sequence of tasks communicating by means of
shared resources. We represent a as:

E={n—m—- = 1mk (IV.5)

|E| being the number of tasks in E. Function F(i) returns the i* task in F, i €

1,2,--- |E|}. For a pair of tasks in E, the — operator indicates that 7,,; acts as a
+

consumer /reader task, while 7; as a producer/writer task.

We assume that F samples (acquires data) at every read(J;), J; being a job of task
E(1). We use z to represent the extended input interval defined by Giinzel et al. [128§]
when computing the of a Likewise, we use z’ to represent the extended
output interval ([I28]) when computing the [MDA] of a [CEC]

Job Chain

Given a E, a job chain (cF) is a finite sequence of jobs representing one of the
possible data propagation paths of £. We model a job chain as:

< ={h—=- = Jgt (IV.6)

In a job chain, the following requirements must be respected:
e Jiisajobof E(i),i€{1,2,---,|E|}.

e The data written by J; is read by J;11. That is, write(J;) < readLJM for all
UIS {1727 7|E’_1}

We use c” to represent the i job chain of E, i € N*, while function [(c) returns its
length, i.e., the interval between write(Jg|) and read(.J,).
Table summarizes the notation used throughout this dissertation.

Variable Definition
Tel a task 7 in task set I
J. (i), € NT i'" job of a task T
5‘5(1‘) start time of J(7) according to schedule S
F finishing time of .J(7) according to schedule S
Ly communication interval of job J
read(J) logical read-event of job J
write(J) logical write-event of job J
H(E) hyperperiod of@E
E(7) the i'" task in E, i € {1,2,---,|E|}
J; ajobof E(i), 1€ {1,2,---,|E|}
cF i" job chain of E
I(cP) time interval between write(.J|g|) and read(J;)

Table IV.1: Notation Table
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IV.2 Safe Reconfiguration of Communication Intervals

As motivated in sections [[.4] and designing safety-critical applications in embedded
systems, such as in [AUTOSAR] requires complex analysis for temporal properties, such
as latencies. During early design phases, designers abstract system semantics, e.g.,
scheduling algorithms, in order to reduce the complexity of verifying the temporal be-
havior of system functionalities. However, abstracting system semantics in this manner
results in pessimistic latencies as discussed by Matic et al. in [3].

The [LET]| communication paradigm emerged as a solution which significantly reduces
timing analysis complexity of multi-rate [CECs| By having fixed inter-task communica-
tion points that are independent from the actual task execution, the|LET|communication
paradigm brings timing and data-flow determinism to the analysis of multi-rate
As a result, the communication paradigm helps abstracting from the actual system
implementation (scheduling choices), and consequently reduces complexity of analysis,
but at the cost of increased pessimism, i.e., larger latency values.

In this section, we propose a method to reduce the pessimism present in the [LET
communication paradigm by taking scheduling choices into consideration. The method
shortens and shifts communication intervals based on a chosen scheduling algorithm,
i.e., we make them a subset of the original interval. The procedure to shorten and shift
communication intervals consists in modifying the read-phase ¢ and write-phase ¢!
values of each task 7 € I' based on scheduling information. Therefore, our method is
applied later in the design process (after scheduling choice). By analyzing a feasible
schedule, our method derives new boundaries (read(J) and write(J)) for the communi-
cation intervals.

As design phases progress and a schedule has to be determined, our method can be
applied during later design phases to optimize the latencies of multi-rate
applying the [LE'T| communication paradigm. Without losing the timing and data-flow
determinism of [LET] our method keeps tasks periodic and with well-defined communi-
cation points.

In Section [V.2.T] we show how by extracting information from a feasible schedule,
our method reduces the pessimism present in the [LET] paradigm while maintaining its
deterministic characteristics and tasks’ periodicity. Instead of setting |L,| = T, i.e.,
L. =1[0,T;] Vr € T, our method derives new relative points in time for read(r) and
write(T). By repositioning the boundaries of L, and therefore the boundaries of L, for a
job J, our method postpones its logical read-event and prepones its logical write-event.

IV.2.1 Defining Schedule-Aware Intervals

In order to derive new boundaries for L, and make it schedule-aware Y7 € T', our
method sets L.’s length and position equal to a new time interval I, where the length
of I is C. < |I;| < T,. Note that the new interval I, is a sub-set of L.. Asin L.,
read(I,) and write(I,;) delimit the boundaries of I, i.e., I, = [read(I,),write(1,)],
where read(I,) = ¢® and write(l,) = ¢IV.
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By extracting information from the hyperperiod of a feasible schedule S, our method
defines the length and position of I.. As explained in Section S specifies the
start time s; and the finishing time f; for all J € 7. Below, we formally define the
terms relative start time (S;) and relative finishing time (F;), which are necessary to
derive the communication boundaries for I.. For the definitions below we assume that

each job executes for its full

Definition 9. Relative Start Time (of a Job). Let J(i) be the it job of task T in
schedule S. The relative start time (Syu)) of a job is the start time of J(i) minus its
release time.

Sia) = ss6) — (¢ + (1 — 1)T7) (IV.7)

Definition 10. Relative Finishing Time (of a Job). Let J(i) be the i job of task
7 in schedule S. The relative finishing time (Fj;)) of a job is the finishing time of J (i)
minus its release time.

Fyay = fi6) — (9 + (i = DT7) (IV.8)

Note that according to the definitions above, depending on when each J € 7 executes
between its release and deadline, the values for S; and F); can change for each J € T,
e.g., one job may execute early during its period, while another job may execute later.
Therefore, in order to keep the timing and data-flow determinism of the paradigm
when setting L, = I, it is necessary to ensure that all J € 7 have a common periodic
communication interval 1y, i.e., I; respects Sy and Fy, for all J € 7.

Our method sets communication boundaries for I, by computing the earliest relative
start time (ES;) and the latest relative finishing time (LF.) of a task 7 based on S.
Below we formally define the terms ES, and LF’.

Definition 11. Earliest Relative Start Time (of a Task). Let T be a task in
schedule S. The earliest relative start time (ES;) of T is the minimum relative start
time among all jobs of T in S.

ES; = min S, (IV.9)

vJer

Definition 12. Latest Relative Finishing Time (of a Task). Let T be a task
in schedule S. The latest relative finishing time (LF,) of T is the mazimum relative
finishing time among all jobs of T in S.

LF, = max Fy (IV.10)
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Example: In order to exemplify definitions [J] to Figure [TV.2] shows a schedule S
for three tasks that are part of a E, where E = {r; — 7 — 73}. In this example,
we analyze task 7o, which has three jobs during S’s lhyperperiod (HP)| Following defi-
nitions 9] and the first job of 7, J(1), has Sy = 2 and Fj(;) = 3, while J(2) has
Sy =0and Fyo = 1. J(3) has Sy = 1 and F)3) = 2. Following definitions [11] and
ES;, = 0 and LF;, = 3 for task 7. Likewise, by using definitions [9] to [12| we can
compute the ES; and LF, values for the other tasks in £, where £S,, =0and LF, =1
for task 71, while £'S;, = 1 and LF,, = 2 for task 73. In Figure we highlight a safe
communication interval for each job of task 7, within the H(E) of the E.

T1
T ' i
2 J(1) J(2) J(3)
T3
2 2 ‘ ¥
0 3 6 9 12 15
| HP = H(E)

Figure IV.2: Schedule S for cause-effect chain E = {11 — 70 — 73}

As shown in Figure by extracting scheduling information (ES, and LF, values)
from a feasible schedule, our method can configure safe communication intervals I, for
each 7 € I Our method reconfigures when 7 starts its communication intervals by
shifting them according to ES;. That is, it sets the read-phase of 7 to be:

¢ = ¢, = ¢. + ES,, (TV.11)

where ¢/ is 7’s initial phase. Likewise, our method reconfigures when 7 ends its
communication interval by shortening the length of I according to LF,. That is, it sets
the write-phase of 7 to be:

oW =¢ + LF, (IV.12)

Since the boundaries of the communication interval I are relative points in time with
respect to ¢,, and our method shifts 7 according to ES, as in Equation [[V.11] then:

read(I;) =0, write(l,) = LF, — ES;. (IV.13)
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Therefore, by setting I, = [read(l,), write(I,)], and L, = I., we can say that our
method safely shortens and shifts the communication intervals of 7 in the sense that
our method guarantees that all jobs of 7 always execute within the new communication
intervals L,. For instance, let us consider task 75 shown in Figure|lV.2] instead of setting
L., =[0,T,], i.e., [0,5], our method sets L., = I, = [0, 3]. Note that for the example
provided above, 75 is not shifted because ES,, = 0.

In Figure we show the differences in configuration between communication in-
tervals that are not schedule-aware and the ones that are for a task 7 with £S; = 1 and
LF, =4.

SV write(J(1)) T write(J(2))
Keveereenmeneeee e F Y L K S
N LJ(]) LJ(Z) <~
! I J2)
T | I | T
0 1 2 3 4 ) 6 7 9 10 11 12 13
Kereemeerme e ).( .......................................... o R EITTRITIIPPRTPIRPRE S VGRI
o7 read(J(1)) Iz read(J(2)) 17 read(J(3))
(a) Communication intervals tradionally configured as |L,| = Ty
write(J(1)) write(J(2))
@Y = + LF; T,
k)‘( .......................................... )J( .................
A L/(l) y A L/(z) ’
! J) J2)
| w w w | w I | w

read(J(1)) read(J(2)) read(J(3))

(b) Communication intervals reconfigured as |L.| = LF, — ES;

Figure IV.3: Differences in configuration for the communication intervals of a task

Figure[[V.3b|shows that, if the phase ¢, of task 7 is adjusted according its read-phase
¢, the resulting communication intervals are safe even when jobs do not execute for

their full WCETI]
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Note that for task sets scheduled according to a fixed-priority scheduling policy
(e.g., Rate-Monotonic (RM)| , [Deadline-Monotonic (DM))), applying a phase ES. to
7 does not change its priority or affect the schedulability of task set I'. That is, for any
J(i) € 7,1 € NT, there is no J(i) that executes before (i — 1)T, + ES, according to
S. All J of 7 have to wait at least £/S; time units after its release in order to execute.
Therefore, as long as our method postpones the release of 7 by E'S, time units, V7 € T,
the schedulability of the task set remains unaffected. For task sets scheduled accord-
ing to the [Earliest Deadline First (EDF)| policy, our method adjusts task’s deadlines to
D, =LF, — ES., VT €T, in order to enforce execution within the new communication
intervals. Before applying changes to task’s parameters and reconfiguring the communi-
cation intervals of all tasks in I" scheduled according to [EDF] our method uses feasibility
tests based on [Processor Demand Analysis (PDA)| [I56] 155, 154] to verify if the new
communication intervals are feasible and if the tasks can safely execute within them.

In the section below, we show how to practically enforce the deterministic timing
and data-flow behavior of the [LET| communication paradigm when reconfiguring the
intervals according to our schedule-aware model.

IV.2.2 Practically Enforcing Deterministic Communication Points

The [LET| communication paradigm assumes that tasks’ inputs and outputs are logi-
cally updated at the beginning and end of their communication intervals. It assumes
that these updates incur zero computation time. However, up to date system platforms
are not infinitely fast to realize such behavior. Therefore, the deterministic ordering
and atomic execution of these updates must be explicitly enforced in order to preserve
the desired logical behavior of the paradigm. At the implementation level, the [LET
communication paradigm is usually enforced by means of hardware/software mecha-
nisms [I57][139]. In the literature, different ways to implement the logical behavior of
the LET model have been proposed [7][134][139][142][140].

One way to implement the logical behavior of the communication paradigm is by
implementing auxiliary tasks, which are responsible for updating the inputs and outputs
of the tasks [7][I39]. For instance, the implementation of a task 7 would consist of three
tasks: (i) a reader (copy-in) task 7%; (ii) an execution task 7; (iii) a writer (copy-
out) task 7. Hereafter, we discuss one of the possibilities of implementing the logical
behavior of the [LET]| paradigm when shortening and shifting communication intervals.
Note that other implementations respecting the logical behavior and the deterministic
ordering of execution of the tasks could be used.

At the beginning of L., the auxiliary reader task (77) copies all the input data nec-
essary for 7%’s execution to a local variable. At the end of L., the auxiliary writer task
() copies 7E’s output data to the shared variable that will be accessed by the next
task in the that 7 belongs to. Therefore, tasks 77 and 7" are responsible for
updating the inputs and outputs of 7 at the boundaries of L.

Since the auxiliary reader (resp. writer) task has to be executed as close as possible to
the start (resp. end) of L., 7% and 7" have to be characterized by a very short WCET
and a very high priority level [I39]. Therefore, the correct positioning of 7% and 7" is
important in order to achieve the expected logical behavior of 7 [7].
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We use the parameters of 7 and its communication interval L, to set the parameters
of 7%, 7F and 7. The auxiliary tasks 7% and 7" are periodic task with period 7T'.r
(resp. T,w) equal to T,. The correct positioning of 7% and 7" is done by means of
an additional phase. Therefore, 7% has a phase ¢.r = ¢,» = ¢ + ES,, while 7' has
a phase ¢.w = ¢/ + LF,.. We consider that the execution times of the copy-events
done by 7% and 7" are very short and their overhead included in C;. The parameters
(Cre,T,e, D.r) of TF are equal to the parameters of 7. We consider that auxiliary tasks
with the same phase and period can be grouped into a single auxiliary task in order to
reduce possible switching overhead.

Figure[[V.4shows how the auxiliary tasks 7% and 7" of a given task 7 can be modeled.
Note that in Figure ™ =r.

read(T) read(T)
TR
: ¢.r = ¢+ ES,; : Ton =T, : T i
T L. ’ o |
I b2 = ¢+ ES, : To—T. “ p— |
7_I/V
: S EAIE i T e

Figure IV.4: Schedule S for cause-effect chain E = {T1 — 70 — 73}

The copying-events carried out by the auxiliary tasks (7% and 7) are facilitated
via highest priority interrupts, which are added for each periodic auxiliary task. These
interrupts are activated with the same period as the tasks they correspond to, allowing
them to execute immediately. In order to obtain freshest data values, write output-
events are favored over read input-events. Therefore, the write output-events are given
the highest priority in the system, whereas read input-events are given the second highest
priority.

In Section[[V.3] we present an analytical framework to compute the [ MRT]and MDA]la-
tency values of multi-rate with tasks applying our schedule-aware paradigm.
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IV.3 Timing Analysis of Asynchronous Cause-Effect Chains

Given that the logical read and write-events of a job J applying the LET| paradigm hap-
pen at well defined points in time, it is possible to identify precisely the communication
points when data propagates from one task to the other during runtime. Martinez et
al. presented in [I49] an analytical framework to compute the communication points
between two tasks applying the paradigm assuming that |L,| = T}, V7 € I'. Since
our schedule-ware model presented in Section shortens and shifts communication
intervals, the assumption made by Martinez et al. in [149] does not hold anymore and
their analysis is no longer applicable to our model. Although in [I50] Bradatsch et al.
presented a model where |L,| # T, V7 € T, they did not present an analytical method
to compute the latency value of multi-rate

In this section, we present an analytical framework to compute the communication
points of tasks applying our schedule-aware model where L, = I,. Before presenting
the core theorems that are part of our analytical framework, we first define below the
terms writing point ' and reading point, which are later used in theorems and

Definition 13. Writing Pownt. Given a pair of tasks in a CEC E, where T, — Ti11,
i € {1,2,---,|E| = 1}. Let a writing point (W ) be the n' point in time where
the resource shared by tasks 7; and 7,11 is updated by ;. After W7 ., no other logical
write-event write(;) of task T; will take place before the next logical read-event read(T;11)

of task 7;41.

Definition 14. Reading Point. Given a pair of tasks in a CEC' E, where 7; — Tiy1,
i €{1,2,---,|E| = 1}. Let a reading point (R}, . ) be the n'" point in time where the
resource shared by tasks 7; and 7,11 is read by T;11. The logical read-event read(t;11) of
task 1,11 after the n'™ writing point WL ..., of task 7; is the reading point RT _ .

It is important to highlight that depending on the period relation between 7; and
Tiy1 i a E where 7, — 741, not all write(J;) events from jobs of 7; are writing
points according to Definition That is, if 7; has a shorter period length compared to
T;+1, multiple write(.J;) events from jobs of 7; will take place before a read(.J;11) event
from a job of 7,1, but only the last write(J;) before the next read(J;y1) is considered
a writing point. However, if 7; has a period length longer or equal compared to 741,
every write(J;) event from jobs of 7; will be considered a writing point according to
Definition [13] (See Theorem [[V.I)).

Likewise, depending on the period relation between 7; and 7,41, not all read(J;11)
events from jobs of 7,,; are reading points according to Definition That is, if 7; has
a longer period length compared to 7,11, multiple read(J;;1) events from jobs of 7,44
will take place after a write(J;) event from a job of ;, but only the first read(J;11) after
a write(J;) is considered a reading point. However, if 7; has a period length shorter or

equal compared to 7,11, every read(J;11) event from jobs of 7,41 will be considered a
reading point according to Definition [14| (See Theorem [IV.2)).

'Writing point is also known as publishing point in [149]
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Bellow, we formally present the theorems from our analytical framework.

Theorem IV.1. Let 7, — 7,11 be a pair of communicating tasks applying the
communication paradigm with schedule-aware intervals in a CEC' E, where T, < T, ,
i€{1,2,---,|E| — 1}. Then the reading and writing points between 7; and 7,41 can be
computed as:

RTTLZ-,TZ-H =nly,, + ory (IV.14)
n RZ,L',T,'+1 - ¢Ti - write(Ti) .
TiyTi41 = T‘r' Tﬂ' + ¢7—i + wTZt€<Ti) (IV15)
0, if Orypy > Or, + write(r;)
n Z ¢, +w7‘ite(7’i)—¢7i+1 .
P , otherwise
i+1

Proof. We prove this theorem in two steps.

Step 1 (Reading point): Since 77, < T7,,,, there is always one job of 7; being released

between two job releases of 7, 1. That means, 7; always updates the resource shared with
7,41 before each logical read-event of 7;,1. By definition (Section [[V.1.2)), the inputs of

Ti+1 are logically updated at read(r;41), which occurs every 7., time units after ¢, .

Therefore, a reading point between 7; and 7,4, occurs periodically according to 17,
such that

R =T, + .., (IV.16)

Ti)Ti+1

Step 2 (Writing point): By definition (Section [[V.1.2)), the logical write-event of the
first job of 7; logically occurs at ¢, +write(r;). That means, any reading point R}, |
has to be > than ¢, + write(r;).

If R? = ¢, + write(r;), then

TiyTi+1

wr_ o =Rr (IV.17)

TiyTi+1 TisTit1"

If R™ > ¢, + write(r;), the writing point that immediately precedes R! de-

TisTi+1 TisTi+1
pends on how many logical write-events of task 7; happened within the spanned time

interval [¢,, +write(T;), R ]. Since logical write-events of 7; occur periodically ac-

cording to 7T, the number of logical write-events within the considered interval is

LRﬁivTi+1 — 7, —write(r;)
Ty

7

J . Hence, the writing point that immediate precedes R . is equal

to

— LRZZ_MH — ¢y, — write(T;)

TiyTitl T
i

J T, + ¢r, + write(r;). (IV.18)

O
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Theorem IV.2. Let 7, — 7,01 be a pair of communicating tasks applying the
communication paradigm with schedule-aware intervals in a CEC E, where Ty, > T,
andi € {1,2,--- ,|E|—1}. Then the writing and reading points between 1; and 7,41 can
be computed as:

W£7Ti+1 = nTTi + ¢T¢ + wTitG(Ti) (IV19)
n TL7TL+1 ¢Tz+1
RTiaTi+1 = T 7'7,+1 + ¢Tl+1 (IVQO)
Tit1
S 0, if Oripy < b7, + write(r;)
n . — (P, Fwrite(T; i
le © f; el ))J . otherwise

Proof. We prove this theorem in two steps.

Step 1 (Writing point): Since 17, > T, ., there is always one job of 7,1 being released

between two job releases of 7;. That means, 7;11 always reads the resource shared with
7; after each logical write-event of 7;. By definition (Section|[IV.1.2)), the outputs of 7; are
logically updated at write(r;), which occurs every T, after ¢, + write(r;). Therefore,

a writing point between 7; and 7,1 occurs periodically according to 77, such that

wr o =nT, + ¢, + write(r;). (IV.21)

TiyTi+1

Step 2 (Reading point): By definition (Section [[V.1.2)), the logical read-event of the
first job of 7,41 logically occurs at read(7;41), i.e., ¢r,,,. That means, any reading point
R has to be > than ¢,_,.

TiyTi+1

By intuition, if W < ¢r,,,, then

Ti,Ti+1

(IV.22)

7_277—7,—0—1 ¢7—1+1

Itwer > ¢r,.,, the reading point that immediately succeeds W depends on

TiyTi4+1 TisTi+1
how many logical read-events of task 7,7 happened within the spanned time interval

($r1s WT 1., |- Since logical read-events of 7,11 occur periodically according to 17, ,, the
W‘r 3T (;57'1

T7'1+ 1

intuitively, the read point of 7; — 741 that immediately succeeds W[ . is equal to

number of logical read-events within the considered interval is {

Ty T, ¢TZ
R:'Li77¢+1 = ’V - Z; +1—‘ Ti+1 + ¢TZ+1 (IV23)

Tit1

]

In Section [[V.3.1] we show how to compute the latencies of a given using
theorems [V.1 and [V.2]
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IV.3.1 Computing End-to-End Latencies

In Section[[V.2] we presented a method that extracts information from a feasible schedule
and safely reconfigure the communication intervals of tasks applying the paradigm.
Since our method shortens and shifts communication intervals, the analytical framework
proposed by Martinez et al. in [I49] was no longer applicable for the computation of
the latencies of multi-rate applying our schedule-aware model. For that
reason, we derived in Section theorems [[V.1] and TV.2] to identify the points in
time when data propagates from one task to another in a [CEC| during runtime. In
the following, we demonstrate how to identify which job chains have to be investigated
during the timing analysis of a multi-rate applying our schedule-aware model.
We also show how to compute the reaction time and data age latency metrics related
to each of those job chains, as well as the MRT|and [MDA]latency values of the [CEC]

Identifying Job Chains

Due to the under/oversampling nature of multi-rate , some job chains might have
jobs in common. For instance, when multiple actuations (outputs) of a CEC E are based
on the same sampled (input) data, multiple job chains have the same J(i) as their J;
in E. As explained in Section and in Definition [6] when analyzing the
of a multi-rate [CEC] it is necessary to know for how long a sampled value affects the
actuation of the [CEC] i.e., know the time interval between two consecutive job chains
with different J(i) as their .J;. In order to distinguish job chains that have different J(7)
as their J;, we define below the term primary job chain.

Definition 15. Primary Job Chain. Given a set of job chains that have the same J(i)
as their Ji. We call primary job chain (pc®), the job chain with the earliest write(Jp)
in the set. We represent the it" primary job chain of E as:

where i € Nt. Given a primary job chain pcF, we represent the next primary job

chain of E after pcf as pcfy,. That is, pcEy is the first job chain after pcf that has a
different J(i) as J;. We use function pcE (k) to return the k™ job in the given primary
job chain, where k € {1,2,--- ,|E|}. Punction l(pcF) return the time interval between
write(pcE(|E)) and read(pcE(1)). That is, [(pcP) returns the length of pcE, i.e., the

time inlerval between input data being read by Jy and an outpul being produced by Jg.

In order to identify the primary job chains of a given CEC E, our method first identifies
the job chains of E using algorithms [I] and | which are defined below. As shown by
Leung et al. in [I58], for a task set with periodic tasks and phases, a schedule S repeats
itself every LCM(T,,, - - - 7TT\E|) units of time. Assuming that the task set consists of the
tasks that part of [CEC| E, the schedule within interval [®(E) + H(E), ®(E) 4+ 2H(E))
repeats after ®(E)+2H (E) every H(FE) units of time, where ®(E) = max(¢,, -+, ¢r )
and H(E) = LCM(T,,,--- , T, .,). Giinzel et al. showed in [I128] that for the sake of

? 7—|E\

computing the [MRT] and [MDA] latency metrics of a given CEC E applying the
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paradigm, it is enough to analyze the job chains within one of the repetition intervals
after the warm-up period. As defined by Giinzel et al. [128], the warm-up period covers
the time interval required for an input to fully traverse a E for the first time. Note
that the job chains present in the spanned time interval [®(F) + H(FE), ®(E) +2H(E))
are also present in the interval [®(E) + (n+ 1)H(E), ®(E) + (n+ 2)H(E)), but shifted
by nH(E), where n > 1.

In order to identify which jobs are part of the job chains within one of the repetition
intervals, our method applies Algorithm [1] to all jobs of E(|E|) released within the
repetition interval. The process of identifying jobs chains starts with the Jjg that has
the earliest read(Jg)) within the repetition interval. Our method starts the analysis
with the last communication task pair in F, ie., 7jg—1 — 7jg. By applying Algorithm
to a given Jig of E(|E|), our method obtains the writing point related to a Jjg—1.

Algorithm 1 Compute writing points

Input: read(J;), 7i-1, 7
1. if T, < T, then
2. According to Theorem [[V.]]

3. else
4. According to Theorem [[V.2]
5. end if

6: Find mupyay, the largest value of m such that W < read(J;)

Output: W™

Ti—15T;

Using the output of Algorithm [I] as an input to Algorithm [2| our method computes
the writing and reading points of the previous communication task pair in F, i.e.,
T|E|—2 — Tig|-1- Note that the process of identifying a job chain starts from its tail
(Jig)) and stops when its head (J;) is found. Our method identifies the remaining part
of the job chain by applying Algorithm [2| recursively to all the other communication
task pairs in F until it obtains the reading and writing point related to a job J; of E(1).
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Algorithm 2 Compute reading points
Input: W"

Ti—1,T3)

1 if T, <T,. | then
2. According to Theorem [[V.]]

Ti—2, Ti—1

3. else

4 According to Theorem [[V.2]

5: end if

6: Find muax, the largest value of m such that BT = <WI

7: T = Mmax

n n
8 Compute R} . and W[
9. 1 =1 —1
. n n
Output: R . and W1

Tk Tk+1
{1,2,--+ ,|E| — 1}, in order to determine the i job of each task 7, that is part of the
job chain under analysis.

Our method uses Equation [IV.25 on each identified writing point (W ), k €

- Wi e ;wm‘te(m)

k

(IV.25)

Following Definition our method selects, within the repetition interval, the primary
job chains among the set of job chains identified using algorithms[l]and [2| Our method
adds the selected primary job chains to a set ¢ and use it to compute the MRT]and [MDA]
latency metrics of E. Later in Section we formally introduce an algorithm
to identify jobs chain and filter out the one that can be classified as primary job chains.

In order to facilitate understanding and exemplify how algorithms [I] and [2] identify
job chains, we reuse in Figure the task set described in the example provided in
Section [V.2l Note that here we consider that the communication intervals of tasks
were already shortened and shifted according to our method, ie., L, = [0,1],L,, =
[0,3], L., = [0,1] and ¢,, = 1. Figure shows and extended version of the schedule
shown in Figure As discussed in the beginning of this section, when identifying
primary job chains to compute latencies, it is necessary to consider the warm-up
interval of the [128]. Since the communication intervals of tasks were already
shortened and shifted, we are also considering an asynchronous task set. That is, the
schedule within [®(E)+ H(E), ®(E)+2H(E)) repeats every H(F) after ®(E)+2H(E).
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Figure shows that the first output fully processed by the [CEC|is produced by
task 73 at time point 11. Since ®(F) + H(E) = 16, the first repetition interval spans
from time point 16 until time point 31. The process to identify primary job chains
starts with the first job from the last task in the within the repetition interval
under analysis. In this example, task 73 has 5 jobs (J(6), J(7), J(8), J(9), J(10)) within
the repetition interval [®(E) + H(E),®(E) + 2H(E)). Note that in Figure we
represent jobs from task 73 just by their index number in order to improve their label
readability given the page width. We highlight in Figure the jobs that are part of
job chains within the repetition interval.

Let us start with job J(6) from task 75 that has read(J,(6)) = 16. By applying
Algorithmto J7,(6), the largest value of m from Equation that satisfies W' = <
read(J,(6)) in Algorithm [I|is m = 2. That is, W7 . = 13, which corresponds to
write(J,,(3)) of task 75 according to Equation [[V.25] Note that although read(J.,(6))
is a read-event of 73, the reading point related to W2 _ is R? _ = 13, which corresponds
to read(J.,(5)) according to Theorem That is, read(J-(5)) is the first read-event
of 73 after the I/Vfﬂ5 By using the output of Algorithm (1| as input to Algorithm [2| the
largest value of m from Equation that satisfies R7" < W2 _ism = 2. That is,
RZ . =10, which corresponds to read(J.,(3)) of task 7. By following Equation
from Theorem , the writing point that corresponds m = 2 and Rflﬂ = 10 is
W2 ., = 10, which corresponds to write(J;, (4)) of task 7, according to Equation
In Figure[[V.5] we highlighted in orange the jobs that are part of the first job chain within
the repetition interval, i.e., ¢¥ = {J,, (4), J.,(3), J,(6)}. Note that we also highlighted
in orange the job chain starting at time point 24 ({J(9), J,(6), J-,(10)}) because it

has the same J;, as {J.,(4), J.,(3), J,(6)} but shifted by one H(E).

ponl s il
BB ERME]

I
)
| warm — up

O(E)+ H(E) H(E)

Figure IV.5: Jobs chains of cause-effect chain E within a repetition interval
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By repeating the process of applying algorithms |1] and [2| to each other job of task 73
withing the repetition interval, we obtain the following job chains:

o cfy = {Jn(5), Jn(4), I (7}
o cfio = {Jn(5), Jn(4), 1 (8)}
o cfis = {Jn(7),J(5), Ty (9)}
o cfy =1{Jn(9),7(6), ] (10)}.

Once our method identifies all job chains within a repetition interval, it follows Def-
inition (15[ and adds to a set { only the jobs chains that can be classified as a primary
job chain. Therefore, for the example shown above, ( consists of:

pc = {Jn(4), J»(3), J(6)},
C: pcz+1 {JT1( )7‘]T2(4)7JT3(7)}
pCiE—O—Z = {JT1( )7‘]7'2(5)"]7'3(9)}
pCiE—i-B = {JTl( )7 ‘]72(6)7 JTa(l )}

Note that job chain cf,, is not part of ¢ because it does not comply with Definition
The compliance is not met because job chain ¢, is also based on job J;,(5) and it
produces an output before job chain cﬁrQ, which declassifies c; +2 as a primary job chain
according to Definition Naturally, pc” , is similar to pcf,, but shifted by one H(E).

As explained early in the section, all the job chains present in the repetition interval
[®(E)+ H(E),®(E)+2H(E)) are also present in the next repetition intervals [®(FE) +
(n+1)H(E),®(E) + (n+2)H(FE)) but shifted by nH(FE), where n > 1.

Below, we demonstrate how to use primary job chains to compute the[MRT|and [MDA]
latency metrics of a[CEC] as well as the reaction time and data age of each one of them.

Computing the Maximum Reaction Time and Data Age Latencies

As discussed in the paragraphs above, in order to compute the MRT|and [MDA]| latency
metrics of a given CEC E, our method first needs to initialize the set ¢ with all the
primary job chains of E within one of the repetition intervals after the warm-up period.
Below, we demonstrate how to compute the latencies of a CEC E given the set of
primary job chains within a repetition interval.

We follow the definitions for reaction time and data-age as described by Giinzel et
al. in [128] and illustrated in Figure As mentioned in Section [[V.1.2] we con-
sider an additional delay z between the occurrence of an external event (input) and
its sampling by J;. In the same manner, we consider that z’ represents an additional
delay between write(.Jig) and the actuation (output). Therefore, in order to compute
the MRT] and [MDA] latency metrics according to the definition proposed by Giinzel et
al. [128], we append z to the beginning of a primary job chain pc” and 2’ to its end. As
a result,

E:{Z7J1a"' 7J|E\az/}- (IV26)
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Maximum Reaction Time

For a given E and its set of primary job chains ¢, our method computes the
reaction time for all pc? € ¢ considering the maximum delay z that an incoming input
could suffer. In the worst case, for a primary job chain pc?, an input arrives right after
the logical read-event of the first job of pc”. As a result, the incoming input has to
wait until the logical read-event of the next primary job chain (pcf,) in order to be
recognized and propagated through E, Therefore,

z = read(pcf, (1)) — read(pcf(1)). (IV.27)

We consider, as Giinzel et al. [128], that actuation takes place at the logical write-event
of pcty, (|E|), ie., write(pcZ (|E|)). Therefore,

2 =0. (IV.28)

Equation [[V.29 shows how to compute the reaction time of a given primary job chain
pcP assuming the maximum input delay.

RT(pcy) =z + l(pcty) + 2, (IV.29)
Therefore, the of a CEC FE can be computed as:

MRT(E) = max RT(pcF). (IV.30)
VchGC
Figure [[V.6| shows the individual reaction time values for the primary job chains from
our example [CEC] “ E = {n — 7 — 73}, where MRT(E) = 14. For instance, the
reaction time of pcY can be computed as: RT(pcF) = (12 —9) + (20 — 12) + 0 = 11.

ﬂ'ﬂHHPHHHHPHHH
" | I

TS%PHPHHPHPHHH

T T T T T

T
0 3 6 9 21 24 27 30 33
| RT(pcf) =11

| RT(pcf) = 14 |

RT (pcf) =11
H(E) © RT(pP) =11

Figure IV.6: Reaction time for the primary job chains of cause-effect chain E
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Maximum Data Age

For a given E and its set of primary job chains C, our method computes the data
age for all pc? € ( considering the maximum delay Z' that an actuation output could
suffer. In the worst case, for a primary job chain pc?, the last actuation based on a given
input happens right before the logical write-event of the last job of the next primary job
chain pcf, |, i.e., write(pey (| E])). Therefore,

2 = write(pct (|E|)) — write(pef (|EI)). (TV.31)

We consider, as Giinzel et al. [128], that the input data on which the outputs are
based is read during the logical read-event of pcF (1), i.e., read(pcy®(1)). Therefore,
z=0. (IV.32)
Equation [[V.33|shows how to compute the data age of a given primary job chain pc?
assuming the maximum output delay.
DA(pcf) =z +1(pcy) + 2. (IV.33)
Therefore, the of a CEC E can be computed as:

MDA(E) = max DA(pcr). (IV.34)

Vch eq¢

Figure [[V.7]shows the individual data age values for the primary job chains from our
example E = {r — 1 — 73}, where M DA(FE) = 14. For instance, the data age
of pcf’ can be computed as: DA(pcF) =0+ (17 —9) + (20 — 17) = 11.
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" [ | 1 [

TgFHHPHPHHPH%H

T T T

DA(pcf) =11
| DA(pck) =14 |

DA(pck) =11
H(E) DA(pcf) =11

Figure IV.7: Data age for the primary job chains of cause-effect chain E
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It is worth mentioning that with the contributions presented in sections[[V.2land [V.3.1]
we addressed point (1] from the [Workshop on Analysis Tools and Methodologies for Em-|
bedded and Real-time Systems (WATERS)| challenge [125] and points [I} 3] from the
extended version of the challenge [7]. Moreover, as shown in Chapter [V] our contribu-
tion from Section [[V.2] greatly improves the latency metrics of multi-rate
applying the [LE'T| communication paradigm.

IV.4 Schedule Manipulation to Improve End-to-End Latencies

Throughout this dissertation we have been discussing about the [LET] communication
paradigm and its benefits (deterministic timing behavior, fixed communication intervals)
to the timing analysis of multi-rate in multi-core systems. In Section we
showed that the significant pessimism in form of longer [E2E]latencies present in the LET
paradigm can be reduced if the communication intervals of tasks are well configured. In
this section, we take one step further to optimize the latencies of multi-rate
applying the [LE'T| communication paradigm.

As discussed in the beginning of this chapter, before our contribution presented in Sec-
tion only the work done by Bradatsch et al. in [I50] proposed a method to safely
reconfigure the communication intervals of tasks applying the |LET| paradigm. Although
our schedule-aware model greatly improves the latencies of multi-rate apply-
ing the [LET] paradigm (See Chapter [V)), it is still a conservative approach that leaves
potential for optimization to methods that actively modifies the schedule to further
safely reconfigure tasks’ communication intervals.

In this section, we propose a method to reduce the latencies of multi- rate
applying the [LET]| paradigm by actively influencing the schedule through the establish-
ment of precedence constraints. Specifically, we show how precedence constraints, i.e.,
restrictions that delay the start of a job’s execution, can be combined with our schedule-
aware model presented in Section[[V.2]to further safely reconfigure tasks’ communication
intervals. By interval reconfiguration, we mean finding the read and write offset combi-
nation that simultaneously best reduces the latencies of the present in the
system. Furthermore, we show that rather than shortening the communication intervals
of all tasks present in the task set, a more elaborated reconfiguration strategy focus-
ing on the communication intervals of specific tasks can lead to more optimized
latencies.

We consider that when a schedulable task set is available, it is possible to change the
order in which some jobs execute by establishing precedence constraints between specific
jobs. By changing the order in which jobs execute, our method can influence the earliest
start time (FS;) and latest finishing time (LF;) values of multiple tasks in the task set
at the same time. Below, we formally define the term precedence constraint.
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Definition 16. Precedence Constraint (<). Let J(i) be the it job of a given task
and J(k) be the k'™ job of another task in task set T'. A precedence constraint between
J(i) and J(k) establishes that job J(k) can not start its exvecution until the execution
of job J(i) is fully completed despite its priority or release time. The execution of J(k)
can only start once all its precedence constraints have been resolved.

J(i) < J(k) (IV.35)

Figure shows how precedence constraints influence the earliest start time and lat-
est finishing time of the tasks previously used in the example provided in Section [[V.2.1]
By introducing a single precedence constraints between specific jobs of 7 and 75, new
communication intervals can be obtained for all tasks present in the Specifically,
adding J, (1) < J,, (1) and J,,(1) < J,, (1) results in:

e ES, =0and LF, =2 for 7,
° EST2 =0 and LFT2 =1 for To,
o /S, =1and LF,, =3 for 73.

A A A A A A
¢ > | | | |
1 1 1 1
2 2 2 2 2
A A A A
h 2 2 2
A A A A A A
! ! ! ! !
I I I I I
2 2 2 2 4

H(E)
Figure IV.8: Reconfiguring communication intervals by means of precedence constraints

Note that by adding those two precedence constraints the communication intervals of
the three tasks changes from:

e [0,1] to [0,2] for L,,,
e [0,3] to [0,1] for L,
e [1,2] to [1,3] for L,,.
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In the context of multi-rate precedence constraints were previously used in the
literature by Becker et al. [I3I] to control data propagation through multi-rate
applying communication paradigms different than [LET] e.g., the implicit communica-
tion paradigm. As a contribution of this dissertation, in this section, we use precedence
constraints to modify the boundaries of communication intervals based on the [LE'T
paradigm and our schedule-aware model (See Section [[V.2)). Note that when communi-
cation intervals have their length equal to task’ period, the establishment of precedence
constraints to modify the execution order of jobs does not affect the configuration of the
communication intervals because they are schedule agnostic. Therefore, adding prece-
dence constraints to tasks applying the paradigm is only enabled because of how
our schedule-aware model defines communication intervals.

Moreover, when adding precedence constraints between specific jobs in a multi-rate[CEC]
applying our schedule-aware model, our method can further manipulate the configura-
tion (length and position) of communication intervals (L,) of several tasks at once. As
a result, new primary job chains are obtained and this ultimately affects which jobs in
the affect or not the latencies. By evaluating different configurations for the
communication intervals, our method can select the configuration that best reduces
latency metrics such as [MRT| and [MDA]

In order to demonstrate that interval reconfiguration by means of precedence con-
straints can lead to more optimized latency metrics when compared to methods
that focus solely on reducing intervals, let us consider the following example depicted
in figures and Note that we highlighted the primary job chains of [CEC| E
in both figures.

Example: Consider a E, where E={r —»n— 7}, 71(1,7,7,0), 72(1,3,3,0),
73(1,7,7,0). Figure [V.9 shows a schedule S for the tasks present in E where all the
communication intervals are reduced. Note that in Figure MRT(FE) (respectively
MDA(E)) is equal to 17 time units.
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MRT(E) = 17

Figure IV.9: Shrinking Models
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Figure IV.10: Combination of precedence constraints and our schedule-aware model

Figure [[V.10] shows that compared to models that focus solely on reducing the com-
munication intervals of all tasks (e.g., [I50]), the combination of precedence constraints
and our schedule-aware model to reconfigure the communication intervals of specific
tasks results in latencies that are better optimized compared to previous methods
available in the literature. In Figure [V.10] we show that by establishing two prece-
dence constraints (see below), our method obtained interval configurations that reduced
MRT(F) from 17 time units to 16 time units. The first established precedence is be-
tween the first jobs of 75 and 73, i.e., J,(1) < J,(1). The second precedence is between
the third job of 73 and the sixth job of m, ie., J,(3) < J,(6). Note that once a
precedence constraint is established, it repeats in every recurrent hyperperiod.

As long as the task set remains schedulable, the establishment of n precedence con-
straints can be made to the task set, where n € N. Therefore, it is possible to define
different configurations for L, depending on how the execution order of jobs is arranged
according to the established precedence constraints. There are multiple options to find
the configuration of L, which best safely reconfigures the communication intervals of
specific tasks to reduce the overall latencies of the present in the system.
Since precedence constraints modifies the execution order of jobs, it directly affects the
scheduler and the scheduling policy used to select jobs to execute. Therefore, additional
measures have to be implemented in order to achieve the desired job execution order by
precedence constraints. Instead of proposing a new method to modify the scheduler and
enforce constraints at the job-level during runtime, we rely on methods already available
in literature such as the works done by Becker et al. [131] and Klaus et al. [I59]. Below,
we present a method to find the set precedence constraints that best fits our goal of
reducing [MRT| and [MDA]| latency metrics.
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IV.4.1 Tree Search

We model our problem of reconfiguring communication intervals by means of of prece-
dence constraints as a level order tree search. Note that [Integer Linear Program (ILP)|
or [Satisfiability Modulo Theories (SMT)| solvers are also possible options, but for con-
venience we used the framework proposed in [160] to generate our tree. Figure
shows the structure of our search tree and how we model its nodes and edges.

Figure IV.11: Structure of our search tree

The root node represents a schedulable task set I' according to a given scheduling
policy. Note that the set of precedence constraints is empty at the root node. An edge
(PCT") represents a single precedence constraint between two jobs from different tasks
in ', where PC? is the n'" possible precedence to a job of task 7; on the current level of
the search tree. Each node represents task set I' plus the set of precedence constraints
established at each edge on the path between the root node and the current node. At
each level of the tree, jobs of a given task in I' establish precedence relations with jobs
from other tasks in I' (see Section . Note that multiple jobs of a task can establish
multiple precedence relations. Therefore, a task could be on more than one level of
the tree. A node is considered a solution node when the set of precedence constraints
established so far result in communication intervals that lead to reduced [E2E] latencies

to all present in the system.
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For each node in the tree, our method computes the communication intervals of each
task based on schedule-aware model described in Section and recomputes the [E2F
latencies of all following the equations presented in Section [V.3.1] If the set
of precedence constraints present in a node resulted in larger latencies for one or
more chains, our method assigns penalty points based on the number of chains that
were affected. Likewise, if the set of precedence constraints resulted in shortened
latencies, our method assigns bonus points to the node. After sorting the nodes based on
their points and compliance with our heuristic function (see Section [[V.§)), our method
selects which precedence constraint should be established to the task set under consid-
eration. If all precedence constraints worsened latency values, our method backtracks
to the node at the previous level of the tree and selects a new node to investigate. Note
that the generation of a node containing no changes to the schedule is also important
for the cases when none of the candidates jobs generated a feasible schedule after the
establishment of precedence constraints.

In Section we describe how our method generates nodes and how it decides which
path to follow in the tree. In Chapter we evaluate the combination of precedence
constraints and our schedule-aware model.

IV.5 Improving System Utilization

In previous sections of this chapter, our contributions focused on two aspects of multi-
rate applying the paradigm: (i) provide methods to safely reconfigure the
communication intervals of tasks, (ii) improve their latency metrics (MRT] [MDAJ).

In this section, we shift our focus from latency and investigate the benefits of an
overlooked feature enabled by the paradigm, its data-flow determinism.

As explained by Gemlau et al. in [I57], in a producer-consumer relation between two
tasks in a applying the [LET] paradigm, a job of the consumer task will always
read (consume) from the same job of the producer task during any execution run of
the Moreover, Biondi et al. observed in [140] that depending on the period of the
tasks present in the not all jobs of a task need to update their shared resource.
As a result, not all jobs of the tasks present in the actively contribute to data
propagation, i.e., those jobs do not affect the latency metrics of the and their
execution only wastes processing resources.

Although it may seem simple to recognize for a E all the data propagation
paths ending within a repetition interval, in a real-world example where several tasks
with different periods are part of the same [CEC] this turns out to be a non-trivial
task. In the section below, we show how to identify jobs that propagate data through
complex and how to decrease system utilization after identifying those jobs.

IV.5.1 Reducing System Utilization by Skipping Specific Task Instances

Given a set of[CECs|and the tasks composing them, our method determines for each [CEC]
E which jobs are responsible for data propagation within one repetition interval using
the concept of primary job-chains (See Definition introduced in Section [[V.3.1
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The process of identifying for a CEC E the primary jobs chains that are ending within
one of the repetition intervals of £, e.g., [P(E)+H(E), ®(E)+2H(E)), starts with a job
J of 7 within the interval under analysis. Starting from 7g|, our method recursively
computes all job chains ending within the interval using algorithms [I] and [2 which were
previously introduced in Section Once our method identifies a job chain, it is
added to set ( replacing any previously added chain that does not respect Definition
We summarize in Algorithm [3lour method to identify all job chains within one repetition
interval and filter out the ones that can be classified as primary job chains.

Algorithm 3 Identifying Primary Job Chains

taskVector > Contains tasks present in F

=10 > Set containing primary job chains
headInstances = () > Contains J;’s of the primary job chains
jobVector > Contains jobs of 7/ within a given H(FE)

1. procedure identifyPrimaryChains(jobV ector,taskV ector)

2: for J € jobVector do

3: chain = getChain(J, taskVector) © Identify job chain using algorithms
4: J1 = getChainHead(chain) > Get Jy of chain
5: if J; ¢ headInstances then

6: insert(chain, () > Add chain to ¢
7 insert(.Jy, headInstances) > Add J; to headInstances
8: else

9: storedChain — getStoredChain(.J;,()

10 if write(Ly,, ) of chain < write(L,,,) of storedChain then

11: replace(stored Chain,chain,() > Replace storedChain by chain in ¢
12: end if

13: end if

14: end for

15: end procedure
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In order to demonstrate how system utilization can be reduced after identifying pri-
mary job chains, let us consider the following example.

Example: Consider a[CEC| E with three tasks, where E={r —n—73}, 11(1,5,5,0),
7(1,3,3,0), 73(1,5,5,0). Figure shows a schedule S for the tasks present in .
Let us analyze task 73, which has three jobs in S. Following definitions [9] and job
J(i) has S;u) = 2 and Fju) = 3. Job J(i + 1) has Sy41) = 2 and Fjy41) = 3, while
J(i+2) has S(12) = 1 and Fj(19) = 2. Following definitions[IT|and [12} 75 has ES,, =1
and LF,, = 3. By doing the same to the other tasks in S, their £S, and LF, values
are: /S, =0 and LF; = 2for m; £S;, =0 and LF;, =1 for 7.

T1
T2
73 i I i+1 i+ 2
‘ ‘ h 4 y
0 3 6 9 12 15

H(E)
Figure IV.12: Schedule S for cause-effect chain E = {1 —, 70 — 713}

Using Algorithm [3] we show in Figure the primary job chains of [CEC| E. Note
that in Figure tasks’ communication intervals were already shortened and shifted
according to our schedule-aware model (See Section[[V.2)), i.e., L, = [0,2], L., = [0, 1],
L., = [0,2] and ¢, = 1. We highlighted the primary job chains of E in Figure
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Figure IV.13: Primary job chains of cause-effect chain E



80 Chapter IV. Timing Analysis of Multi-Rate Cause-Effect Chains

Note that in Figure there are two job primary job chains colored with the
same orange color. As explained in Section [[V.3] job chains of tasks applying the LET
communication paradigm repeat every H(FE). As a result, the job chain starting at the
third job of 7 in Figure is the same as the one starting at the last job of 7 in
Figure but one H(FE) apart. We show in Figure that the jobs of task 7
that are not part of a primary job chain (J(8),.J(10)) have their outputs overwritten
by other jobs during data propagation. As a result, the execution of those jobs, e.g.,
J(8), J(10), is only wasting processing resources.

In Figure we left uncolored the jobs of task 7 that have their outputs over-
written and therefore are not part of primary job chains. By skipping in each H(FE)
the execution of jobs that are not part of primary job chains, system utilization can be
reduced without affecting the worst-case latencies of and the applications
they belong to. In the literature, Maggio et al. showed in [I61] that control applications
with timing requirements can, in fact, skip the execution of some jobs without affect-
ing the overall quality of the controlled application. Therefore, for control applications
with applying the communication paradigm, it is safe to skip in each H(F)
the execution of jobs that are not part of primary job chains given the data-flow deter-
minism enabled by the |[LET| paradigm. For example, by skipping the execution of the
uncolored jobs of 7 in Figure the system utilization reduces from 0.73 to 0.6.

Note that in order to not disturb the sampling (resp. actuation) behavior of the
application, our method does not skip jobs from tasks located at the boundaries of
the [CEC] e.g., tasks 71 and 73 in Figure Also, if a task belongs to more than
one only jobs that are not needed in all those are skipped by our method.

In order to further optimize system utilization as we did in Section for
latencies, our method needs to manipulate the configuration of communication intervals
(length and position) since they determine which jobs are part of or not part of any
primary job chain.

As shown in sections V.2 and V.4 the configuration of communication intervals
(length and position) determine which jobs are part of or not part of any primary job
chain. Therefore, in order to further optimize system utilization, our method needs a
technique to freely manipulate the configuration of communication intervals. In this
dissertation, we use our approach presented in Section to freely manipulate the
configuration of communication intervals by means of precedence constraints between
specific task instances. We model the problem of establishing precedence constraints as
a search tree and search for the set of constraints that maximize the number of jobs
that can be skipped. In Section we describe how our method generates nodes for
the search tree and how it decides which path to follow.

In the following section, [V.5.2] we demonstrate a possible solution on how to resolve
complex precedence constraints before runtime and how to keep task releases periodic
even when skipping the execution of jobs. In Chapter [V] we evaluate the performance
of our method in reducing the utilization of systems with multi-rate applying
the communication paradigm.
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IV.5.2 Translating Sporadic Jobs Into Periodic Tasks While Resolving
Precedence Constraints

As shown in Section [V.5.1] due to the data-flow determinism present in the [LET] com-
munication paradigm, system utilization can be decreased by skipping the execution of
jobs that are not part of primary job chains. However, skipping a job’s execution in a
periodic task results in a sporadic release of jobs for that same task. For instance, let us
consider in Figure the task set from the example provided in Section and
the following set of precedence constraints, {J(1)r, < J(1)r, J(2)ry, < J(3)r,}, Where
job’s index represents the i*" instance of job .J, within H(FE). In Figure we colored

the jobs that are part of primary job chains.
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Figure IV.14: Primary job chains of cause-effect chain E witch precedence constraints

Although 7, executes five jobs within H(FE), the execution of J(6) and J(9) can be
skipped to decrease system utilization as they are not part of primary job chains. In
order to skip the execution of J(6) and J(9), 72 should not release those two jobs when
they were supposed to. By doing so, 75 no longer behaves as a periodic task, but as a
sporadic task.

In order to obtain a sporadic release pattern but using a period task, we build our
method on top of the work done by Dobrin et al. in [I62]. Their method translates
offline schedules into fixed-priority schedule schemes while coping with complex timings
requirements. The goal of our method is to translate jobs that were not selected to
be skipped by our algorithms into periodic tasks. Note that in order to ensure that
the execution order of jobs remains intact after our process of translating jobs into
tasks, we follow the assumptions made by Dobrin et al. in [162] and only consider tasks
with unique fixed-priority. That is, each task 7 € I has a given priority level P, where
P, < P, means that 7 has lower priority than 7'.
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For example, Figure [[V.15] shows in detail the sporadic release pattern of task 7

from Figure Figure shows that the same execution pattern showed in
Figure |[[V.15] can be obtained by translating 75’s jobs into three periodic tasks. Note

that 75 3’s execution is delayed due to 73 as shown in Figure [[V.14]
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Figure IV.16: Sporadic jobs of 7o translated into periodic tasks

Given a task 7 € I', where 7 is part of a E and has jobs that are not part
of primary job chains, our method translates the sporadic execution of 7 into periodic
execution by translating 7 into n new tasks, where n is the number of jobs that 7 has as
part of primary job chains. For each job J of task 7 that is part of a primary job chain in
any given [CEC] our method adds J to job set ¢ and checks if there are offset assignment
conflicts and/or priority assignment conflicts. By resolving offset assignment conflicts,
our method solves the sporadic releases of jobs when skipping jobs, while resolving
priority assignment conflicts resolves precedence constraints before runtime. In the
following paragraphs, we explain the two types of conflicts and how to resolve them.
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Definition 17. Offset Assignment Conflict. Let an offset assignment conflict be
when two consecutive jobs of a task T in C, require different offset values. That is, given
two consecutive jobs of T in (, J(i) and J(k), where i < k, an offset assignment conflict
exists if k —1 > 1.

For any two consecutive jobs of 7 that have an offset assignment conflict, our method
splits 7 into n instances, where n is the number of jobs 7 has in (. Therefore, each
J of 7 in ¢ becomes a task 7; that has C,, =C., P., = P;, L;, = L;. The phase of

Ty is: ¢, =+ — 1T, — LZE(E))jH(E), where i is the i instance of J and ¢/ is
7’s initial phase. We define the period of 7, as T, = H(FE). As a result, each 7, has
only a single job within H(FE). During runtime, phase ¢,, ensures that 7, will start its
execution at the same point in time as job J would have started in the original schedule.

Therefore, 7; acts like an execution replacement for J. For example, the first job of 753

in Figure replaces the third job of 7 in Figure [V.15]

Definition 18. Priority Assignment Conflict. Let a priority assignment conflict
be when jobs of the same task T in ¢ require different priority levels to ensure a given
execution order. That is, a priority assignment conflict exists for every J in ( that has
a precedence constraint that modifies its priority level P..

For each conflict J' <.J, where J is a job of 7 and J' is a job of 7/, our method splits
7 into n new tasks, where n is the number of jobs 7 has in (. Job J becomes a task 7;
with U < P, < Py, where ¥ = max(P, |7 € ¢) and v is the set of tasks with priorities
lower than P,.. The other jobs of 7 become tasks with the same priority as 7. Note
that our method sets the remaining parameters of the new tasks in the same manner as
when resolving offset assignment conflicts.

Figure shows an example of the offset (resp. priority) assignment conflicts
present in Figure as a result of skipping jobs (resp. establishing precedence con-
straints).

72 8]

73 6| ;
0 3 6 9 12 15 18 21 24 27 30

2%, 2% T, T, 2x T,

Figure IV.17: Offset and priority assigment conflits

In Figure[[V.17] an offset assignment conflict between J(3),, and J(5), exists because
J(4)., is not part of a primary job chain (See Figure [[V.14). A priority assignment
conflict between J(2),, and J(3), exists due to the precedence constraint added between
J(2),, and J(3),,. ie., J(2)r < J(3)r,.
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By resolving the offset (resp. priority) assignment conflicts of 7 before runtime, our
method obtains in Figure [[V.18|the same execution pattern as in Figure but with
reduced system utilization and without the need of precedence constraints between 7,
and 73. Note that available solutions to enforce the execution behavior of precedence
constraints during runtime can also be used such as the ones proposed by Becker et al.

in [131] and Klaus et al. in [I59).
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Figure IV.18: Job chains after translating jobs into tasks

Figure shows what the schedule previously showed in Figure looks like
after resolving the offset (resp. priority) assignment conflicts. Note that in Figure
our method translated 7, into three periodic tasks (72,1, 722, 72,3). Although the parame-
ters of 75 changed, the latencies between 71 and 73 are the same as in Figure

IV.6 Improving End-to-End Latency Feasibility in Multi-Execution
Mode Systems

So far in this dissertation we have only considered systems with a single execution mode,
but that is not always the case in the automotive industry. Safety-critical applications
running on multi-core systems often need to operate under multiple execution modes
during runtime. A transition from one mode to another may cause the task set to
change, e.g., new tasks join the system, which might increase the latencies of
certain and cause them to violate their latency requirements. In fact, there is
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currently a gap in the literature, since, for the best of our knowledge, there is no other
work that investigates how much impact a change in the execution mode of a system

can cause to the latency metrics of multi-rate [CECs|

Modern safety-critical applications demand not only a high degree of reliability and
strict timing guarantees for the control applications they run, but also increasingly de-
mand greater flexibility and adaptability to accommodate dynamic system changes. In
the automotive domain, such dynamic changes may arise from varying road conditions,
the activation of new driver assistance features, or fault recovery mechanisms. For
instance, a vehicle driving on a highway may employ distinct control strategies and tim-
ing configurations compared to urban driving, where tighter response times for obstacle
avoidance and emergency braking may be required. Similarly, when faults are detected,
the vehicle transitions to a degraded mode of operation, where certain functions may
be disabled or reconfigured, necessitating corresponding adjustments to the underlying
real-time scheduling and communication strategies.

In order to support such dynamic behavior, mode change services are usually employed
in such safety-critical applications [97]. Those services assume that a distinct mode
of operation for each anticipated scenario is defined during design time and uses an
agreement protocol to enable timely switching between the defined modes at runtime. As
a contribution of this dissertation, we do not aim to design a new mode change protocol;
rather, we concentrate on the core challenge of ensuring that the timing requirements
of control applications with multi-rate are satisfied across all execution modes.

Usually, the communication paradigm is both schedule- and mode-agnostic, pro-
ducing a single static configuration across all modes based solely on task periods. As the
task set might change from one execution mode to another and latency constraints
might become stricter, both the original paradigm and approaches that exploit
scheduling knowledge to shorten based communication intervals (e.g., Bradatsch
et al. in [I50]) may fail to ensure stricter latencies for certain chains. This limi-
tation arises because, in different execution modes, additional tasks and/or chains may
be introduced into the system.

In this section, we propose a method for enhancing the feasibility of multi-rate
that apply the communication paradigm to meet latency requirements in
multi-core systems with multiple execution modes. Specifically, our method selectively
migrates task instances to enable the reconfiguration of LET}based communication in-
tervals, thereby increasing the feasibility of meeting[E2E]|latency constraints as execution
modes change. Our method validates the latency constraints of by identifying
communication intervals that require further reconfiguration relative to the preceding
mode. By migrating selected task instances, our method enables new data propagation
paths that remain within the specified timing bounds of the current execution mode.
Although our method reconfigures communication intervals, it maintains the periodicity
of tasks and preserves the well-defined inter-task communication points that are char-
acteristic of the [LET] paradigm. Our method only reconfigures communication intervals
when selected task instances can be feasibly migrated and guaranteed to finish execution
within a predetermined deadline.
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IV.6.1 Migrating Task Instances to Meet Time Constraints

For this contribution, we consider the extended version of our system model introduced
in Section Specifically, we add assumptions regarding the execution modes and
migration techniques available in the system. We assume that multiple execution modes
are available in our multi-core system, where M represents the finite set of modes the
system has, e.g., M = {mq,ma,--- ,m,} (n € NT). Each mode m; consists of a task
set v;, where 7, C I'. " We consider that have latency constraints, which
may vary among different modes. We assume that changes to an execution mode take
place at the end of the system’s and that changes made to task’s parameters due
to interval reconfiguration are not carried to the new mode. Regarding task and job
migration, we assume that our multi-core system applies job-level migration, meaning
that jobs can only migrate to another core at the boundaries of their execution, i.e.,
no migration is allowed when resuming the execution of a job. We also consider task
replication as our migration technique, that is, during runtime only the state of the task
must migrate from one core to another. Therefore, migration has a negligible impact on
CPU scheduling. We assume that tasks are scheduled according to the policy.

In order to demonstrate how a change in the execution mode can affect the feasibility
of meeting their timing requirements, we present the following example.

Example: Let us assume a system comprised of two cores (¢, ¢3) and two execution
modes (my, msy). In mode my, 71 consists of three task {7, 72,73}, and one
Ey, where By = {1y — 7}, 71(1,3,3,0), 72(1,6,6,0), 735(1,4,4,0). We assume that
tasks are scheduled according to |[EDF|and allocated to cores as shown in Figure [[V.19
Note that in Figure [[V.19] the tasks present in 7; had their communication intervals
and parameters reconfigured according to our schedule-aware model (See Section .
Following equations [[V.30[and V.34, M RT(E,) = MDA(E,) = 8.
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Figure IV.19: System setup in mode mq
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Now, let us assume that the system changes its execution mode from my to ms.
In mode my, CEC Ey = {74 — 75} joins the system, where 74(1,4,4,0), 75(1, 3, 3,0).
Once in mo, the system reschedule all tasks in 7, considering their original parameters.
Figure [[V.20] shows the allocation of tasks to cores and the communication intervals
obtained based on the schedule of v5. Figure shows that the addition of 74 to ¢
causes additional interference to the execution of job J(1) from task 7o, which in turn
causes the communication interval of 7, to have a different configuration in msy when
compared to the one in m;. As a result, the MRT] and [MDA] values of F; increase from
8 to 9 time units. In Figure [V.20] we colored the primary job chains of Fj.
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Figure IV.20: System setup in mode mo

Figure shows that without further reconfiguration, £ can no longer respect its
latency constraints when assuming that F; should maintain in ms the latency values
it had in m;. Note that the application alone of any schedule-based approach
(e.g., [150]) is not capable of retaining the required [E2E|latencies for £y in mo. Therefore,
we need a method to further reconfigure the intervals of tasks belonging to Ey, i.e., we
need a method to alleviate the additional interference caused to tasks present in FEj.
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Figure [IV.21| shows that by feasibly migrating job J(1),, to core ¢y at time point 1
and with an absolute deadline of 2, we can reconfigure the communication intervals of
7 such that the values of M RT(E;) and M DA(E;) go back to 8 time units.
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Figure IV.21: System setup after migration of J(1),

Note that migrating J(1),, to core ¢, does not cause interference to 75, which, in turn,
does not affect the latency metrics of E,. For this example, the migration of J(1),,
only causes interference to the execution of 73, which is not part of a As such, 73
does not need to keep a reduced deadline and execute within a given communication
interval like tasks that are part of a[CEC] By restoring the deadline of 73 to its original
value during the feasibility test to migrate J(1),2 to core ¢y (See Section [[V.6.3), the
leeway in ¢y increases and allows the feasible migration of J(1),, and all its future
iterations. Note that if 73 was part of a as long as 73 has a communication
interval with enough leeway to accommodate the additional interference of J(1),,, the
migration would still be allowed.

In the section below, we describe how our method determines which jobs should
migrate and which target execution windows they must have in order to enhance the
feasibility of meeting their timing requirements after a change in execution mode.
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IV.6.2 Migration Strategy

As shown in the example above, the migration of specific task instances can help with
increasing the feasibility of meeting their timing requirements after an exe-
cution mode change. In this section, we describe the procedure used by our method to
select which task instances should undergo migration.

In case of an execution mode change, e.g., from m; to m;, our method: (i) reschedules
tasks considering their original parameters, (ii) recomputes communication intervals,
(iii) checks whether or not tasks that are part of maintained in mode m; the
communication interval configuration they had in mode m;. Since our method configures
communication intervals for each 7 € T' according to our schedule-aware model (See
Section , 7 can only retain its communication interval configuration if 7’s earliest
relative start time (ES;) and latest relative finishing time (LF.) were not affected in
mode m;. Naturally, the values of £/S; and LF; can only remain the same if task 7 does
not suffer any additional interference from tasks that joined the system after changing
from m; to m;. Note that in case of additional interference, the non-reconfiguration of
7’s communication intervals would result in a violation of [LET]s properties, since not
all instances of 7 would execute within their defined communication interval.

For each E in mode m;, our method computes the MRT|and [MDA] values of E.
If the latency metrics of £ (MRT|and [MDA|) are not respected in m;, our method
starts to do interval reconfiguration by means of migration. The strategy used by our
method to select which jobs of E should migrate depends on two factors. First, our
method checks if E was present or not in the previous mode (m;). Second, our method
checks if the latency requirements of E were relaxed, tightened or remained the
same. If E was present in the previous mode (m;) and its [E2E]latency requirements were
relaxed or remained the same, our method focuses on restoring the interval configuration
obtained in m; for each 7 that is part of E (Migration Scenario I). If the E2E latency
requirements of E were tightened, or F was not present in the previous mode (m;), our
method focuses on obtaining interval configurations that are as tight as C; for each 7
that is part of E' (Migration Scenario II).

Migration Scenario |

For each 7 that is part of a E that falls in the conditions of Migration Scenario
I, our method analyzes all jobs of 7 within the core’s [HP| By identifying which jobs of
7 suffered additional interference in the current mode (m;) compared to the previous
mode (m;), our method identifies which jobs of 7 caused the values of ES, and LF; to
change. We consider that the job set () contains all the jobs of 7 that suffer additional
interference in m; and are selected to migrate. Note that if £S7” # ES™ our method
adds all jobs of 7 to © and sets ¢, ’ = ¢™. By migrating all jobs in Q and ensuring
their execution within [ES?, LE™] relative to their release time (See Section [[V.6.3),
our method can restore the interval configuration 7 had in m,. Since the latency
of E depends on the communication interval configuration of each task 7 in FE, our
method recomputes the latency metrics of E for each reconfigured interval. Note that
in the worst case, all tasks in E need to have their intervals configured with the same
configuration as in m;.
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Migration Scenario |l

For each 7 that is part of a that falls in the conditions of Migration Scenario I,
our method attempts to obtain communication intervals for 7 that are as tight as C..
In order to do that, our method adds all jobs of 7 that are within the core’s and
are suffering the highest amount of interference in the current mode to the job set €.
Our method adds the remaining jobs of 7 to the job set Q*. Let w (resp. w*) represents
the highest amount of interference suffered by the jobs in  (resp. Q*). For each job
Jr in ©Q, our method checks by means of a feasibility test (See Section if J,
can completely execute within the interval [ES;,LF, — £] relative to the release of J.,
where ¢ = w — w*. If the feasibility test VJ. € Q is successful, our method starts an
iterative process. In the first step, our method removes the set of jobs suffering the
highest amount of interference in 2* and adds them to 2. In the second step, our
method recomputes the value of €. In the third step, our method rechecks the feasibility
of migrating all J; in 2. This iterative process continues until our method can no longer
migrate all J, in €2, or until it obtains communication intervals for 7 that are tight as
C;. Once the iterative process ends, our method migrates the latest job set €2 in which
all jobs could be feasibly migrated. Last, our method recomputes the latencies of
E after adjusting the communication intervals of 7. If the latency requirements of F
are still not respected, our method repeats the procedure for the next task in F.

Migration Process

The migration process to reconfigure communication intervals starts with the last task
in the chain. The reasoning for this decision is that the more we reduce the output jitter
in the end of E, the more we reduce its overall latency. In order to ensure that each
J; of 7in 2 can completely execute within the interval defined by the selected migration
scenario, our method performs a feasibility test for each J. in  (See Section .
Note that upon a successful migration of J,, all its future iterations during the next
core’s will also be migrated in the same manner.

We designate as candidate cores the cores that can possibly allocate J.. Our method
sorts the candidate cores according to their utilization, i.e., the lower the utilization of
a core, the greater the chance of being able to allocate J.. When migrating J. to a core
¢;, our method must fulfill three requirements:

1. The schedule on ¢; remains feasible
2. J; can completely execute within the interval defined by the migration scenario

3. The timing requirements of the [CECs with tasks running on ¢; are not affected by
the migration of J;

In order to ensure that those three requirements are fulfilled, our method performs
the feasibility test proposed by Alkoudsi et al. in [154] (See Section before the
migration of J, to a candidate core. Note that our method performs the feasibility test
for each J. of 7 in Q. For the cases in which our feasibility test fails, our method tries
to migrate J, to the next candidate core in the queue. If none of the cores can accept
Jr, our method moves on to the next that has to be reconfigured.
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IV.6.3 Migration Feasibility

In this section, we describe the feasibility test proposed by Alkoudsi et al. [154] and
show how we use it to ensure that the three requirements listed in Section are
fulfilled when migrating J, to a core ;.

The migration feasibility analysis for a specific job and its subsequent periodic occur-
rences can be formally reduced to the problem of schedulability analysis for a system
extended with a new, asynchronous periodic task.

Reduction to Periodic Task Admission

The core of the migration method involves moving a specific job J(k), of a task 7
from its original core to a candidate core. This migration is not a one-time event; it
includes all future instances of this job that occur at the same relative phase within
each subsequent of the core ¢ where 7; is allocated. We formally define this set of
migrated jobs and prove its equivalence to a single periodic task.

Definition 19 (Migrated Job Set). Let J(k), be the first job of task 7; selected for
migration, where 7, € E and H(c) is the hyperperiod of core ¢ in which T; is allocated.
The resulting set of all migrated jobs, Jpg, is defined as:

Jmig = {J(k +n - (H(c)/Tr))-,

nENOI{O,l,Q,...}}

Theorem IV.3. Checking the feasibility of migrating the job set Jn, to a candidate
core ¢ with an existing task set 7. 1s equivalent to checking the schedulability of a new,
combined task set Yerm = Ve U{Tmig}, where T, is a single asynchronous periodic task.

Proof. By definition, a periodic task 7., is a tuple (dmig, Crmigs Tmigs Dmig)- Therefore,
we must show that the set of jobs Jy,;, is identical to the set of jobs generated by such
a task.

Let J(n)mig be the n'™ job in the set J,;, (where n = 0 corresponds to J(k),,). Since
the release time of a job J(j), is defined as 7(J(j),) = ¢ + (j — 1)T+, the release time
of J(1n)mig is:

r(J()mig) = (J(k +n- (H(c)/T%))-,)
H

(3

Now, consider a new periodic task 7,,;, with the following parameters:
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e Period T.

mig" T
allocated.

Tmig

= H(c). This is the hyperperiod of core ¢ in which 7; is

e Phase ¢, . : ¢.,., = ¢r, +(k—1)T%,. Thisis the release time of the first migrated
job JE.
C

Tmig

e WCET: (, = (,,. This is the worst-case execution time of any job in

Jmig since all these jobs are instances of 7;.

e Deadline: D,  : D = D.,. This is the relative deadline of any job in J;,
since all these jobs are instances of 7;.

The release time of the j job of 7,,;, (for j € Nt ={1,2,...}) is:

Tmig

P(J () rinig) = Pmig + (1 = 1) Tinig

By substituting n = j — 1, we see that the set of release times {r(J(n)m,) | n € No}
is identical to the set {r(.J(j),.,) | j € NT}.

Since the set of jobs generated by 7,,;, and the set of jobs J,,,;, have identical release
times, worst-case execution times, and absolute deadlines, checking the schedulability
of Jnig within 7, is equivalent to checking the schedulability of the combined periodic
task set Yerm = Ve U {Timig}- O

Note that in order to fulfill requirement [2] from Section our method sets the
relative deadline of the migrated task to the length of the interval defined by the se-
lected migration scenario. In order to fulfill requirement [3] from Section during
the feasibility test, our method considers that all tasks running on the candidate core
and that are part of a have a relative deadline equal to the length of their commu-
nication interval. For tasks that not part of a and are on the candidate core, our
method considers during the feasibility test that those tasks have their original relative
deadline value. Note that in case of a feasible migration, the relative deadline of tasks
that are not part of a are restored back to their original value and might only be
modified again after the next execution mode change that triggers a reconfiguration of
communication intervals.

Feasibility Analysis

We sequentially examine each and iteratively assess the feasibility of the jobs
migrated from that [CEC| Once a job is determined to be admissible on the candidate
core, it is permanently integrated into that core’s task set. As a result, the job is
retained in all subsequent feasibility analyses for any future migrations targeting the
same candidate core.

We now analyze the feasibility of the combined task set V.1, = Y. U 7, using the
test proposed by Alkoudsi et al. [I54], where ~. is the set of tasks already assigned to
the candidate core ¢ and ~,, is the set of all newly-defined periodic tasks representing
the migrations.
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Note that the addition of v,, to 7. may expand the of the task set on the candidate
core ¢, as HP(Ve4m) = LCM(HP(7,,,), HP(7.)) may be larger than HP(7,).

Due to the optimality of the scheduling policy in preemptive single-core systems,
the feasibility analysis reduces to EDF-schedulability analysis. The standard tool for
this purpose is the [156, 155]. The concept for this analysis verifies that in all
time intervals, the requested processor demand by tasks does not exceed the amount of
available time within the interval.

It follows from the work done by Baruah et al. in [I56] that EDF-schedulability of
the periodic task set v..,, can be verified using by checking that

Z dbf(Tz, tl, t2> S tg — tl (IV36)

Ti 6’70+m

holds for all ¢; < t9, where dbf is the demand bound function for an asynchronous
periodic task 7; and is given by

to— ¢, — D, t— b
dbf(Ti7t17t2) = Cﬂ_-max (0’ \‘%J —max (07 ’V 1T¢T:‘ >+1)

As shown by Baruah et al. in [I56], it suffices to restrict ¢; and ty to task release
times and absolute deadlines, respectively. Furthermore, Alkoudsi et al. demonstrated
in [I54] that the ranges of ¢; and ¢, can be constrained as follows:

Do < 11 < G + HP (Yerm), (IV.37)
= max (¢,,), (IV.38)

Ti €EYe+m
to < t1+ B(’}/Cer), (IV39)

ZT'E (T‘f‘i o DTi)UTi

B(")/c m) = 2=Vetm y 1V .40
+ 1 — U(70+m) ( )
UYesm) = Y U, (IV.41)

Ti€Yc4+m

Here, HP(7.1.,) denotes the hyperperiod of the combined task set, and B(v.i,,) is
a utilization-based bound ensuring that if the task set is unschedulable, a deadline
miss will occur before this bound [156, 154]. In the special case where U(yem) = 1,
Equation becomes undefined. In this case, Equation is replaced by:

t2 < tl + HP(/-VC+m)

In Chapter[V] we evaluate the performance of our method in enhancing the feasibility
of multi-rate that apply the communication paradigm to meet latency

requirements after an execution mode change.
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IV.7 Interval Configuration Framework

For this dissertation, we developed a framework in C++ to do the safe reconfiguration
of communication intervals of tasks applying the [LE'[| communication paradigm and
present in multi-rate [CECs| Throughout this dissertation, we demonstrated multiple
benefits that the safe reconfiguration of communication intervals can bring to a safety-
critical system without losing the key properties of the LET] paradigm such as time and
data-flow determinism. In this section, we present the structure of our framework, its
main functions, and input (resp. output) files.

We build our framework on top of the offline scheduler framework presented by Syed
in [91, 92]. The main goal of his work [91, 92] was to provide a modular framework
that facilitates the creation of different types of schedulers by providing code-reuse,
modularity, flexibility, and template-based thread-safe library of search algorithms (e.g.,
PIDA*). Figure illustrate the basic structure of our framework.

[ Start (Framework) ] Start (Application)
Parse Create structures:
Command-line . DataReader
Arguments . System Descripton
¢ . Search Tree
. Output Generator
Create Application *
¢ Parse
Input File
Run Application ¢
* Run Reconfigurator
Destroy Application *
r * 1 / Generate Output Files /
Stop *

Destroy structures:

. DataReader

. System Descripton
. Search Tree

. Output Generator

v

Stop

. J

Figure IV.22: Framework Core Flow Chart
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As shown in Figure our framework is mainly divided in two parts. In the first
part, our framework reads the XML based input files and creates binary structures to
store the read data. A standard input file contains information regarding the system
platform such as: number and type of available cores, number of [software components|

SWCs)|and the present in them, as well as the properties (phase, period)
of the tasks that are part of those In Appendix [B.1} we show a sample input file
based on the example shown in Section [V.2.1] In the second part, our framework runs
the reconfiguration strategies presented from Section until Section [[V.6] according
to the requests provided by the user via command-line arguments. Our framework
provides four optimization options to the user:

1. latency optimization without precedence constraints
(Contribution from Section [[V.2)

2. latency optimization with precedence constraints
(Contribution from Section [IV.4])

3. System utilization optimization
(Contribution from Section [IV.5)

4. Increase latency feasibility in multi-execution mode system
(Contribution from Section [[V.6])

As shown in Figure after parsing the command-line arguments that will define
which optimization methods will be applied by our framework, it creates an application
object to store all the necessary data for the reconfiguration of the communication
intervals. Figure [[V.23| shows as a UML diagram the relationship between different
classes present inside the framework.

[ Interval reconfigurator ]- -------- D[ System descriptor ]4- -

A A A
1
—[ Application ]—

—>{  InputParser }----1 [ output Generator |
A

—[ XML Parser ]

[ XML Generator ]

A 4
[ Trace File Generator ]

Figure 1V.23: UML diagram of the relationships between classes in the framework
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The created application object validates the read input data and controls the flow
of information through the framework. The function of the Input Parser (realized by
the Data Reader structure in Figure is to generate all the necessary input data
structures. The Data Reader class is then responsible for parsing all the information
contained in the XML input files. Likewise, the Output Generator is responsible for
writing the new task’s parameters (phase, communication interval and precedence con-
straints) in an XML based output file. In Appendix , we show a sample output
file based on the example shown in Section All the data structures responsible
for the reconfiguration of the communication intervals and establishment of precedence
constraints are embedded into the System Description class. By integrating all the sys-
tem information into a single data package, our framework eases the process of handling
data by multiple different classes. The actual process of reconfiguring communication
intervals according to a given optimization option is done by the Reconfigurator class.
It manipulates all the data structures present in the System Description data struc-
ture and uses it to construct a safe communication interval configuration for each task
present in the system according to the given optimization parameter. Once optimized,
all of the data is stored back in the System Description data structure, from which it is
written to an output XML file by the Output Generator. Figure shows, as a flow
chart, the structure of the Interval Reconfigurator.

Identify CECs

Allocate Tasks
Initialize HP and Jobs

2
Compute E2E latency: |L,| = T, |L.| = WCRT, [150]

A 4

:: Generate Schedule |
|

Compute Intervals
(Section 1V.2)

Schedule Manipulation

{Section IV.4) Tree Search
— (Section IV.8) [
Improve System Utilization

(Section IV.5)

Increase E2E Feasibility
(Section 1V.6)

End

Figure 1V.24: Representation of the interval reconfigurator as a flow chart
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IV.8 Search and Heuristic Functions

In this section, we present the heuristic functions used to generate nodes and decide
which path to follow when traversing our search tree proposed in Section and used
in sections and [[V.5] Note that in both cases, the tree structure (See Figure
remains the same. As explained in Section [[V.7] our interval reconfiguration framework
is flexible and can be adjusted to achieve different goals such as reducing metrics,
system utilization, and(or) improving latency feasibility in systems with multiple
execution modes.

Below, we present the underlying algorithm responsible for generating the nodes for
both methods. Naturally, besides the goal, the main differences when comparing the
search trees used in sections [IV.4] and [[V.5| are: (i) the order in which jobs are ana-
lyzed; (ii) which nodes are selected to be created based on precedence constraints; (iii)
how nodes are evaluated. Algorithm [4] shows the pseudo-code of the main function
responsible for creating and sorting the nodes in our framework.

Algorithm 4 Creation of nodes

jobVector > Ordered vector containing jobs of the tasks in cecVector

1: procedure create AndSortChildN odes(node, childN odes)

2 if TIMEOUT then

3 exit

4 else

5 nodes = {} > Initialize empty vector
6 job; = jobV ector[node.nextJob > Get next job to analyze
7 v = getCandidates(job;) > Set of possible jobs to precede job;
8 for candidate € v do

9: setConstraint(node, job;, candidate) > Set: candidate < job;
10: if isSchedulable(T") then > Checks I'’s schedulability
11: childNode = create N ode(node) > Create a new node
12: computeCommliIntervals(childN ode) > Recompute L, V7 e T’
13: heuristic(childNode) > Evaluate childNode
14: insert(nodes, child N ode) > Add childNode to nodes
15: end if

16: end for

17: insert(nodes,node) > Child node without additional precedence constraint
18: sortNodes(nodes) > Sort nodes according to their evaluation metric
19: end if
20: return > The head of vector nodes will be the next node to be investigated

21: end procedure
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As briefly explained in Section in our search tree every node represents a feasi-
ble schedule of I' after the establishment of a precedence constraint between two jobs.
Starting from the root node, Algorithm [4|selects the job in the head of jobVector (job;)
to receive a precedence constraint from selected jobs of other tasks € I' (line 6). In
order to be part of jobVector, a job has to fulfill some requirements that might change
for each optimization method (e.g., reduced latency, improved system utilization).
If no additional requirement is present, all jobs within system’s are eligible to re-
ceive a precedence constraint and be part of jobVector. The order in which they are
added to jobVector might also change depending on the optimization method. In Sec-
tion [V.8.1) we detail the extra requirements for our method that safely reconfigure
communication intervals of specific tasks to improve latencies.

We call as candidate, a job that can serve as precedence constraint for job job;, i.e.,
candidate < job;. A job can be considered a candidate job if it executes in between the
release and deadline of job;. Algorithm [] iterates over all other tasks in the task set
checking which of them have jobs that can be classified as candidate for job job; (line
7). The number of jobs investigated as possible candidates per task depends on the
system’s [HP] Each job that can serve as candidate to job; is added by our algorithm to
the candidate set ~.

Algorithm [] iterates over the list of possible candidates and checks if a feasible sched-
ule can be obtained after establishing a precedence between job job; and one of the
candidates (lines 8 to 10). For every established precedence constraint that keeps the
task set schedulable, Algorithm |4 generates a new node (child node) to be later inves-
tigated (line 11). Note, that the establishment of precedence constraints prevents the
use traditional schedulability tests, which requires Algorithm [ to simulate system’s ex-
ecution through an entire [HP| For every generated child node, Algorithm [4] recomputes
the communication intervals V7 € T' (line 12).

In line 13, Algorithm [4] assigns an evaluation metric to the child node depending on
the heuristic function considered. In Section [[V.8.1, we explain in detail the heuristic
function used for our method that safely reconfigure communication intervals of specific

tasks to further optimize latency metrics (See Section [[V.4). In Section [[V.8.2] we

explain the heuristic function used for out method that reduces system utilization (See
Section [[V.5)).

Depending on how the search tree is being traversed, i.e., which precedence constraints
have been assigned on previous nodes, it is beneficial for the heuristic function to consider
the possibility where no precedence constraint is assigned on the current node (line 17).
The generation of a child node containing no changes to the schedule is also important
for the cases when none of the candidates jobs generated a feasible schedule after the
establishment of a precedence constraint. In line 18, Algorithm [4] sorts the created
child nodes according to the evaluation metric assigned by the heuristic function on
line 13. The child node with the best evaluation metric is selected as the next node to
be investigated (line 20). Note that since our framework is based on a version of the
PIDA* algorithm [I60], depending on how many processors are available in the machine
running our framework, multiple child nodes can be evaluated in parallel.
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IV.8.1 Heuristic Function to Optimize End-to-End Latency Metrics

For our method presented in Section the heuristic function’s goal is to find the
minimum number of precedence constraints that have to be established in order to
optimize the most number of simultaneously. Therefore, when establishing and
evaluating precedence constraints for a task 7, our method considers three aspects: (i)
7’s position in the chain; (ii) the period relation between 7, its predecessor and successor
in the chain; (iii) which jobs of 7 define the boundaries of its communication intervals.

We say a job J(i) defines the interval boundaries of 7 if 55(1‘) — (¢ + (i —1)T,) =ES;
or f7y — (¢r + (i = DT;) = LE;. Our framework adds each job J of 7 that fulfills
(iii) into jobVector from Algorithm [4] The order in which jobs from tasks are added by
our framework into jobVector depends on the length of the those tasks belong to.
For instance, jobs from tasks that are part of with short lengths are added first
to jobVector by our framework.

As explained in the beginning of Section [[V.8] our algorithm creates a set 7 containing
jobs from other tasks which can be scheduled within the release and deadline of J. Each
job in 7 is a candidate to establish a precedence with J. That is, for each J fulfilling
(iii) and for each candidate in ~y, our method generates a child node if a feasible schedule
is obtained after the establishment of the precedence constraint, i.e., adding candidate
< J to I results in a schedulable task set.

In order to perform node evaluation for each established precedence constraint, our
heuristic considers that a consists of three segments: head, body and tail. De-
pending on which segment of the chain a task 7 belongs to, our heuristic uses different
strategies to evaluate the effectiveness of a given precedence constraint. The number of
tasks in the chain defines which and how many tasks are part of each segment.

We say a task is part of the head segment if it is located among first third of tasks
present in the chain. If a task is on the second third, it belongs to the body segment,
otherwise, it is part of the tail segment.? Below, we detail how our heuristic expects the
communication intervals of 7 to be configured depending on which segment the chain
task 7 is part of. For a consisting of two tasks, we consider it as a standard
producer/consumer relation between two tasks.

Tail Segment: For a task 7 in the tail segment, our heuristic favors precedence con-
straints that: (i) result in intervals that are short, (ii) minimize the maximum time
interval between the read-event of 7 and the write-event of its predecessor in the chain.
The rationale is, by having short intervals in the tail segment, our heuristic reduces the
output delay of 7, which contributes to reduce the overall latencies of the chain.
Likewise, minimizing the maximum time interval between the read-event of 7 and the
write-event of its predecessor reduces the data propagation delay.

2If the number of tasks in the chain is a multiple of three, each segment has the same length. If not,
the head and tail segments have their length equal to the quotient, while the body segment has its
length equal to the quotient plus the remainder.
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Head Segment: For a task 7 in the head segment, if 7 is the first task in the chain,
our method favors precedence constraints that result in intervals that start close to the
beginning of 7’s period interval. The rationale is, by having intervals positioned close to
the beginning of 7’s period interval, we reduce the amount of phasing that might have
to be added for all the subsequent tasks in the chain. If 7 is not the first task in the
chain, our method favors the reconfiguration of 7 as done in the tail segment.

Body Segment: For a task 7 positioned in the body segment, our method reconfigures
the intervals of 7 depending on the period relation between 7, its predecessor and its
successor in the chain. More specifically, if task 7 is part of an under/oversampling rela-
tion with its predecessor and part of an under/oversampling relation with its successor,
then our method favors the non reconfiguration of 7’s intervals. The rationale is that,
since the successor or predecessor of 7 cannot keep up with its sampling rate, reducing
the communication intervals of 7 significantly will not necessarily reduce data propaga-
tion delay. In this case, it is more beneficial to keep 7’s communication interval longer
and allow precedence constraints to shape the intervals of its successor or predecessor,
so that they align better with the intervals of 7. In this case, our method generates a
node that contains the same set of precedence constraints as the parent node and assign
more bonus points to it. Note that our method also generates nodes based on possible
precedence constraints to 7. However, those nodes do not receive bonus points which
make them less likely to be chosen as the next node to be investigated. For all the other
scenarios, our method favors the reconfiguration of 7 as done in the tail segment.

IV.8.2 Heuristic Function to Improve System Utilization

For our method presented in Section [[V.5] the heuristic function’s goal is to find the
minimum number of precedence constraints that have to be established in order to max-
imize the number of jobs that can have their execution skipped. Since tasks can be part
of more than one [CEC] our heuristic function favors precedence constraints that max-
imize the number of jobs belonging to multiple primary job chains on different
By favoring precedence constraints in this manner, our method maximizes the number
of jobs that can have their execution skipped, since a lower number of jobs are required
to keep the latencies of the unaffected.

As explained in the beginning of Section [[V.8] our algorithm creates a set «y containing
jobs from other tasks which can be scheduled within the release and deadline of the job
under analysis. Each job in 7 serves as a candidate to establish a precedence contraint
relation with the job under analysis. That is, for each candidate in ~, our method
generates a child node if a feasible schedule is obtained after establishing the precedence
constraint.

Moreover, our heuristics takes into consideration the fact that the establishment of
precedence constraints to decrease system utilization might unintentionally lead to an in-
crease or decrease of the latencies of some [CECs but not to a significant decrease
in system utilization. Therefore, when evaluating a node created after the establish-
ment of a precedence constraint, our heuristic assigns higher evaluation values to nodes
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containing precedence constraints that best reduce system utilization independent of
the latencies. However, bonus points are assigned to a node by the heuristic func-
tion if the [E2E]latencies of some reduced. Likewise, the heuristic function removes
points if the latencies of some increased. From the evaluation point of view
of our heuristic function, the penalty for worsening latency metrics of a given
is higher than the bonus for reducing the latencies.






'Chapter V

Evaluation

This chapter presents a detailed evaluation of the optimization methods presented
throughout Chapter In order to perform a thorough evaluation of our proposed
methods, we conducted two sets of experiments for each method. In Section [V.0.1] we
present the results for the first set of experiments, in which we consider an industrial
case study from the automotive industry, more precisely, we consider the benchmark
proposed as part of the [Workshop on Analysis Tools and Methodologies for Embedded|
land Real-time Systems (WATERS)| challenge (See Section [[II.1.3). In Section [V.0.2]
we present the results for the second set of experiments, in which we consider synthetic
task sets. Throughout this chapter, we show the benefits of our methods, particularly
the advantages of performing the safe reconfiguration of communication intervals.

All the experiments were conducted on top of a octa-core processor i7-9700 with
16GB of RAM. As explained in Section [[I.2] before this dissertation, only the work
done by Bradatsch et al. in [I50] could safely reconfigure the communication intervals
of tasks applying the [Logical Execution Time (LET)| paradigm. Therefore, we mainly
compare the performance of our methods with the approach presented by Bradatsch et
al. [I50] and the paradigm. We reference as WCRT-LET the method proposed by
Bradatsch et al. [I50] since it reconfigures communication intervals based on the [Worst-
|Case Response Time (WCRT)| of tasks.

We conducted the two set of experiments in our framework presented in Section [[V.7]
We configured our framework to consider a system comprising four cores, to allo-
cate tasks according to the worst-fit policy, and to always schedule tasks according to
the [Deadline-Monotonic (DM)|scheduling policy, except for the experiments considering
execution mode changes, in which the framework was configured to consider the |Earliest
IDeadline First (EDF)| scheduling policy. For the experiments that require the search
capabilities of our framework, we configured a timeout of 5 minutes.

The remainder of this chapter is organized as follows. In Section [V.0.I we present
in detail how we generated task sets based on the automotive benchmark presented
in the challenge. In Section [V.0.2] we present in detail how we generated
synthetic task sets as well as which parameters of the automotive benchmark were
modified for this second set of experiments. In order to ease the reader’s readability, we
split the evaluation into subsections for each method proposed in Chapter [[V]

103
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V.0.1 Automotive Benchmark

For each evaluated contribution, we generated and tested 500 schedulable task sets
based on the parameters of the real-world automotive benchmarks proposed as part of
the WATERS| challenge (See Section [III1.1.3]). We derive task’s parameters and config-
urations for the [cause-effect chains (CECs)|in accordance to the benchmark. Since all
the evaluation is done in our framework via simulation, we do not set size to labels as
in Table We assign periods to tasks following the definitions of Table The
range of possible periods is: [1, 2, 5, 10, 20, 50, 100, 200, 1000|ms. Note that the sum
of the probabilities for possible periods according to Table is 85%. The remain-
ing 15% is for angle-asynchronous tasks. Since, we do not consider angle-asynchronous
tasks, we divided all probability values by 0.85.

For inter-task communications, we follow the distribution of Table[[II.2]to define which
tasks could have producer(resp. consumer) relation based on their activation period. For
each task, we generated a|[worst-case execution time (WCET)|following the distribution
of tables [[TL.5] and As stated in the automotive benchmark [I1], in typical engine
control applications there are between 30 and 60[CECs| In our experiments, on average,
there are 38 per task set. The number of periods per is randomly chosen
between the interval [1,3] following the distribution of Table For each period that
composes the [CEC] we follow distribution from Table In each of our task sets,
each is composed of 2 to 14 tasks.

We assume that all tasks are part of at least one and they communicate with
each other according to the paradigm. Therefore, we consider that only homo-
geneous are present in the system. The total utilization of cores is ~ 70% (per
core), on average, except for our method that considers multiple execution modes, since
we tested its performance under different system loads (See Section [IV.6]).

Safe Reconfiguration of Communication Intervals

In this section, we present the evaluation of our method presented in Section For
this set of experiments, our framework reconfigured tasks’ communication intervals solely
based on information extracted from the simulated schedule, e.g., earliest start time and
latest finish time. We evaluated the performance of our method according to different
latency metrics and parameters. First, we evaluated the improvement of our method
with respect to the Maximum Reaction Time (MRT)| and [Maximum Data Age (MDA)
latency metrics (See figures and . Then, we investigated in detail the lend-to-end
latency improvement according to the properties of the e.g., number of
activation periods or tasks (See figures and respectively). We also performed
a thorough evaluation of a randomly selected task set to verify the exact amount of
improvement our method achieves compared to state of the art (See Figure .

Figures and show the results for the [MRT| and [MDA] latency metrics re-
spectively. The box plots show the 25th percentile, average, 75th percentile and the
maximum & minimum-case values. Note that in Figure we normalized the re-
sults with respect to the [MRT] obtained by the [LET] paradigm, while in Figure we
normalized the results with respect to the metric.
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Figure V.1: Normalized mazimum reaction time w.r.t LET from the automotive benchmark
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Figure V.2: Normalized mazimum data age w.r.t LET from the automotive benchmark

Figure [V.1|shows that our model managed to obtain [MR'T|values that are on average,
~ 63% lower than the values obtained by [LET} Similarly, the WCRT-LET model man-
aged to improve MRT] values by ~ 20%. Figure shows that the latency improvement
for the latency metric, was the same as for the latency shown in Figure [V.1]
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Figures [V.3]and show the improvements achieved by our method when analyzing
the individual latencies of each available job chain. Note that in both figures, we
normalized the results with respect to the paradigm.

" [ Our method = WCRT-LET [150]
0.8 T T T
0.6
0.4 T
0.2
004 ——== = L = T

1 2 3

Figure V.3: Normalized end-to-end latency w.r.t LET per number of periods in the chain
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Figure V.4: Normalized end-to-end latency w.r.t LET per number of tasks in the chain
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Table shows that 70% of the present in the automotive benchmarks are
single-rate. Given the fact that our method from Section [[V.2]shortens and shifts tasks’
communication intervals, it makes possible for incoming inputs to propagate through
the within one repetition interval rather than in multiple as with |L,| = T,. As a
result, in some cases, our method resulted in a latency improvement exceeding 80% of
that achieved using the paradigm (See figures and [V.2).

In Figure we analyze a single task set to further show how much improvement
our method achieves over the paradigm with respect to the latency metric.
We randomly selected to analyze one task set from the 500 schedulable available task
sets. The selected task set has 32 and a total of 131 tasks distributed on the
4 cores. On average, the total utilization of cores is ~ 81% (per core). Note that in
Figure we sorted the in ascending order according to their ID label. For
example, the with ID=14 is a single-rate consisting of 4 tasks and a 20ms
activation period. Figure[V.5shows that for the[CEC|with ID=14, our method improved
the MDA]latency value by ~ 78%, while the WCRT-LET model improved it by ~ 12.5%.
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Figure V.5: Comparison of the normalized mazimum data age values of the CECs present in
a randomly selected task set from the automotive benchmark
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Chapter V. Evaluation

Figure [V.6 further shows the improvements of our method for another randomly

selected task set. There are 50 and 241 tasks in the task set under analysis.
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Figure V.6: Detailed comparison of the normalized mazimum data age values of the CECSs
present in a randomly selected task set from the automotive benchmark
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Schedule Manipulation to Improve End-to-End Latencies

In this section, we present the evaluation of our method presented in Section [V.4]
For this set of experiments, our framework reconfigured tasks’ communication intervals
by manipulating the underlying schedule through the establishment of precedence con-
straints. The framework derived boundaries for the communication intervals based on
the earliest start time and latest finish time of tasks after the establishment of prece-
dence constraints outputted by its search functions (See Section [[V.8). We evaluated
the performance of our method according to the [MRT|and [MDA|latency metrics (See
figures and . For this set of experiments, we also investigated the performance
gain of our method, which adds precedence constraints, compared to our schedule-aware
model proposed in Section [[V.2]

Figures and [V.8show, respectively, the results for[MRT|and [MDA]latency metrics
of the that our method was able to further optimize. Note that in both figures
we normalized the results with respect to the latency obtained by the paradigm.
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Figure V.7: Normalized mazimum reaction time w.r.t LET from the automotive benchmark
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Figure V.8: Normalized mazimum data age w.r.t LET from the automotive benchmark

Figures[V.7]and [V.§show that by establishing precedence constraints, our method can
obtain more optimized [MRT]|and [MDA]latency metrics for some when compared
to other methods. The improvement over our method proposed in Section [V.2] can
be up to ~ 16% for some depending on the task set. For the results shown in
figures and our method established an average of 14 precedence constraints
per task set, being 6 the minimum and 78 the maximum. It is worthy mentioning that
we noticed during the experiments that for some [CECs, although the communication
intervals have a different configuration, our method obtains the same [MRT| and [MDA|
latency values as our schedule-aware model.
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Improving System Utilization

In this section, we present the results of our method to decrease the utilization of systems
with multi-rate applying the communication paradigm (See Section [[V.F).
For this set of experiments, our framework reconfigured the communication intervals of
tasks in a way that the number of task instances that can have their execution skipped is
maximized. Note that although we configured our framework to maximize the number of
task instances that can have their execution skipped, only solutions that don’t increase
the latencies of the present in the task sets are considered as a valid plan for
interval reconfiguration.

Figure shows that for task sets based on the automotive benchmark, our method
reduced system utilization by & 28%, on average, compared to when no task instances
have their execution skipped.
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Figure V.9: Reduction in system utilization of task sets from the automotive benchmark
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Improving End-to-End Latency Feasibility in Multi-Execution Mode Systems

In this section, we present the evaluation of our method presented in Section V.6
For this first set of experiments, we configured our framework to simulate a system
comprised of two cores and four execution modes, being 25% the probability of a
be part of one, two, three or four modes. Task are scheduled by our framework according
to the [EDF] scheduling policy. Moreover, we assume that each task is part of at least
one and that only the latency requirements of the can change after
switching from one execution mode to another. That is, task parameters such as
and period activation remain the same after a mode change.

We randomly selected the latency requirements for the present in each
mode from a predefined interval A, where the upper bound of A was the latency ob-
tained by the paradigm and the lower bound was the latency obtained by our
method proposed in Section We evaluated the performance of our method under
different loads. The range of possible system utilization values is: [30, 40, 50, 60, 70,
80, 90|. Figure shows the measured performance of our method. Note that in the
Figure [V.10] the x-axis represents the average system utilization given the number of
cores available.

Our method

D (@)
[} ot
1 1

ot
(@)}
1

=~ —~
()} o
1 1

w
o
1

Timing Requirements Respected (%)
(&
(@)

30 40 50 60 70 80 90
Utilization (%)

Figure V.10: End-to-end latency feasibility in a system with two cores and tasks from the
automotive benchmark
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Figure shows that the performance of our method degrades as the system uti-
lization increases. However, this is an expected behavior since, as system utilization
increases, the leeway to migrate jobs from one core to another without affecting the [E2E
latencies of other decreases. That is, in a system setup in which all tasks are part
of at least one the performance of our method is limited to the amount of available
leeway that allows job migration without affecting tasks’ earliest start time and latest
finishing time.

In order to evaluate the scalability of our method on systems with more cores avail-
able, we performed two more sets of experiments. In both of them, we followed the
same configuration steps as in the previous experiment. The only change was that we
evaluated our method on a system comprised of three and four cores. Figure shows
that, as the number of available cores increases, the performance of our method remains
almost constant for most of the time.
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Figure V.11: Performance comparison of our method on systems with a different number
cores and tasks from the automotive benchmark
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V.0.2 Synthetic Task Sets

For this second set of experiments, we randomly generated another 500 schedulable task
sets for each evaluated contribution, where we derived some task’s parameters based
on the automotive benchmark, while others were modified. For instance, we chose task
periods and inter-task communication in the same manner as done for the first set of
experiments (See Section . For this second set of experiments, we made 3 main
changes on how we derive some task’s parameters and configurations for the
Below we list the changes made in comparison with the first set of experiments:

e tasks can have higher WCET values
e increased the number of possible periods per from 3 to 5
e reduced the probability of single-rate from 70% to 7%

Note that the 63% difference after reducing the probability of single-rate was
split equally (63%/4=15.75%) to the other probability rates. The new probabilities for
possible number of periods per chain are {1: 7%, 2: 35.75%, 3: 25.75%), 4: 15.75%, 5: 15.75%}.
As a result of increasing the number of possible periods in a [CEC| we also increased
the maximum number of tasks that could compose a from 14 to 22. Except for
our method that considers multiple execution modes (See Section , for this second
set of experiments we chose randomly the amount of per task set from interval
[10,20], with an average of 13 CECs per task set. For our method that considers mul-
tiple execution modes, we chose the amount of active per execution mode from
the same interval as in the first set of experiments (See Section [V.0.1)).

The total utilization of cores is &~ 80% (per core), on average, except for our method
that considers multiple execution modes, since we tested its performance under different
system loads.

Safe Reconfiguration of Communication Intervals

In this section, we present the evaluation of our method presented in Section V.2
For this first part of the experiments based on synthetic task sets, we allowed our
framework to reconfigure communication intervals solely based on information extracted
from the simulated schedule. We evaluated the optimization performance of our method
according to the MRT|and [MDA|latency metrics (See figures [V.12|and [V.13)). We also
investigated the latency improvement of our method according to the number of
activation periods or tasks present in the (See figures|V.14|and [V.15|respectively).
In order to show in detail the improvements of our method when the probability of multi-
rate is higher, we performed a thorough evaluation of randomly selected task sets
(See figures [V.16| and [V.17)).

Figures V.12 and [V.13| summarize the results obtained by our method for the [MRT]
and latency metrics respectively. Note that in both figures we normalized the
results with respect to the latency values obtained by the paradigm.
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Figure V.12: Normalized mazimum reaction time w.r.t LET from synthetic tasks sets
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Figure V.13: Normalized mazimum data age w.r.t LET from synthetic tasks sets

Figure[V.12]shows that our model managed to obtain [MRT|values that are on average,
~ 67% lower than the values obtained by [LET} Similarly, the WCRT-LET model man-
aged to improve values by &~ 20%. Note that our method achieved the same opti-
mization for both latency metrics (MRT]|and [MDAJ) as shown in figures [V.12|and [V.13]
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Figures|V.14] and |V.15| show the improvements achieved by our method when analyz-
ing the individual latencies obtained by each job chain in all task sets. Note that
in both figures, we normalized the results with respect to the paradigm.
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Figure V.14: Normalized end-to-end latency w.r.t LET per number of periods in the chain

1 Our method [ WCRT-LET [150]
1.0 1

0.8 -

ZZHHLML 1

293456 7 8 91011121314 151617 18 19 20 21 22

—a—

Figure V.15: Normalized end-to-end latency w.r.t LET per number of tasks in the chain
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In order to further analyze how much improvement our method achieves over the LET]
paradigm and the WCRT-LET model, we show in Figure [V.16]the MDA]latency values
of each present in a randomly selected synthetic task set. As shown in Figure [V.16]
the randomly selected task set has 12 and a total of 108 tasks distributed on the
4 available cores. On average, the total utilization of cores is &~ 74% (per core). Note
that in Figure [V.16] we sorted the in ascending order according to their ID label.
For example, the with ID=11 is a multi-rate consisting of 14 tasks with one
of the following activation periods [1, 10, 20, 100, 1000|ms. Figure shows that for
the with ID=11, our method improved the latency value by ~ 76%, while
the WCRT-LET model improved it by ~ 23%.
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Figure V.16: Detailed comparison of the normalized mazimum data age values of the CECs
present in a randomly selected synthetic task set
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Figure further shows the improvements of our method for another randomly
selected task set, which in this case has a total of 10 and 89 tasks.
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Figure V.17: Detailed comparison of the normalized mazimum data age values of the CECs
present in a randomly selected synthetic task set



119

Schedule Manipulation to Improve End-to-End Latencies

In this section, we present the evaluation of our method presented in Section [[V.4] For
this set of the experiments based on synthetic task sets, we allowed our framework to
reconfigure communication intervals based on information extracted from a scheduled
manipulated by means of precedence constraints. We evaluated the performance of our
method according to the MRT|and [MDA|latency metrics (See figures [V.18 and [V.19).
Note that in both figures we normalized the results with respect to the latency values
obtained by the |[LET| paradigm.

Figures [V.18] and [V.19| show that for synthetic task sets, the improvement of our
proposed method can be up to ~ 14% for some For the results shown in both
figures, a minimum of 4 and a maximum of 62 precedence constraints were established
by our method.
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Figure V.18: Normalized mazimum reaction time w.r.t LET from synthetic task sets
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Figure V.19: Normalized mazimum data age w.r.t LET from synthetic task sets



121

Improving System Utilization

In this section, we evaluate the performance of our method proposed in Section V.5
to decrease the utilization of systems with multi-rate applying the com-
munication paradigm. For this set of experiments considering synthetic task sets, we
configured our framework in the same manner as done for the automotive benchmark
(See Section [V.0.1]).

Figure shows that for synthetic task sets, our method was capable of reducing
system utilization by =~ 55%, on average, compared to when no task instances have
their execution skipped. We believe that the additional improvement of almost 30%
compared to the results obtained for the automotive benchmark is due to the fact that
there are more multiple-rate in our second experimental setup. By decreasing the
probability of single-rate from 70% to 7% and increasing the probability of multi-
rate [CECs| more communicating tasks in the chains suffer with under/oversampling
effects. As a result, there are more task instances that can have their execution skipped
since their outputs are not propagated and don’t affect the latencies of the
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Figure V.20: Reduction in system utilization from synthetic task sets
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Improving End-to-End Latency Feasibility in Multi-Execution Mode Systems

In this section, we evaluate the performance of our method proposed in Section
For this set of experiments considering synthetic task sets, we configured our framework
and derived some parameters/requirements for tasks/ in the same manner as done
for the first set of experiments when we considered the automotive benchmark.

The main difference of this experimental setup is that we did not enforce all tasks
present in the task sets to be part of a That is, we considered the possibility
of tasks entering and leaving the system without necessarily being part of a as
execution modes change. We evaluated the performance of our method under different
loads. The range of possible system utilization values is: [30, 40, 50, 60, 70, 80, 90].

Figure shows that our method benefits from the fact that not all tasks present
in the system are part of a [CEC] The reasoning behind this improvement comes from
the fact that during the migration process, our feasibility test does not need to consider
stricter relative deadlines for the tasks that are not part of a on the candidate
core. As a result, it increases the probability of a successful migration, since the tasks
that are not part of a[CEC|can have their execution delayed as long as they finish before
their deadline.
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Figure V.21: End-to-end latency feasibility in a system with two cores and tasks from
synthetic task sets
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Figure shows that when tasks that are not part of are present in the
system, our method is able to provide better results even during high system utilization
loads. In Figure [V.22] we show the performance of our method when increasing the
number of cores available in the system from two to three, and then from three to four.
Figure shows, once more, that as the number of cores increases, the performance
of our method remains almost constant for most of the time.
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Figure V.22: Performance comparison of our method on systems with a different number
cores and tasks from synthetic task sets






'Chapter VI

Conclusions and Future Work

“For those who come after.”
- Gustave, Clair Obscure: Expedition 33

Throughout this dissertation, we discussed about the challenges involved in the com-
putation of the jend-to-end (E2E)| latencies of multi-rate |cause-effect chains (CECs)| in
safety-critical applications present in multi-core |real-time (RT)| systems. Specifically,
we investigated in detail the benefits and disadvantages of the |Logical Execution Time]
(LET)| communication paradigm that became part of the [AUTomotive Open System|
ARchitecture (AUTOSAR)|standard. In this chapter, we conclude our dissertation. In
Section [VI.T] we provide a summary of the main contributions of this dissertation, which
we presented in Chapter In Section [VI.2] we share our view of potential research
directions that could lead to further contributions to the literature.

VI.1 Summary of Contributions

In this dissertation, we showed that although the [LET] paradigm facilitates the timing
analysis of multi-rate during early design stages, it also introduces unnecessary
pessimism in the form of longer latencies. Throughout Chapter we presented
different methods that, without losing the properties of the paradigm (timing and
data-flow determinism), reduce the long latencies, decrease the waste of processing
resources and increase the latency feasibility in multi-execution mode systems.

Safe Reconfiguration of Communication Intervals

In Section we demonstrated that by correctly configuring tasks’ communication
intervals, the latency metrics of multi-rate can be significantly improved
while maintaining all the benefits of the paradigm. By extracting information
from a feasible schedule, our method derives new safe boundaries for tasks’ communi-
cation intervals. We also demonstrated that by postponing read-events and preponing
write-events, our method allows data to propagate through different communication
paths, which ultimately result in significantly shorter values for latency metrics

125
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such as [Maximum Reaction Time (MRT)| and [Maximum Data Age (MDA)| (See sec-
tions [V.0.1jand |V.0.2).

Timing Analysis of Asynchronous Cause-Effect Chains

Before this dissertation, the analytical methods available in the literature to compute

the latencies of multi-rate with tasks applying the [LET] paradigm didn’t
consider the possibility of tasks with reconfigured intervals. Given that our method

proposed in Section to improve the latency metrics of multi-rate re-
configures the communication intervals of tasks applying the paradigm, we derived
and presented in Section [[V.3]a new set of analytical equations to allow the computation

of the latencies present in asynchronous

Schedule Manipulation to Improve End-to-End Latencies

In Section [V.4] we demonstrated how minor manipulations on the schedule by means
of precedence constraints can further reduce the latencies of [CECs| containing tasks
with reconfigured communication intervals. We showed that by manipulating when spe-
cific task instances start and end their execution, our method presented in Section
has more flexibility to define new boundaries for tasks’ communication intervals. We
modeled the problem of finding the set of precedence constraints that best fits the
designer’s requirements as a search tree and proposed in Section a searching
heuristic function to guide the search. Experiments using automotive benchmarks and
synthetic task sets (see sections and showed that the latency metrics
of some can be further improved by establishing precedence constraints to safely
reconfigure the communication intervals of specific tasks.

Improving System Utilization

Throughout this dissertation, we discussed about the benefits of the timing and data-
flow determinsim present in the [LET] communication paradigm. In Section we
demonstrated that due to those benefits, it is safe to reduce system utilization by re-
configuring communication intervals and skipping the execution of task instances that
don’t propagate data values throughout the i.e., don’t affect the latencies
of the multi-rate Since the configuration of tasks’ communication intervals de-
fines how data propagates through the [CEC| which in turn defines which task instances
can be skipped, we modeled the problem of reconfiguring communication intervals as a
search tree and proposed in Section a heuristic function to guide the search. The
experiments presented in sections [V.0.1] and [V.0.2] show that our proposed method can
reduce system utilization significantly, especially when the task set is mainly composed

of multi-rate [CECH.

Improving End-to-End Latency Feasibility in Multi-Execution Mode Systems

As safety-critical control applications often need to operate under multiple system modes
during runtime, mode transitions may cause new tasks to join the system which might
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increase the latency of certain present in the current execution mode. Since
for a safety-critical control application it is important to ensure that the latency
requirements are always respected, we demonstrated in Section how to increase the
feasibility of meeting latency requirements of multi-rate in multi-execution
mode systems. We showed that by means of process migration, our method selectively
migrates task instances in order to validate the timing constraints of that had
their latencies affected after an execution mode change. Moreover, we showed that for
every that violates its latency requirements after an execution mode change,
our method identifies which tasks of that must have their communication intervals
reconfigured by means of process migration. The experiments presented in sections[V.0.]
and show that by migrating specific task instances and ensuring their execution
within a given interval, our method can improve the feasibility of multi-rate

even in scenarios with high system utilization.
V1.2 Future Work

While this dissertation makes significant contributions and advances the state of the art
regarding the topic of timing analysis of multi-rate in safety-critical [RT] systems,
we believe that the scientific and technical knowledge in this topic can be further devel-
oped. There are still open problems and assumptions that have to be loosened in order
to better match the challenges faced by the industry when developing safety-critical
systems with multi-rate [CECs|

In this dissertation, we focused on the communication paradigm due to its major
benefits in simplifying the timing analysis of complex and heavily interdependent control
systems. However, as discussed in the first chapter of this dissertation (See Section,
in the standard used by the automotive industry, inter-task communication
it is not limited to the paradigm. In fact, there are control applications in the
automotive industry in which are composed by tasks with different communi-
cation paradigms. Therefore, one possible research direction would be to investigate
how our reconfiguration method (See Section works in with heterogeneous
communication paradigms. Specifically, how to properly and safely reconfigure tasks’
communication intervals, taking into account the uncertain access times to shared re-
sources from tasks applying paradigms different from [LET] Moreover, new equations
will need to be derived in order to compute the [E2E]of the heterogeneous

Another possible research direction is to investigate how the timing and data-flow
determinism of along side our method to skip the execution of task instances can
improve fault tolerance in safety-critical systems without affecting the latencies of
the present in the system. More precisely, we could derive a method that, given
the occurrence of a fault during the execution of a job, would identify which job from
another task can have its execution skipped in order to allow the re-execution of the
faulty job. That is, instead of skipping the execution of a task instance to reduce system
utilization, the proposed method would skip the execution of a given job to allow the
re-execution of a faulty job. By skipping the execution of jobs that don’t affect the
latencies or increase the [MRT] (resp. [MDAJ) latency metrics, the proposed method would
be able to increase the tolerance of the system to faults.
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In the topic of multi-execution mode systems, we believe that further investigation
could be done assuming that tasks’ parameters change after an execution mode change.
This assumption would impact which task instances should be selected to migrate.
Moreover, from our point of view, it would be interesting to investigate the performance
of our method during the transitional interval of time between one execution mode and
the other.

While there are still many open and challenging problems to be solved in the topic
of timing analysis of multi-rate in safety-critical systems, we believe that the
discussions and contributions presented throughout this dissertation provide valuable
insights on how to advance state of the art and explore new research directions bringing
new contributions to the literature.
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Appendix for Chapter [l

A.1 Rate-Monotonic Schedule

Figure shows the schedule obtained after scheduling the task set shown in Table

according to the [Rate-Monotonic (RM)| policy.

Task (7;) | [worst-case execution time (WCET)| | period (T;)
5! 1 4
72 1 14
T3 4 7

)

Table A.1: Sample task set for Appendia:
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Figure A.1: Schedule of the task set in Table according to
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A.2 Deadline Monotonic Schedule

Figure shows the schedule obtained after scheduling the task set shown in Table

according to the [Deadline-Monotonic (DM)| policy.

Task (7;) | [WCET]| | period (T;) | deadline (D;)
Ty 1 4 2
Ty 1 14 4
E 3 7 6

Table A.2: Sample task set for Appendi:z:
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A.3 Earliest Deadline First Schedule

Figure shows the schedule obtained after scheduling the task set shown in Table
according to the [Earliest Deadline First (EDF )| policy.

Task (7;) | [WCET]| period (T;)
T 1 4
- 1 14
T3 4 7

Table A.3: Sample task set for Appendix
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Figure A.3: Schedule of the task set in Table according to
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Appendix for Chapter

B.1 Interval Configuration Framework Input File

Listing B.1: Sample XML Input File

3

4

5

10

11

13

1 <?

=’1.0" encoding="utf-8"7>

2 <SoftwareApplication nCore="1">

<CauseEffectChain numberOfPeriods = "2" numberOfTasks = "3">
<Communication>
<Connection from = "t0" to = "t1"></Connection>
<Connection from = "t1" to = "t2"></Connection>

</Communication>
<Taskset>
<Task name = "t0" period = "3" offset = "0" wcet = "1000"
bestMinWCET = "1000" bestMaxWCET = "1000" worstMinWCET "
1000" worstMaxWCET = "1000"></Task>
<Task name = "t1" period = "5" offset = "0" wcet = "1000"
bestMinWCET = "1000" bestMaxWCET = "1000" worstMinWCET = "
1000" worstMaxWCET = "1000"></Task>
<Task name = "t2" period = "3" offset = "0" wcet = "1000"
bestMinWCET = "1000" bestMaxWCET = "1000" worstMinWCET = "
1000" worstMaxWCET = "1000"></Task>

</ Taskset>

</CauseEffectChain>

14 </SoftwareApplication>
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B.2 Interval Configuration Framework Output File

Listing B.2: Sample XML Output File

1<?
2<System>

="1.0" encoding="UTF-8"7>

3 <SoftwareApplication numberOfPeriods ="2" numberOfTasks ="3" ="0">
4 <Communication>

5 <Connection from ="t0" to ="t1"></Connection>

6 <Conmnection from ="t1" to ="t2"></Connection>

7 </Communication>

s <Allocation>

9 <Core id="0">

10 <Task name ="t0" period ="7000"
11 <Task name ="t1" period ="3000"
12 <Task name ="t2" period ="7000"
13 </Core>

14 </Allocation>

wecet ="1000.0"></Task>
wecet ="1000.0"></Task>
wcet ="1000.0"></Task>

—ngns
offset ="0.0" wcet ="1000.0" esp ="

15 <Taskset previousMemoryConsuption
16 <Task name ="t0" period ="7000"

0.0" lwp ="3000.0" core ="0">

17 <Job name ="t0_ 0" dependency =""></Job>

18 <Job name ="t0 1" dependency =""></Job>

19 <Job name ="t0 2" dependency =""></Job>

20 <Job name ="t0_ 3" dependency =""></Job>

21 <Job name ="t0_ 4" dependency =""></Job>

22 <Job name ="t0 5" dependency =""></Job>

23 <Job name ="t0 6" dependency =""></Job>

24 <Job name ="t0_ 7" dependency =""></Job>

25 <Job name ="t0_ 8" dependency =""></Job>

26 </ Task>

27 <Task name ="t1" period ="3000" offset ="0.0" wcet ="1000.0" esp ="
0.0" lwp ="2000.0" core ="0">

28 <Job name ="t1_ 0" dependency ="2 0,"></Job>

29 <Job name ="t1 1" dependency =""></Job>

30 <Job name ="t1 2" dependency =""></Job>

31 <Job name ="t1_ 3" dependency =""></Job>

32 <Job name ="t1 4" dependency =""></Job>

33 <Job name ="t1 5" dependency ="2 2"></Job>

34 <Job name ="t1_ 6" dependency =""></Job>

35 <Job name ="t1_ 7" dependency ="2 3"></Job>

36 <Job name ="t1 8" dependency =""></Job>

37 <Job name ="t1 9" dependency =""></Job>
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38

39

40

41

42

43

44

45

46

47

48

50

51

52

53

54

55

56

57

58

59

61

62

63

64

67

68

<Job name ="t1 10" dependency =""></Job>
<Job name ="t1 11" dependency =""></Job>
<Job name ="t1 12" dependency ="2 5,"></Job>
<Job name ="t1 13" dependency =""></Job>
<Job name ="t1 14" dependency ="2 6"></Job>
<Job name ="t1 15" dependency =""></Job>
<Job name ="t1 16" dependency =""></Job>
<Job name ="t1 17" dependency =""></Job>
<Job name ="t1 18" dependency =""></Job>
<Job name ="t1 19" dependency ="2 8,"></Job>
<Job name ="t1 20" dependency =""></Job>
</ Task>
<Task name ="t2" period ="7000" offset ="1000.0" wcet ="1000.0" esp =
"0.0" lwp ="1000.0" core ="0">
<Job name ="t2 0" dependency =""></Job>
<Job name ="t2 1" dependency =""></Job>
<Job name ="t2 2" dependency =""></Job>
<Job name ="t2 3" dependency =""></Job>
<Job name ="t2 4" dependency =""></Job>
<Job name ="t2 5" dependency =""></Job>
<Job name ="t2 6" dependency =""></Job>
<Job name ="t2 7" dependency =""></Job>
<Job name ="t2 8" dependency =""></Job>
</ Task>
</ Taskset>
<Schedule core ="0" previousUtilization ="0.62" currentUtilization ="
0.62">
</Schedule>
<CauseEffectChain outputNode ="t2" migration = "false">

<standardLET path ="t2,t1,t0," nPeriods ="2" nTasks ="3"
WCreactionLatency ="28000" WCdataAge ="28000"></standardLET>
<wcrtLET path ="t2,t1,t0," nPeriods ="2" nTasks ="3"
WCreactionLatency ="17000" WCdataAge ="17000"></wcrtLET>
<scheduleAwareLET path ="t2,t1,t0," nPeriods ="2" nTasks ="3"
WCreactionLatency ="16000" WCdataAge ="16000"></scheduleAwareLET>
</CauseEffectChain>

6o </SoftwareApplication>
70</System>
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Glossary

Adaptive Cruise Control

It is a type of advanced driver-assistance system for automotive vehicles. The
system automatically adjusts the vehicle’s speed to maintain a safe distance from

the vehicles ahead.

Anti-lock Breaking System
Safety anti-skid braking system used on aircraft and on land vehicles, such as cars,
motorcycles, trucks, and buses.

Automotive Open System Architecture

Standard in the automotive domin to develop control software. 28],
(7 BI} B6, [L25] 127

Best-Case Execution Time

Execution time of a task in the best-case scenario, e.g., no contention, blocking

time or intereference. [xix] [I6] [£0]

Cause-Effect Chain

Chained propagation of data from one task to another. 9} 38|,
ATH53, b5} 56 (B8], [60H62] [64H77 [79, [B0} (82} B4H86}, [88H05] [OIHIOT], [104} [T07HIT4]
[LI7HITY, [T2THT23| [T25HT28]

Commercially Available Off-the-shelf

Hardware or software products, which are adapted aftermarket to the needs of
the purchasing organization, rather than the commissioning of custom-made, or
bespoke, solutions.

Controller Area Network

Vehicle bus standard designed to enable efficient communication primarily between
electronic control units (ECUs).
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Deadline-Monotonic
Task-level fixed-priority scheduling algorithm. The shorter the deadline of a task,
the higher its priority. xvii [20] 23]

Deadline-Monotonic with Priority Migration

Semipartitioned scheduling algorithm for multi-core systems.

Dynamic Buffering Protocol
Communication protocol.

Earliest Deadline First
Job-level fixed-priority scheduling algorithm. The closest the deadline of a task,
the higher its priority. vl 20} 21} 23} 27, [29) 6.

Earliest Deadline First with window-constrained migration

Semipartitioned scheduling algorithm for multi-core systems.

EDF with task splitting and k processors in a group
Semipartitioned scheduling algorithm for multi-core systems.

Electronic Control Unit

Electronic device responsible for controlling a specific funcionallity of the vehicle.

[1H4} B B9
End-to-End

Time interval between source and destination. [IH4] [[HL3] 42| [43], [16],
@@[@, 64} 63} [671, [69 [72} [74-{77], [80} [84H90L [93] [95} [97HIOT] [I04]}, [T06, TTIHIT4] [I16]

Event-Triggered

=
EE

Task activation paradigm in which the release of a task is triggered by an event.

[L5HI7) 7]

Finite-State Machine

Represents a mathematical model of computation where an abstract machine that
can be in exactly one of a finite number of states at any given time.

Hyperperiod

Interval of time in which a given schedule start to repeat itself. It has a length

equal to the LCM of all tasks present in the system. 28] 58] [36] 90)

Integer Linear Program

Integer Linear Program is a mathematical optimization or feasibility program in
which some decision variables are not discrete. [76]
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Least Common Multiple

Defines the least common multiple of a number.

Logical Execution Time

Time and data-flow deterministic inter-task communication model where tasks
only communicate with each other at the boundaries of their communication in-

terval. 77777777777777
93} 94} [L03}{L07} [L09} [111} 112} [TT4-{TT7, [[T9} 121} [[25H127] [T57-I59, [[621{164]

Maximum Data Age

Maximum interval of time that an input can affect the output of a cause-effect

chain (CEC). [13, 01 52, 53, 51 62} 63 [, 69 1. [ 73, 77, 9 [0 [05). [07

Maximum Reaction Time

Maximum time taken by a cause-effect chain (CEC) to produce an output based

on the asynchronous arrival of an input. [45] b3}, [61] 69} [70}
[77, B7} B9} [104} [I05}, [T09} [LT0} [[14} [T13] [TT9, 126} [127]

Maximum Reduced Reaction Time

Maximal interval of time that an input can affect the output of a cause-effect chain
(CEC) assuming the reduced output interval. |46H49]

Maximum Reduced Reaction Time
Maximum time interval taken by a cause-effect chain (CEC) to produce an output
based on the reduced input interval.

Mixed Integer Linear Program

Mixed Integer Linear Program is a mathematical optimization or feasibility pro-
gram in which some decision variables are not discrete.

Network-on-Chip

Network-based communications subsystem on an integrated circuit, normally used
to connect different modules in a system on a chip (SoC).

Operating System

Software at the system level that manages computer hardware and software re-
sources, and provides common services for computer programs. [15] [18]

22} 28} [36]

Point-To-Point
Communication protocol.
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Priority Ceiling Protocol
Method for eliminating unbounded priority inversion.

Priority Inheritance Protocol

Method for eliminating unbounded priority inversion.

Processor Demand Analysis

Sufficient schedulability tests for task sets scheduled according to the EDF schedul-
ing policy.

Rate-Monotonic
Task-level fixed-priority scheduling algorithm. The shorter the period of a task,
the higher its priority. [xvii

Read or Write
Read or write operation. [6]

Real-Time
Real-Time. [1, B} [[5{T8, 22 291 BT B3 B2 (12, [13, [0, 53, (125

Real-Time Operating System
An operating system for real-time applications.

Real-Time System
Real-Time Systems are hardware or software systems in which the correctness of
their results is subject to predefined timeliness constraints.

Reduced Data Age
Interval of time that an input can affect the output of a cause-effect chain (CEC)
assuming the reduced output interval.

Reduced Reaction Time
Time taken by a cause-effect chain (CEC) to produce an output based on the
reduced input interval.

Response-Time Analysis

A timing analysis method for verifying the response time of a task in a real-time

system. [19] [43]

Satisfiability Modulo Theories

satisfiability modulo theories consistis of the problem of determining whether a
mathematical formula is satisfiable or not. [76]
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Software Component
General structure of a automotive application according to the AUTOSAR stan-
dard. [3

Stack Resource Policy
Method for eliminating unbounded priority inversion. [26]

Static Buffering Protocol
Communication protocol.

System Level LET

An inplmentation of the LET communication paradigm at the system level, allow-
ing time and data-flow dterminism among multiple electronic control units in a a

distributed system.

Telematic Control Unit
embedded system that wirelessly connects the vehicle to cloud services or other
vehicles. 2

Time-Triggered

Task activation paradigm in which the release of a task is triggered according to

time. [I5HI7] 29} [47]

Workshop on Analysis Tools and Methodologies for Embedded and Real-time Systems

International Workshop on Analysis Tools and Methodologies for Embedded and
Real-time Systems. [36] [42] [0} [72] [103]
Worst-Case Execution Time

Execution time of a task in the worst-case scenario, e.g., maximum contention,
blocking time, intereference. [16] 136}, [41] b7 93],
[TT2} 129} T31]

Worst-Case Response Time
Describe the worst-case response time of a task among all of its jobs. [36]

A7 49} B3, 103






Summary

The continuous demand for more powerful, safe and efficient safety-critical real-time
systems in different sectors of the automotive and avionic industry have been affecting
how new control applications are modeled and developed by system designers in the
past decades. As a consequence, traditional timing analysis methods commonly used
for the verification of individual real-time tasks started to be insufficient due to the
continuous increasing in system complexity and inter-task communication dependencies.
The shift from single-core to multi-core architecture added an extra complexity layer
to the problem of verifying timing constraints, since a multi-core architecture allows
tasks to execute in parallel and issue memory requests concurrently, which can lead
to unpredictable contention at the bus and/or memory level. Since in the worst-case
scenario, contention can result in the deadline miss of a task and the consequent failure
of the system, it is pivotal for safety-critical real-time systems to mitigate or bound the
amount of contention suffered by tasks during runtime.

As multiple tasks from different applications have to constantly communicate with
each other to achieve safety-critical system functionalities in modern automotive and
avionic systems, it became necessary to shift the focus of existing timing analysis meth-
ods. Rather than focusing on the time required for the execution of an individual task,
it became necessary to measure and verify the amount of time taken to propagate data
through an ordered sequence of communicating tasks known in the literature as cause-
effect chains. For those chained tasks, inter-task communication occurs by means of
shared resources, with the output produced by one task serving as input for the next
one. Since access time to the shared resources depends on when task execute, the
problem of verifying this end-to-end latency in data propagation became a non-trivial
problem, specially when tasks with different activation periods are part of the same
cause-effect chain (multi-rate cause-effect chain).

During the last decade, multiple authors proposed different methods considering spe-
cific communication paradigms. The [Logical Execution Time (LET)| paradigm, origi-
nally proposed as part of a time triggered programming language, gained attention by
the automotive industry due to its timing and data-flow deterministic properties. By
defining inter-task communication points, the [LET] paradigm allows system designers
to trace how data propagates through the multi-rate cause-effect chains, which in turn
allows them to compute precisely different end-to-end latency metrics of the cause-effect

157



158 SUMMARY

chains. However, by abstracting system semantics (scheduling choices) to ease timing
analysis, the end-to-end latencies obtained by the paradigm are much more pes-
simistic, i.e., longer than other available communication paradigms such as the implicit
communication paradigm.

Throughout this dissertation, we study the challenges and propose solutions to the
problem of performing end-to-end timing analysis in safety-critical real-time systems
with multi-rate cause-effect chains and multi-core architecture. We propose multiple
contributions in this dissertation, each one of them focusing on a different aspect of the
cause-effect chain such as: (i) latency metrics, (ii) system utilization, (iii) end-to-end
latency feasibility in systems with multiple execution modes. All the main contributions
proposed in this dissertation focus on safety-critical real-time systems applying the [LET]
communication paradigm. Specifically, all the contributions are based on the idea of
safely reconfiguring the communication intervals of tasks applying the paradigm.

Below, we summarize the main contributions of this dissertation:

1. we propose a method to reduce end-to-end latencies of multi-rate cause-effect
chains applying the [LET] paradigm by considering knowledge of the schedule in
later design phases

2. we propose a method to further reconfigure the communication intervals of tasks
applying the [LET] paradigm by establishing precedence constraints between spe-
cific task instances using a heuristic function

3. we propose a method to decrease system utilization by skipping the execution
of task instances that don’t affect end-to-end latencies of the cause-effect chains
present in the system

4. we propose a method to increase the feasibility of multi-rate cause-effect chains to
meet their end-to-end latency constraints in multi-execution mode systems

5. we present an evaluation of all our proposed methods using an automotive bench-
mark and synthetic task sets shows in order to show their benefits under different
end-to-end latency metrics such as reaction time and data age

Chapter(]

In this chapter, we present a brief introduction of the research area explored in this
dissertation. In addition, in this introductory chapter, we discuss the main problems
related to the timing analysis and end-to-end latencies of multi-rate cause-effect chains
in safety-critical real-time systems. We conclude this first chapter by presenting our
main contributions and a brief overview of the remaining chapters of the dissertation.
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Chapterll

In Chapter [lI, we present the concepts and scheduling theory of single/multi-core real-
time systems as well as the task models most used in the literature. We also present
the concepts and properties of shared resources, offline scheduling approaches, as well
as load balancing techniques such as task migration.

Chapter llf

In Chapter [[II] we do literature review in the broaden area of timing analysis of multi-
core safety-critical real-time system. We discuss about the current state of the art and
position our work with respect to it. In Chapter [[TI| we also present the challenge that
inspired most of the methods proposed in this dissertation.

Chapter

In Chapter we present the main contributions of this dissertation. In Section [[V.2]
we present of our Schedule-Aware communication model. By extracting information
from a feasible schedule, our method safely derives new boundaries for the commu-
nication intervals of tasks applying the paradigm, which in turn allows data to
propagate through different propagation paths resulting in reduced end-to-end latency
values. Since our Schedule-Aware model reconfigures the communication intervals of
tasks, the methods available in the literature to compute the end-to-end lantencies of
multi-rate cause-effect chains with tasks applying the [LET] model are no longer appli-
cable. Therefore, in Section [V.3] we propose a new set of equations and derive a new
analytical method to compute the end-to-end latencies of multi-rate cause-effect chains
applying our Schedule-Aware model. In Section [V.4] we show that the end-to-end la-
tencies of multi-rate cause-effect chains can be further reduced by adding precedence
constraints between specific task instances in order to manipulate task’s communication
intervals. In Section [[V.5] we further analyze the deterministic proprieties of the
paradigm. More precisely, we investigate its data-flow determinism property and show
how system utilization can be reduced by skipping the execution of tasks instances that
don’t affect the end-to-end latencies of the chains present in the system. In Section[IV.6]
we expand our analysis to systems with multiple execution modes. We propose a method
to increase the feasibility of multi-rate cause-effect chains that apply the |[LE'l] model to
meet their end-to-end latency requirements after a change in the execution mode. By
analyzing the extra interference caused by tasks and(or) cause-effect chains entering the
system after the mode change, our method migrates specific task instances in order to
be able to reconfigure tasks’ communication intervals such that the end-to-end latency
requirements are respected. Moreover, in Section we propose a framework to assist
designers on how to properly configure the communication intervals of tasks. In
Section we propose heuristic functions for our framework.
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Chapter|V|

In Chapter [V} we evaluate our work using an automotive benchmark as well as synthetic
task sets. We show the benefits of our method under different end-to-end latency metrics
and system load depending on the method being evaluated.

Chapter VI

In Chapter [VI we conclude our work and present possible research directions to continue
our work.



Zusammenfassung

Zeitliche Analyse von Multi-Rate Cause-Effect Chains
in sicherheitskritischen Echtzeitsystemen

Die stetige Nachfrage nach leistungsfihigeren, sichereren und effizienteren sicherheitskri-
tischen Echtzeitsystemen in verschiedenen Bereichen der Automobil- und Luftfahrtin-
dustrie hat in den letzten Jahrzehnten Einfluss darauf genommen, wie neue Steuerungsan-
wendungen von Systementwicklern modelliert und entwickelt werden. Infolgedessen
reichten die traditionellen Methoden der Timing-Analyse, die iiblicherweise zur Veri-
fikation einzelner Echtzeit Tasks eingesetzt wurden, aufgrund der stetig zunehmenden
Systemkomplexitit und der Kommunikationsabhingigkeiten zwischen den Tasks nicht
mehr aus. Der Ubergang von Single-Core- zu Multi-Core-Architekturen fiigte dem Prob-
lem der Verifizierung von Timing-Beschrinkungen eine zuséitzliche Komplexitétsebene
hinzu, da eine Multi-Core-Architektur die parallele Ausfiihrung von Tasks und die gle-
ichzeitige Abgabe von Speicheranforderungen erméglicht, was zu unvorhersehbaren Kon-
flikten auf Bus- und/oder Speicherebene fiithren kann. Da Konflikte im schlimmsten Fall
dazu fithren kénnen, dass eine Task ihre deadline verpasst und das System dadurch aus-
fallt, ist es fiir sicherheitskritische Echtzeitsysteme von entscheidender Bedeutung, das
Ausmals der Konflikte, denen Tasks wihrend der Laufzeit ausgesetzt sind, zu mindern
oder zu begrenzen.

Da in modernen Automobil- und Avioniksystemen mehrere Tasks aus verschiedenen
Anwendungen stindig miteinander kommunizieren miissen, um sicherheitskritische Sys-
temfunktionen zu gewahrleisten, wurde es notwendig, den Schwerpunkt bestehender
Timing-Analyse-Methoden zu verlagern. Anstatt sich auf die fiir die Ausfiihrung einzel-
ner Tasks benotigte Zeit zu konzentrieren, wurde es notwendig, die Zeit zu messen und
zu verifizieren, die fiir die Weitergabe von Daten durch diese geordnete Abfolge kommu-
nizierender Tasks benétigt wird, die in der Literatur als cause-effect-chain bezeichnet
wird. Bei diesen verketteten Tasks erfolgt die Kommunikation zwischen den Tasks {iber
gemeinsam genutzte Ressourcen, wobei die von einer Task erzeugte Ausgabe als Eingabe
fiir die néchste dient. Da die Zugriffszeit auf die gemeinsam genutzten Ressourcen davon
abhéngt, wann die Tasks ausgefiihrt werden, wurde die Verifizierung dieser End-zu-End-
Latenz bei der Dateniibertragung zu einem nicht trivialen Problem, insbesondere wenn
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Tasks mit unterschiedlichen Activation periods Teil derselben cause-effect-chain sind
(multi-rate-cause-effect-chain).

Im Laufe des letzten Jahrzehnts haben zahlreiche Autoren verschiedene Methoden
vorgeschlagen, die spezifische Kommunikationsparadigmen beriicksichtigen. Das
lical Execution Time (LET)Paradigma, das urspriinglich als Teil einer zeitgesteuerten
Programmiersprache vorgeschlagen wurde, fand aufgrund seiner deterministischen Eigen-
schaften hinsichtlich Zeitsteuerung und Datenfluss Beachtung in der Automobilindustrie.
Durch die Definition von Kommunikationspunkten zwischen Tasks ermdglicht das |[LET
Paradigma Systementwicklern, die Ausbreitung von Daten durch die multi-rate-cause-
effect-chain nachzuverfolgen, was ihnen wiederum erlaubt, verschiedene End-zu-End-
Latenzmetriken der cause-effect-chain prézise zu berechnen. Durch die Abstraktion der
Systemsemantik (Scheduling-Entscheidungen) zur Vereinfachung der Timing-Analyse
fallen die durch das [LET}Paradigma ermittelten End-zu-End-Latenzen jedoch deutlich
pessimistischer aus, i.e., sie sind grofer als bei anderen verfiigharen Kommunikation-
sparadigmen wie dem impliziten Kommunikationsparadigma.

In dieser Dissertation untersuchen wir die Herausforderungen und schlagen Lésungen
fiir die Durchfiihrung einer durchgéngigen Zeitanalyse in sicherheitskritischen Echtzeit-
systemen mit cause-effect-chains mit unterschiedlichen Activation periods und Multi-
Core-Architektur vor. Wir schlagen in dieser Dissertation mehrere Beitrdge vor, von
denen sich jeder auf einen anderen Aspekt der cause-effect-chain konzentriert, wie zum
Beispiel: (i) End-zu-End-Latenzenmetriken, (ii) Systemauslastung, (iii) Durchfiihrbarkeit
in Systemen mit mehreren Ausfiihrungsmodi. Alle in dieser Dissertation vorgeschla-
genen Hauptbeitrige konzentrieren sich auf sicherheitskritische Echtzeitsysteme, die
das [LET}Paradigma anwenden. Insbesondere basieren alle Beitrdge auf der Idee, die
Kommunikationsintervalle von Tasks unter Anwendung des [LET}Paradigmas sicher
neu zu konfigurieren.

Im Folgenden fassen wir die Hauptbeitrage dieser Dissertation zusammen:

1. Wir schlagen eine Methode vor, um die End-zu-End-Latenzen von cause-effect-
chain mit mehreren Activation periods unter Anwendung des [LET}Paradigmas
zu reduzieren, indem wir das Wissen iiber den Zeitplan in spéteren Entwurfsphasen
beriicksichtigen

2. Wir schlagen eine Methode vor, um die Kommunikationsintervalle von Tasks unter
Anwendung des [LET}Paradigmas weiter neu zu konfigurieren, indem wir mithilfe
einer heuristischen Funktion Vorrangbedingungen zwischen bestimmten Task in-
stances festlegen

3. Wir schlagen eine Methode vor, um die Systemauslastung zu verringern, indem
die Ausfiihrung von Task instances iibersprungen wird, die keinen Einfluss auf die
End-zu-End-Latenzen der im System vorhandenen cause-effect-chain haben
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4. Wir stellen eine Methode vor, um die Feasibility von cause-effect-chain mit mehreren
Activation periods zu erhchen, damit diese ihre End-zu-End-Latenzbeschrinkungen
in Systemen mit Mehrfachausfiihrung einhalten kénnen

5. Wir prisentieren eine Evaluierung aller von uns vorgeschlagenen Methoden unter
Verwendung eines Benchmark aus der Automobilindustrie und synthetischer Task
sets, um deren Vorteile unter verschiedenen End-zu-End-Latenz metriken wie
Reaktionszeit und Datenalter aufzuzeigen

Kapitel |l

In diesem Kapitel geben wir eine kurze Einfiihrung in das in dieser Dissertation un-
tersuchte Forschungsgebiet. Dariiber hinaus ertrtern wir in diesem Einfiihrungskapi-
tel die zentralen Probleme im Zusammenhang mit der Zeitanalyse und den End-zu-
End-Latenzen von multi-rate-cause-effect-chain in sicherheitskritischen Echtzeitsyste-
men. Wir schliefsen dieses erste Kapitel mit einer Darstellung unserer wichtigsten
Beitriige und einem kurzen Uberblick iiber die iibrigen Kapitel der Dissertation ab.

Kapitel Il

In Kapitel |L]] stellen wir die Konzepte und die Scheduling-Theorie von Echtzeitsystemen
mit einem oder mehreren Cores sowie die in der Literatur am haufigsten verwendeten
Task modelle vor. Aufkerdem behandeln wir die Konzepte und Eigenschaften gemeinsam
genutzter Ressourcen, Offline-Planungsansitze sowie Techniken zum Lastausgleich wie
beispielsweise die Task migration.

Kapitel [lll

In Kapitel fithren wir eine Literaturrecherche im weiteren Bereich der Zeitanalyse
von sicherheitskritischen Echtzeitsystemen mit mehreren Kernen durch. Wir erortern
den aktuellen Stand der Technik und ordnen unsere Arbeit in diesem Zusammenhang
ein. In Kapitel [T]|stellen wir zudem das Problem vor, die den grofiten Teil der in dieser
Dissertation vorgeschlagenen Methode inspiriert hat.

Kapitel [IV]

In Kapitel stellen wir die wichtigsten Ergebnisse dieser Dissertation vor. In Ab-
schnitt [V.2 stellen wir unser Schedule-Aware Kommunikationsmodell vor. Durch die
Extraktion von Informationen aus einem realisierbaren Schedule leitet unsere Meth-
ode sicher neue Grenzen fiir die Kommunikationsintervalle von Tasks ab, die das [LET]
Paradigma anwenden, was wiederum ermdglicht, dass Daten iiber verschiedene Ubertra-
gungspfade weitergeleitet werden, was zu reduzierten End-zu-End-Latenzwerten fiihrt.
Da unser Schedule-Aware Modell die Kommunikationsintervalle von Tasks neu konfig-
uriert, sind die in der Literatur verfiigharen Methoden zur Berechnung der End-zu-End-
Latenzen von multi-rate-cause-effect-chain mit Tasks, die das [LET}Modell anwenden,
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nicht mehr anwendbar. Daher schlagen wir in Abschnitt neue Berechnungsmeth-
oden vor und leiten eine neue analytische Methode zur Berechnung der End-zu-End-
Latenzen von multi-rate-cause-effect-chain unter Anwendung unseres Schedule-Aware-
Modells ab. In Abschnitt zeigen wir, dass die End-zu-End-Latenzen von multi-
rate-cause-effect-chain weiter reduziert werden konnen, indem Prazedenzbedingungen
zwischen bestimmten Task instances hinzugefiigt werden, um die Kommunikationsinter-
valle der Tasks zu manipulieren. In Abschnitt analysieren wir die deterministischen
Eigenschaften des LET}Paradigmas weiter. Genauer gesagt untersuchen wir die Eigen-
schaft des Datenfluss-Determinismus und zeigen, wie die Systemauslastung reduziert
werden kann, indem die Ausfiihrung von Task instances iibersprungen wird, die keinen
Einfluss auf die End-zu-End-Latenzen der im System vorhandenen Chains haben. In Ab-
schnitt erweitern wir unsere Analyse auf Systeme mit mehreren Ausfiihrungsmodi.
Wir schlagen eine Methode vor, um die Feasibility von multi-rate-cause-effect-chains
zu erhohen, die das [LET}Modell anwenden, um ihre End-zu-End-Latenzanforderungen
nach einer Anderung des Ausfiihrungsmodus zu erfiillen. Durch die Analyse der zusét-
zlichen Interferenzen, die durch Tasks und/oder cause-effect-chain verursacht werden,
die nach dem Moduswechsel in das System eintreten, migriert unsere Methode bes-
timmte Task instances, um die Kommunikationsintervalle der Tasks so neu zu konfig-
urieren, dass die End-zu-End-Latenzanforderungen eingehalten werden. Dariiber hin-
aus schlagen wir in Abschnitt ein Framework vor, das Designern dabei hilft, die
Kommunikationsintervalle von [LET} Tasks richtig zu konfigurieren. In Abschnitt
schlagen wir eine heuristische Funktion fiir unser Framework vor.

Kapitel V]

In Kapitel |V| bewerten wir unsere Arbeit anhand der von BOSCH [I1] vorgeschlagenen
Benchmark fiir den Automobilbereich sowie anhand synthetischer Task sets. Wir zeigen
die Vorteile unserer Methode mit verschiedenen End-zu-End-Latenzmetriken und bei
unterschiedlicher Systemauslastung auf.

Kapitel

In Kapitel [VI|fassen wir die Ergebnisse unserer Arbeit zusammen und schlagen mogliche
Forschungsrichtungen fiir kiinftige Arbeiten vor.
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