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“Writing a doctoral thesis is like a voyage of discovery at sea. At first,
you accompany your captain as they explore the island they have discov-
ered on their own. Little by little, you set off on your own and discover
new areas or even new islands, becoming a captain yourself. You rarely
stay alone for long on your voyages because all too often, you meet other
explorers with whom you can then share the joys and sorrows of explo-
ration.”

from memory after Prof. Dr. Katharina Zweig



Abstract

Rapid advancement and widespread adoption of Artificial Intelligence (Al)
technologies have revolutionized numerous domains, transforming how
we live, work, and interact. However, along with the immense potential of
Al-based systems, there are significant challenges and risks that need to
be addressed. One critical need is the regulation of such systems, partic-
ularly those making decisions about people as well as their property, so-
called algorithmic decision-making (ADM) systems. Traditional regulatory
approaches are inadequate for Al-based systems due to their vast input
and state spaces, reliance on training data, complex inner structures, and
the fast-paced nature of technological developments. Existing regulatory
frameworks struggle to keep up with these novel challenges, requiring
new approaches to ensure the responsible and ethical deployment of such
technologies. Moreover, the current understanding and operationalization
of key concepts such as fairness, explainability, and accountability in the
context of Al-based systems remain vague, hindering the development of
effective methods and solutions.

Against this backdrop, the following scientific question arises: How can
we address the challenges associated with the development, use, and
control of Al-based systems to ensure their responsible and trustworthy
deployment?

This thesis employs a multidisciplinary approach to address the challenges
associated with accountability in Al-based systems. The research is based
on gaining an understanding of what such accountability means. There-
fore, a generic software development process is dissected into sections,
each examined separately to identify transparency and inspectability mech-
anisms. Building upon these mechanisms, various auditing procedures are
explored, and the concept of certificates is introduced to ensure trustwor-
thy audits. After this, testing of data-driven components and Al-based
applications is described, focusing on fairness testing and its application
within the audit procedures. As all approaches for promoting account-
ability require sufficient incentives to implement them, this thesis also re-
views various approaches aimed at providing such incentives. It examines
the role of the risk-based regulation approach suggested by the upcoming
European Al Act and the recent Corporate Digital Responsibility (CDR) ap-
proach, highlighting potential benefits and areas for improvement.

The multidisciplinary approach provides a comprehensive toolbox of meth-
ods and concepts to establish accountability in Al-based ADM systems. By
providing insights into the effectiveness of these approaches, this work
contributes to shaping future regulatory frameworks and promoting in-
trinsic motivations for accountability. Overall, this thesis not only iden-
tifies limitations in current approaches but also offers practical solutions
and outlines future research directions to further advance the field of Al
accountability. By fostering responsible Al development and usage, these
results contribute to the long-term benefits of Al in society, ensuring that
Al technologies can be deployed ethically, transparently, and in alignment
with societal values.
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Chapter 1

Introduction

Arti cial Intelligence (Al) has become a ubiquitous technology that has
been making a signi cant impact across various domains. While spe-
cic denitions of the term 'Al' are much debated, it generally refers
to the development of computer systems that can perform tasks that
typically require human intelligence, such as reasoning, problem-solving,
learning, perception, and natural language processing (Kok et al., 2009).
Al has been utilized in diverse elds, including human resources (Palos-
Sanchez et al., 2022), healthcare (Abramoff et al., 2018), nance (Goodell
et al.,, 2021), predictive policing (Brayne & Christin, 2021), transporta-
tion (Bharadiya, 2023), and education (L. Chen et al., 2020), among oth-
ers®. Thus, it has been transforming the way people live, work, and inter-
act with the world around them.

As Al technologies continue to advance, there is increasing interest in
exploring their potential and understanding their limitations. This interest
has led to a proliferation of research studies, applications, and innovations
in Al, resulting in a growing body of knowledge and a broad range of im-
plications for society (Gao & Ding, 2022). The relevance of Al in shaping
the future of humanity can barely be overstated, as it is even considered
one of the main drivers of the fourth industrial revolution (Schwab, 2017).

Today, many risks in the context of Al are well known. There are entire
collections of Al-based algorithmic decision-making (ADM) systems whose
behavior has led to unexpected or undesirable negative consequences
for individuals, groups of people, or society as a whole (e.g., McGregor,
2021 ?).

As decisions made by ADM systems potentially affect the lives of mil-
lions of people, the need to regulate them is great (Krafft et al., 2022). Al-
though classical regulatory approaches work well for traditional ADM sys-
tems, such as expert systems, trying to regulate systems that are based
on at least one Al component leads to new challenges (e.g., Latonero,
2018; Coeckelbergh, 2020).

The input and state spaces of Al-based systems are enormous even
for common tasks, rendering exhaustive testing infeasible. Their behav-
ior strongly depends on the data used to train them, and inconsistencies
or deliberate manipulations of this data can cause grave consequences.
Most currently used Al-based systems have a complex inner structure that

1See, for example, the collection of Al-based software products and projects in Germany
provided by the ' Platform Learning Systems ' (PLS), https://www.plattform-lernende-syste
me.de/ki-landkarte.html, last accessed on August 17, 2023.

2https://incidentdatabase.ai/, last accessed on August 11, 2023.
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does not lend itself to human interpretation. This makes nding malfunc-
tions or attacks and mitigating them a very hard task. Furthermore, reg-
ulators have dif culties understanding the systems of interest. Also, in
the analog world, companies have usually moved slowly and new markets
have taken decades to develop (Tang et al., 2020). Therefore, legisla-
tors, regulators, and people working in standardization have had enough
time to work out the regulatory needs of a particular market, implement
them, and re ne them over time, before major harm can be done. With
today's fast-developing technologies, this is no longer the case. Legisla-
tors, regulators, and people working in standardization are forced to catch
up with insuf cient regulatory frameworks and to think preventively about
potentially upcoming developments. This is essential, especially as ethi-
cally questionable consequences and legal transgressions can often only
be detected months after product release — maybe after some damage
has already been done — even by the providers of Al-based products (see,
e.g., Example 2, p. 21 and Example 4, p. 38).

To counter such risks, in June 2018 the European Commission appointed
a group of experts to provide advice on its Al strategy, the so-called
High-Level Expert Group on Atrti cial Intelligence (HLEG-AI)3. Their nd-
ings elaborate the abstract goals that need to be pursued in order to ar-
rive at an engagement with Al technologies in which we can trust, both as
individuals and as a society (High-Level Expert Group on Al, 2019a, 2019b,
2020a, 2020b). These ndings provide a basis for clarifying ‘what' is ac-
tually to be achieved. They refer to seven key requirements: (i) human
agency and oversight, (ii) technical robustness and safety, (iii) privacy
and data governance, (iv) transparency, (v) diversity, non-discrimination
and fairness, (vi) environmental and societal well-being, and (vii) account-
ability. Together, these goals are subsumed under the term Trustworthy
Al (High-Level Expert Group on Al, 2019a). Unfortunately, these key re-
guirements offer a wide scope for interpretation and are also highly in-
terdependent to a large extent. In particular, the goal of establishing ac-
countability is dif cult to distinguish from the other goals, due to its many
different and partly very broad meanings. If it is de ned as ' a relation-
ship between an actor and a forum, in which the actor has an obligation
to explain and to justify his or her conduct, the forum can pose questions
and pass judgment, and the actor may face consequences ' (Bovens, 2007,
p.452), all the other goals can be understood as relevant components to
achieve accountability (see Chapter 3). Consequently, it can also be un-
derstood as a certain interpretation of trustworthiness (see Section 2.2).
Beyond that, the HLEG-AI hardly addresses "how" concrete implementa-
tions can be realized and does not even make any proposals in this regard.

From the beginning, the aim of this work had been to contribute to
this "how", i.e., to develop methods to improve the development, use,
and control of Al-based systems that have a direct impact on individuals
or society as a whole. However, it became apparent early on that many
of the prerequisites for developing such methods have not been met or
have been met only inadequately. In most cases, the "what" alone is not

3https://digital-strategy.ec.europa.eu/en/policies/expert-group-ai, last accessed on
September 09, 2023.
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speci ed suf ciently. Terms such as fairness, explainability, and account-
ability are used with barely any indication of the complex concepts hidden
behind them, which cannot be operationalized in a generally valid way.

This thesis therefore addresses the challenges inherent in many of
these concepts. Furthermore, it outlines and tests new approaches to
solving them by following a multidisciplinary approach that combines the-
oretical and empirical research. In addition, new concepts or extensions
of existing concepts that aim to improve the development, deployment,
and control of Al-based systems are explained.

1.1 Motivation

After obtaining a Master's degree in Applied Computer Science, | started
working as a software developer in the 3 €5 level support of a medium-
sized company at the beginning of 2018, and spent 15 months there. We
were responsible for support cases that needed to be traced back to the
implementation level to nd out exactly how an error occurred and how to

X it or, if necessary, to implement new features that would provide relief

to 1 PEand 2 ?° level support in the long run. We were also responsible for
managing automatic tests that were supposed to ensure software quality

and stability.

During this time, there was an abundance of media reports on Al-
based systems not working as expected or having undesirable side ef-
fects. Reading many of these reports, | often thought 'obviously this
wouldn't work like this', 'this should have been noticed during develop-
ment or during quality assurance', and 'of course, this effect was to be
expected in the long run'. | justied my considerations by the fact that
traditional software development works well as long as the appropriate
processes are developed, implemented, controlled, and continuously im-
proved. My initial motivation for this thesis was therefore to transfer the
effective processes that already existed in traditional software develop-
ment to the development of Al-based systems or to develop them wher-
ever necessary.

When | started doing research on this topic, unexpected challenges
emerged in the context of Al-based applications. They included the use
of ambiguous terms, the complexity behind measuring (non-) discrimina-
tion, and the challenge of testing data-driven components in a meaningful
way. In addition to that, the standards landscape is still insuf ciently de-
veloped (Adler et al., 2021, p.43), and the huge number of documents
on methods and concepts for improving Al-based systems barely provides
any indication of how they could be implemented in practice. Thus, the
goal of this thesis has gradually evolved to address these topics instead.
In summary, my motivation was to improve the accountability of (primary)
Al-based software systems and their development processes.

1.2 Own Contributions

Much of this work is based on interdisciplinary research with many other
scientists. To distinguish between contributions that are mine alone and
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contributions that are part of a collective effort, | will refer to 'l, me, and
my' or ‘'we, us, and our', respectively. In the latter case, | will list the in-
dividuals belonging to the group referred to. Most of this joint work took
place within the scope of projects or collaboration with external organiza-
tions, which are brie y introduced below.

1.2.1 Contributions in Projects and Organizations

ExamAl — Testing and Auditing of Al: The ExamAl project, which was
funded by the German Federal Ministry of Labour and Social Affairs (grant
number code DKI.00.0002 3.20), was led by the German Informatics Soci-
ety (Gesellschaft fur Informatik e.V.) and consisted of an interdisciplinary
team of (socio-)computer scientists, software engineers, legal scientists,

and political scientists. On the basis of eleven use cases in the application
areas 'Human-Machine Cooperation in Industrial Production' and 'Al-based
Systems in Human Resources and Talent Management as well as in Re-
cruiting' that were identi ed at the beginning of the project, the team ex-

plored what appropriate control and test procedures for Al-based systems

could look like. As part of this project, | co-authored the publications Krafft

et al., 2020, K. Zweig et al., 2020, Hauer and Zweig, 2021, Hauer, Adler,

and Zweig, 2021, Jockel et al., 2021, Adler et al., 2021 and Krafft et al.,
2023, partly during and partly after the project.

GOAL - Governance of and by Algorithms: The governance of and by
algorithmic decision-making systems based on Machine Learning methods

was the research subject of the project GOAL, funded by the German Fed-
eral Ministry of Science and Education (grant number 011S19020). On the
one hand, the project focused on the need for governance instruments,

such as value-oriented technology design, self-regulation, and technical
standards, on the possibilities they offer, and on the gaps that still need

to be closed. On the other hand, it was discussed to what extent algo-
rithms themselves can perform governance functions in order to reduce

risks or even avoid them altogether. Based on these discussions, needs

for action were identi ed and addressed. In this project, | co-authored

the publications Hallensleben et al., 2020, Hauer, Kevekordes, and Haeri,
2021, Hoffmann et al., 2022a, Kevekordes et al., 2022, Hoffmann et al.,
2022b, Hauer, Krafft, Sesing-Wagenpfeil, Zweig, et al., 2023 and Hauer,
Krafft, and Zweig, 2023. We also gained many insights that could not be
published for a scienti ¢ audience but were part of the undisclosed nal

report, in the hope that they will impact future projects.

Standardization Roadmap of Articial Intelligence: On behalf of
the German Federal Ministry of Economics and Climate Protection , DIN
and DKE organized the work on the German Standardization Roadmap
for Arti cial Intelligence . With the participation of more than 570 experts

from industry, science, the public sector, and civil society, the strategic
roadmap for Al standardization was developed. With this roadmap, a part

of the German Federal Government's Al strategy was implemented, and

thus an essential contribution to "Al — Made in Germany" was made. |
contributed to the rst (DIN/DKE, 2020) and the second (DIN/DKE, 2023)
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version of the roadmap as a member of multiple working groups and an
expert on various vertical topics. As the glossary we developed in the
glossary working group exceeded the designated space for that chapter
by far, only the most important terms were published. However, we
received permission to publish the full glossary separately and plan to
continuously extend it over the next years.

etami — Ethical and Trustworthy Arti cial and Machine Intelligence:

etami is a non-pro t organization that works on bringing ethical Al princi-

ples to action. ' By translating European and global principles for ethical

Al into actionable and measurable guidelines, tools and methods, etami
supports and promotes trustworthy and ethical design, development, and
deployment of Al-based systems. The consortium started working in 2019

on gquality standards and conformity assessment for Al software. As an
initiative of the Machine Learning Research Lab of Volkswagen Group in
Munich, it gathered 17 multinationals and universities to jointly develop
excellence in Al methods. In 2022, etami joined BDVA 6 and is hosted as
a Task Force since '.” The regular interdisciplinary discussions with other
scientists, practitioners, and industry representatives in this organization
helped me to critically re ect upon my work and the works of others. |
contributed to the etami open online guidebook 8, which aims to support
researching, developing, and applying Al methodologies, mainly regarding

the topics of Accountability and Assurance Cases .

fAlr by design: 'fAlr by design is a research project involving eight part-
ners from Austria ( ve companies, two universities and one NGO), focus-

ing on the practical implementation of fairness requirements into Al-based
systems. It is a three-year project, running from 2021 until 2024, funded

by the National Foundation for Research, Technology and Development
Austria '.° | participated as an external expert to help develop an Assur-
ance Case together with the companies winnovation consulting GmbH
Rania Wazir e.U. , and rotable in order to assure that an actual software
product developed by rotable can be considered fair. In this project, | co-
authored the publications Kunze et al., 2023 and Hauer, Muller-Kress, et
al., 2023.

1.2.2 Thesis Outline and Contributions Focused on Research
Questions

In addition to the objectives of the projects and organizations mentioned
above, this thesis also contributes to individual research questions, which
are derived from the motivation on the one hand and from the ndings of

4In this Section, "we" refers to the authors of Runze et al., 2023.

5https:/iwww.ai-glossary.org/, last accessed on May 16, 2023.

6Big Data Value Assosiation, https://www.bdva.eu/about, last accessed on March 09,
2023.

" https://www.etami.org/, last accessed on March 09, 2023.

8https://etami.gitlab.io/guidebook/, last accessed on June 19, 2023.

9 https://www.fairbydesign.eu/, last accessed on April 20, 2023.
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the individual projects on the other hand. The following research questions
also guide the structure of this thesis.

In Chapter 2, the most relevant terms for this thesis are explained and
linked to each other, namely. ADM systems, Machine Learning, Arti cial
Intelligence, trustworthiness, accountability, bias, discrimination, and fair-
ness. Furthermore, it is de ned how these terms are to be understood in
the context of the thesis. Consequently, the rst contribution of this work
is the identi cation and active resolution of con icting de nitions.

The abstract goal of "fairness" is fundamental within the scope of this
thesis, leading to the following question:

RQ 1

What considerations are relevant when selecting fairness measures?

The contribution of this thesis consists of a comprehensive presenta-
tion of the topic itself, taking into account the various relevant aspects
to consider. Additionally, we  1° provide a new hierarchical perspective in
order to consider group fairness and individual fairness in relation to each
other and thus solve potential con icts between these two perspectives.

Chapter 3 addresses the question of how accountability can be achieved.
Recent scienti c work dealing with Al often refers to the accountability
explanations provided by Maranke Wieringa, who maps the de nition pro-
vided by Mark Bovens to the eld of Al (Wieringa, 2020). To meet Mark
Bovens' de nition of accountability, four conditions need to be met:

" Itis possible to analyze the system under question.
~ ltis clear which actors are to be held accountable.
" It is clear which forums hold the actors accountable.

" There are processes that result in consequences for the actors based
on the forums' judgments.

The following sections investigate the possibilities for satisfying each
of these conditions, starting with the question:

RQ 2
What mechanisms can be implemented to allow system analysis?

To answer this question, we ' decompose a generic software develop-
ment process into its subcomponents and investigate for each of them
which aspects can be analyzed, which pieces of information need to be
disclosed, and which accesses need to be granted to enable analysis. We
also elaborate on which actors are to be held accountable towards which
forum and what consequences may follow a negative judgment. As the
decisions for accountable actors either lie with a company or with regu-
lating bodies, | also deal with a more theoretical approach based on John
Austin's Speech Act theory (Austin, 1962) to support these decisions, lead-
ing to the question:

10 Here, 'we' refers to the authors of Haeri Amir et al., 2023.
11 Here, 'we' refers to the authors of Hauer, Krafft, and Zweig, 2023.
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RQ 3

How to determine which actors are to be held accountable based on
John Austin's Speech Act theory?

With access to an ADM system, a forum is able to submit self-constructed
test data sets to the system and evaluate the results. There are various
speci ¢ concepts to do so, referred to as audits , which are the topic of
Chapter 4. This leads to the question:

RQ 4

What kinds of audits are applicable for analyzing Al-based ADM
systems?

The chapter discusses the very different audit conceptions of standard-
ization bodies, such as the ISO, which can be used as a basis for accred-
ited certi cation, and Sandvig et al. (Sandvig et al., 2014), who under-
stand (software) audits as some sort of eld experiment. It also elaborates
on our practical experiences when we 12 attempted to audit the Facebook
News Feed algorithm. In the next section, the chapter introduces the As-
surance Case framework, which was developed as a requirements engi-
neering tool for safety and security engineering, and describes how we
extended it to ful ll ethical requirements. It concludes with the experi-
ences we made when applying it to assure fairness on an actual software
product together with the developing company and other domain experts,
thus answering the question:

13

RQ 5

How suitable is the Assurance Case framework from the eld of
safety engineering to be applied on extra-functional requirements
such as fairness?

The basis of many audit assessments (whether in the context of au-
dits according to ISO or in the context of audits according to Sandvig et
al., 2014) is testing. Tests can also provide evidences as required by an
Assurance Case. The guestion of which tests exist and under which con-
ditions they are applicable is the topic of Chapter 5. As the functionality
of data-driven components (DDCs) of Al-based systems is automatically
derived from data and not implemented by a programmer, traditional test
approaches have been transferred and new test approaches have been
developed to suit the needs of DDCs. As a result, new test-related terms
have also emerged that hamper communication about tests, leading to
the question:

RQ 6

How does traditional test terminology differ from test terminology in
the context of DDCs?

12 Here, 'we' refers to the authors of Krafft et al., 2020.
13 Here, 'we' refers to the authors of Hauer, Miiller-Kress, et al., 2023.
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To address this challenge, we 4 provide a comparison of the most im-
portant test-related terms from traditional software testing and DDC test-
ing.

Another challenge is the extensive literature on software testing, which
uses and categorizes many terms inconsistently. This makes it dif cult to
identify which tests are suitable for testing properties that are especially
relevant for Al-based ADM systems. The relevant question is:

RQ 7

Which test-related terms are especially relevant in the context of
Al-based ADM systems?

| reviewed some of the most frequently cited books regarding software
testing and discussed the contents with various experts in the eld to col-
lect and structure the most relevant test-related terms for Al-based ADM
systems on different levels of abstraction. The terms, their relationship
with each other, and any ambiguities in the terminology that | encoun-
tered in the process are also presented in Chapter 5.

In the context of auditing black-box systems as described by Sandvig
et al., 2014, only a few test methods are applicable to examine fairness.
Therefore, we '° elaborate on which test methods can be applied in the
context of which speci ¢ audit under which speci c conditions. This leads
to the question:

RQ 8

Which test methods for fairness are applicable in the context of which
audit procedures according to Sandvig et al. and under which
conditions?

At the end of the chapter, the integration of the development of an
Assurance Case into an Acceptance Test-Driven Development process is
discussed, answering the question:

RQ 9

Can the Assurance Case framework be integrated into a test-driven
development process?

Auditing and testing activities imply considerable effort, and thus costs,
which often leads to them getting neglected. The rst part of Chapter 6
therefore focuses on regulations as an extrinsic motivation approach to
promote product quality and benevolence in the form of tests, audits, and
certi cations. It puts a strong focus on the idea of risk-based regulation
approaches and the upcoming harmonised rules on Arti cial Intelligence
(Al Act). It analyzes the following questions:

14 Here, 'we' refers to the authors of Jockel et al., 2021.

15 Here, 'we' refers to the authors of Krafft et al., 2023.

16 European Commission, Proposal for a Regulation of the European Parliament and of
the Council laying down harmonised rules on arti cial intelligence (Arti cial Intelligence
Act) and amending certain Union legislative acts COM(2021) 206 nal, https://eur-lex.eur
opa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:52021PC0206.
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RQ 10

What are the challenges of a risk-based regulation approach for
Al-based systems, and which aspects are particularly relevant for
assessing their risks?

and

RQ 11

How will the upcoming Al Act affect the Al landscape, and how can
this be determined in advance?

The second part of the chapter explores the novel concept of Corporate
Digital Responsibility (CDR) as a counter-approach to providing intrinsic
motivation to promote product quality and benevolence. It answers the
following question:

RQ 12
What role does the increasingly recognized concept of CDR play?

It also introduces our 17 ongoing work on a software solution that sup-
ports the assessment of a product's CDR level.

To conclude this thesis, Chapter 7 provides a summary of the results pre-
sented and re ects upon the connections between the topics as one big
toolbox for algorithmic accountability. Furthermore, it presents ideas for

future work in this area of research.

17Here, 'our' refers to refers to Kim Valerie Carl, Dr. Thomas Arnold, and me.






11

Chapter 2

Foundations

Many terms related to Al are often not clearly explained or de ned in
the literature. Although widely used, there is no agreed understanding of
them, and their meaning is basically just assumed more often than not.
For this reason, this chapter discusses the most relevant terms and links
them to each other. Furthermore, it de nes how they are to be understood
in the context of this thesis.

2.1 ADM Systems, Machine Learning, and Arti -
cial Intelligence

Algorithmic decision-making systems (ADM systems) ! are systems that
are able to automatically make decisions, including predictions, recom-
mendations, 2 and actions, based on prede ned rules and some input,
more speci cally, on input data (Diakopoulos, 2020). How these rules

are generated plays a crucial role in current debates revolving around the
regulation of ADM systems.

If, for example, the rules are specied by human experts, the ADM
system is called an expert system . In this case, the experts' rules can be
challenged with regard to ethical or legal aspects and adjusted accordingly
if needed.

Another possibility is to automatically derive rules from data by apply-
ing some form of supervised Machine Learning (ML) procedure. Super-
vised learning is a strategy '  in which the correctness of acquired knowl-
edge is tested through feedback from an external knowledge source '3 In
this case, the ADM system is based on two different source codes. The
rst one is the ML method that trains a statistical model (see De nition 1)
based on a set of training data . Such a data set is also called a  training
data set .

1Some authors use the abbreviation for automated decision-making systems
(e.g., Larus et al.,, 2018; Felzmann et al., 2020). The terms are usually understood to
be interchangeable.

2In case of recommendations, some sources also refer to decision support systems
(DSS; e.g., Tan et al., 2010) or  computerized decision support systems (CDSS; e.g., Liberati
et al., 2017).

31SO/IEC 2382:2015 Information technology — Vocabulary.
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De nition 1 (Machine Learning Method/Procedure/Model)

The terms Machine Learning Method, Procedure, and Model are of-
ten used interchangeably in the literature, but may refer to different

things. To avoid confusion, in this thesis, ML method refers to the 'type'

of Machine Learning (e.g., Support Vector Machine, Arti cial Neural
Network, Decision Tree, etc.). ML procedure refers to the training pro-

cess (e.g., supervised or unsupervised training, stopping criteria, etc.),
whereas ML model refers to the specic result of a Machine Learn-

ing procedure (e.g., a specic Arti cial Neural Network with a given
number of layers and a given number of neurons per layer). A Ma-
chine Learning method is sometimes also referred to as an ' untrained
model ', which might lead to misunderstandings.

Each point in the training data is a vector of parameters that can be
divided into two components: Input information - =(- - - ») and
output information . = (. . . > ). Input information refers to the
parameters that are later to be passed to the resulting statistical model
in order to make decisions based on them, i.e., to produce outputs. To
avoid confusion, the output produced by the model is notated as e
(e € £€.). The usage of this model is the second source code of
such an ADM system (see Figure 2.1). The output information labels the
target output of the decision model (see De nition 2). It is needed in the
training data to nd correlations between the input information and the
target output.

Figure 2.1: ADM systems whose decision structure is derived
from data are based on two different source codes: The rst
code builds a statistical model based on the data and training
modalities. This part is referred to as Machine Learning. The
second code computes a classi cation/score/ranking for new
data based on the statistical model built by the rst code.
Figure based on Figure 3 in Hauer, Krafft, and Zweig, 2023.
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De nition 2 (Input and Output Information)

A data point may be divided into input information -=(- - - 2)
and output information =0 . . > ). To avoid confusion with the
output information produced by a model (also called system output ),
the output information in the data is also called 'label' or target output

The goal of a supervised learning process is to deduce a decision model
based on the correlations between input information and label(s). An
input is also the information that is fed into an ADM system to produce
anoutput €=(€ € €. ) based on the learned model.

How exactly decision rules are derived from data depends on the learn-
ing procedure and the speci c model to be trained. A data set containing
input and output information is called a ground truth  (see De nition 3).

De nition 3 (Ground Truth)

In the context of ML, the term ' ground truth ' refers to a collection of
data that re ects information that is free from errors. 4) Dividing each
data point into three components (input data, output data, and irrele-

vant data) provides the basis for training ML models. Based on the in-

put and output data, the training process builds a structure that, in the

best case, provides the correct output information for each instance

of input information. The combination of input information and the
matching output information assumed to be correct is called ground

truth. The quality of a trained model can be determined based on the
ground truth for a given - by comparing the corresponding . and €.

There are also training processes that do not require output informa-
tion: so-called unsupervised learning .° Such processes aim for a funda-
mentally different goal. While supervised learning tries to nd correlations
between input and output information, unsupervised learning tries to nd
patterns in the data (see Example 1). In this case, the data is not split into
input and output information.

4See ISO/IEC DIS 22989 - Information technology - Arti cial intelligence - Arti cial intel-
ligence concepts and terminology, section 3.2.6.

5See ISO/IEC DIS 22989 - Information technology - Arti cial intelligence - Arti cial intel-
ligence concepts and terminology, section 3.2.23.
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Example 1 (Credit Score Assignment)

Assuming a bank has client information about age, gender, income,
and whether or not a loan has been approved. To evaluate future loan
applications, either a supervised or an unsupervised learning approach
can be used. Finding correlations between age, gender, and income
(as input information) and whether a loan has been approved or not
(as output information) would be a supervised learning task. The re-
sulting model could then be used to automatically evaluate future loan
applications. A possible unsupervised learning task would be to iden-
tify typical types (so-called clusters) of loan applications by analyzing
the input information for similarities. Based on these, loan applica-
tions could be identi ed that, under comparable circumstances, could
be repaid in the past. In this case, all information is used as input
information.

When an ADM system is built on an ML component, it is considered an
Arti cial Intelligence (Al-based) system. This de nition provides a bound-
ary that is usually not disputed. Beyond that, however, many non-ML
systems and concepts are sometimes also classi ed as Al, which results
in different possible approaches to de ning Al (Jiang et al., 2022). For the
rst version of the Harmonised Rules on Atrti cial Intelligence 6 (Al Act),
the European Commission chose a technology-based de nition of Al (see
Al Act, Annex I):

(a) ' Machine learning approaches, including supervised, unsupervised,
and reinforcement learning, using a wide variety of methods includ-
ing deep learning;

(b) Logic- and knowledge-based approaches, including knowledge rep-
resentation, inductive (logic) programming, knowledge bases, infer-
ence and deductive engines, (symbolic) reasoning and expert sys-
tems;

(c) Statistical approaches, Bayesian estimation, search and optimization
methods.

In other de nitions, the underlying technology is less relevant. Instead,
Al is de ned in terms of performance or purposes. John McCarthy, the fa-
ther of the term  Arti cial Intelligence  , said: ' It [Arti cial Intelligence] is the
science and engineering of making intelligent machines, especially intel-
ligent computer programs. It is related to the similar task of using com-
puters to understand human intelligence, but Al does not have to con ne
itself to methods that are biologically observable ' (McCarthy, 2007, p.2).

6 European Commission, Proposal for a Regulation of the European Parliament and of
the Council laying down harmonised rules on arti cial intelligence (Arti cial Intelligence
Act) and amending certain Union legislative acts COM(2021) 206 nal.
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On June 14, 2023, the European Parliament adjusted the de nition of
Al [systems] in the Al Actto' a machine-based system that is designed to
operate with varying levels of autonomy and that can, for explicit or im-
plicit objectives, generate outputs such as predictions, recommendations,
or decisions that in uence physical or virtual environments .7 In all these
cases, expert systems might be considered Al-based systems as well. The
Al Act will be discussed in more detail in Section 6.1.

To avoid confusion, for the remainder of this thesis, the term Al is used
for any kind of Al, while the term data-driven component  (DDC) is used for
any Al based on some sort of ML procedure. The resulting model is then
referred to as data-driven model (DDM) (see De nition 4). As this thesis
focuses on Al-based ADM systems, text-, image-, and sound-generating
Al-based systems (so-called  generative Al ) are not considered explicitly.
They warrant a separate discussion due to their distinct ethical consider-
ations (e.g., media manipulation) and legal implications (e.g., regarding
intellectual property).

Note that even though this work addresses the challenges of making
ADM systems based on a DDC accountable, most of the approaches sug-
gested for tackling these challenges are also applicable to other kinds of
Al-based systems, such as expert systems.

"https://arti cialintelligenceact.eu/wp-content/uploads/2023/08/Al-Mandates-20-Jun
e-2023.pdf, last accessed on September 26, 2023.
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De nition 4 (Data-Driven Component (DDC) and Data-Driven
Model (DDM))

An Al-based ADM system consists of at least one data-driven compo-
nent (DDC) and any number of other software components. A DDC
may be the only component of an Al-based ADM system, in which case
the terms can be used synonymously.

The core of a DDC is a statistical model, also referred to as a
data-driven model (DDM). A DDC may also consist of sub-components

organized in pipelines that include some pre- and post-processing

steps in addition to the trained DDM. A DDC, however, does not
necessarily perform any pre- or post-processing steps. In this case, a

DDM and a DDC are the same.

Figure 2.2: Visualization of the relationship between DDM,
DDC, and Al-based ADM system.

On multiple occasions, this thesis refers to classi ers and classi cation
systems. As representative examples of ML methods that are classi ers,
the basic methods and related terms of Support Vector Machines  and Ar-
ti cial Neural Networks will be explained in Sections 2.1.1 and 2.1.2.

2.1.1 Support Vector Machines

In its simplest form, a Support Vector Machine (SVM) computes a dividing
line that separates training data into two distinct categories, based on
their label (Noble, 2006). This line is used to assign a category for future
data without a label. Therefore, it is called a classi er



2.1. ADM Systems, Machine Learning, and Arti cial Intelligence 17

To compute the classi er, each data point in the training data set is
represented as a point in a Cartesian coordinate system with ? dimen-
sions, where ? 2 N is the number of parameters each data point has. Each
dimension corresponds to one of the ? features to be considered for
categorization (input information). The point is placed on the respective
axis according to the numerical value of the corresponding feature (see
De nition 5). The only feature that is not used for positioning in the co-
ordinate system is the label (output information). Depending on ?, the
classi er is not an actual line but a so-called hyperplane . A hyperplane
is a subspace with one dimension less than the ambient space: For one-
dimensional spaces, a hyperplane is a point, for two-dimensional spaces,
it is a line, for three-dimensional spaces, it is a plane, and so on (Noble,

2006). The following explanations and visualizations refer to an SVM that
considers only two dimensions (i.e., features) for categorization. However,
all concepts can be transferred to an SVM with any number of dimensions.

De nition 5 (Attributes, Features, Parameters, and Variables)

In software programming contexts, the terms 'attributes' and ‘parame-

ters' are clearly de ned. Attributes are variables that denote the state

of an object (e.g., an instance of a class). Parameters are variables
that a function or method expects as input. As the scienti ¢ discussion

of data-driven components usually abstracts from speci c implemen-
tations, input information can be referred to as attributes, parameters,
or variables . In the context of data-driven components, the terms at-
tributes and features are used synonymously. There is a tendency to
use the terms 'attributes' and ‘features' when the focus lies on what
kind of information the variables represent. The term parameters is
used when the focus lies on a more technical level (like the weights of

an Arti cial Neural Network). 8 The term variables can be found in both
situations.

Assume that an ADM system is to be used to decide which candidate
should receive an invitation to a job interview. An SVM is trained, based on
the data of former job applicants who attended a job interview and were
hired or rejected (see Example 2, p. 21). The considered features are years
of experience in the eld of expertise and months without occupation
Plotting the data points into a two-dimensional coordinate system shows
an in nite number of possible classi ers. For example, both lines shown
in Figure 2.3a are equally good, as each poses a perfectly dividing line.
A new data point, however, may result in different categorizations based
on the selected line. To compute an 'optimal’ classi er, there are multiple
approaches based on the shortest distance between the classi er and any
data point, the so-called  margin (Noble, 2006). Optimization for a margin

8See ISO/IEC DIS 22989 - Information technology - Arti cial intelligence - Arti cial intel-
ligence concepts and terminology, section 3.1.28.
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that is as big as possible therefore results in a maximal margin classi er 9
(see Figure 2.3b). The points that are adjacent to the margin and hence
decisive for the determination of the classi er are the eponymous support

vectors (Bishop & Nasrabadi, 2006, Chapter 7).

(a) Possible classi ers on the example data
set that might provide very different future (b) Maximal margin classi er based on the
classi cations. example data set.

Figure 2.3: Example data set containing information about
years of experience, months of occupation, and whether job
applicants got hired or not.

For less clustered data, this option might not be a good choice, as
one outlier can have a signi cant effect on the result (see Figure 2.4a).
One possible solution to this problem is the use of the so-called kernel
trick (Noble, 2006). With this method, the ambient space is extended
by one hypothetical dimension to transform the originally linear classi er
into a non-linear classi er (see Figure 2.4b). How this works can be visual-
ized for two-dimensional examples. Imagine that, instead of cutting a line
through a plane, the red area is pulled up with two ngers like a blanket
(extension by one dimension). Then, a straight plane is cut through this
blanket, which then falls down again. The red area is the cut-out part and
the green area is the remaining part. What was a straight plane as long
as the red part was pulled up is seen as a curve from a two-dimensional
point of view.

In data from real applications, there may be data points that seem to
belong to one group based on their input information, but actually belong
to the other group according to the ground truth. This may, for example,
happen due to wrong assumptions in the ground truth or due to some
unusual occurrences. The reasons do not matter, as an SVM might need
to be able to deal with such a situation as well. The kernel trick might
provide a solution, but it may also happen that the classi er is adapted to
the training data to such an extent that the result is hardly meaningful for
future data points (see Figure 2.5a). This is referred to as overtting (Di-
etterich, 1995).

Another approach is to allow for some misclassi cations (see Figure 2.5b).
In this case, the margin is called a soft margin , which contains at least all
misclassi ed data points, and the classier is a soft margin classier . All
data points that fall within the range of the soft margin are support vec-
tors (Bishop & Nasrabadi, 2006, p. 332).

9 Sometimes also referred to as maximum margin classi er
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(a) Maximal margin classi er based on the
example data set and one additional data (b) Maximal margin classi er based on the
point. extended data set using the kernel trick.

Figure 2.4: SVM results for a linear maximal margin classi er
and a polynomial maximal margin classi er using the kernel
trick on the example data set with an added outlier.

(a) Polynomial maximal margin classi er on (b) Soft margin classier on a less clus-
a less clustered data set that results in over- tered data set provided by Hoffmann et al.,
tting. 2022a.

Figure 2.5: SVM results for a maximal margin classi er using

the kernel trick to provide a polynomial classi cation and a

soft margin classi er without using the kernel trick on a less
clustered data set.

The choice of a kernel and a margin type are important parameters
that need to be set prior to the training process. To distinguish them from
the parameters introduced in De nition 5, p. 17, they are also referred to
as hyperparameters (see De nition 6).
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De nition 6 (Hyperparameter)

In the context of ML, a  hyperparameter is any parameter that is inde-
pendent of the training data and not a result of the training process

(the weights in an Arti cial Neural Network, for example, are consid-

ered (model) parameters but not hyperparameters) (L. Yang & Shami,
2020). In the training process of an SVM, some hyperparameters are

the kernel and the margin. For an Arti cial Neural Network (see Sec-

tion 2.1.2), some hyperparameters are the number of layers, the num-

ber of neurons per layer, the activation function(s), the learning rate,

the number of training iterations before weights are updated (the so-
called batch size ), and the conditions for concluding the training ( stop-
ping criteria ).

There are many more details and sophisticated concepts to improve
the basic idea of SVMs, but for the remainder of this thesis, this level
of detail is suf cient. Bishop and Nasrabadi, 2006 provide a thorough
overview and deeper explanation of the established concepts in the eld.
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Example 2 (Amazon Job Performance Prediction)

In 2018, Reuters reported that Amazon's Al recruiting tool shows
a strong bias against women (Dastin, 2018). The tool expected
anonymized CVs of job applicants and an open (technical) job position
as input and suggested the most promising CVs for that position as
output. However, even though the system had no information about
the applicants' gender, it showed a strong bias against CVs from
women. Subsequent analysis showed that the Al was able to deduce
the gender based on information implying it, like being a member of
a women's chess club. But even stripping the CVs of gender-implying
information did not resolve the problem, as CVs from persons with
different genders did indeed look differently due to the tendency to
use gender-speci ¢ phrases and because the system had mainly been
trained with CVs from men.

The development and application of Al recruiting tools face sev-
eral other challenges. For example, the training process cannot take
into account why a person was not hired. It is neglected whether the
person was rejected by the company because they did not t into the
team, or whether the person withdrew their application because they
had already accepted another offer or did not agree with the salary.
Furthermore, there is a risk that such a system will only recruit people
of the 'same type' over and over again. This potentially leads to an
operational monoculture that is highly specialized for a specic task
but does not provide a broad spectrum of other potentially valuable
skills for current or future needs.

There are also a variety of Al recruiting tools based on informa-
tion other than CVs. Especially critical are those that include facial
expressions and gestures. Inferring characteristic traits or abilities
from phrenologic or physiognomic information is generally considered
to be pseudoscience (Stark & Hutson, 2021).

Usually, Al recruiting tools (including Amazon's) are only used as
recommendation systems. The nal decision lies with a human being
who can react to these challenges. Nevertheless, it can be assumed
that such a recommendation system has at least a slight in uence on
the nal decision. After all, a human person must take responsibility
for a decision that contradicts the recommendation of the machine. If
the recommendation is followed, machine failure can still be blamed
for the cause of undesired consequences.
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2.1.2 Arti cial Neural Networks

Arti cial Neural Networks (ANNSs) are an approach to simulate an abstract
idea of the structure and function of the brain. They are modeled as di-
rected graphs consisting of nodes and edges. The nodes represent the
neurons of the network, the edges represent the connections between
them. The edges have weights to amplify or dampen the information
transported from one neuron to the next. They represent information on
whether the receiving neuron is stimulated — in the context of ANNs, this
is referred to activation — and how strong this stimulation is (Rosenblatt,
1958).

ANNSs are organized into three types of layers: an input layer, any static
number of hidden layers, and an output layer. Each layer again consists
of any static number of neurons. In the simplest form of an ANN, each
neuron of a layer is connected with each neuron of the next layer (see
Figure 2.6). Such networks are called feed-forward networks  (Sazli, 2006).
If there is no hidden layer, i.e., if the network only consists of an input
layer and an output layer, the network is called a single-layer perceptron
If there is at least one hidden layer, it is called a multi-layer perceptron

Figure 2.6: Multi-layer perceptron with two hidden layers
each consisting of four neurons. It receives inputs with three
parameters and outputs two values.

In feed-forward networks, incoming information * is multiplied by the
weighting factor « of the edge transporting the information. In this way,
each neuron receives one value for each neuron in the previous layer.

The sum g of these values is normalized by a so-called activation func-
tion (Abraham, 2005). Simple activation functions output if g and
(or )if g . More sophisticated activation functions output a range

between (or yand , for example, sigmoid  1° functions (Sharma et al.,
2017). The value resulting from the activation function represents how
much a neuron is activated and also represents the output of a neuron

10 s-shaped functions, such as the hyperbolic tangent function: tanh(
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&. This output is propagated to the next layer of neurons to be received

as input ‘. The neurons on the input layer receive the parameter values

of an input vector and feed them into the network. There needs to be

one neuron on the input layer for each parameter to be processed. The

output produced by neurons on the output layer is also the actual output

of the ANN. Depending on the last activation function, the outputs & can
be values &2 N —in this case, the model would be called a Classier (see
Section 2.1.1) — or values &2 R - in this case, the model would be called a
Scorer (see De nition 7).

De nition 7 (Classi er and Scorer)

If the output of an ML model is a value & 2 N that corresponds to a
category, it is called a classier. If the output is a value & 2 R that,
for example, corresponds to a level of certainty, it is called a scorer.
However, thresholds can be de ned to transform the score that results

from an ML model into categories, which allows using a scorer as a
classi er. Also, there can be one output neuron per category. Then

the scores can be interpreted as the probability of the input informa-

tion belonging to any of the prede ned categories. Such an approach

allows for multi-label categorization.

Figure 2.7: Schematic overview of the 289 neuron in a layer
that receives > inputs from the previous layer in a multi-layer
perceptron. Visualization based on Jain et al., 1996, p.34.

Initially, all weights  « in the network are chosen randomly. During
training, the weights are adjusted iteratively to produce better results.

The most popular training method for ANNSs is called gradient descent
for which multiple variations exist (Ruder, 2016). The variation explained
in the following is called stochastic gradient descent . For a given set of

input vectors - with respective output vectors . that are considered to
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be correct, the following steps are repeated for multiple training iterations
(e.g., once per data point):

1. Compute the output vector based on one input vector (feed forward).

2. Compute the error 6 as the difference between the target output J
and the system output  &.

3. Compute local gradients, starting at the output layer of the network.

4. Adjust the weights of each edge based on the output value of the
respective source and the local gradient of the respective target.

As this process iteratively propagates the errors from the last layer
back to the rst layer, it is also called backpropagation (Abraham, 2005).
In the following, these steps will be explained in detail based on Figure 2.8.

Figure 2.8: Previously introduced multi-layer perceptron, in-
cluding relevant variables for the backpropagation algorithm.

The rst step is the already explained computation of an output vector,
based on the input vector of the data point. Next, the errors are computed
as the difference between the target outputs and the system outputs 6=
J & (see Equations 2.1 and 2.2).

6 =J & (2.1)
6 =J & (2.2)
These errors are used to compute the local gradients j of the output

layer neurons by inserting the respective sum result during the feed for-
ward process ¢ into the respective derived activation function and multi-
plying the result by the error 6 (see Equations 2.3 and 2.4). This computa-
tion is repeated iteratively for each layer by using the sum of all gradients

j of the neurons in the next layer multiplied by the respective weights

of the connecting edges + as the error for the current computation (see
Equations 2.5 and 2.6).
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i =6 g ) (2.3)

j =6 3% ) (2.4)
€X S

o= c o2 g ) (2.5)
€X S

o= c o2 g ) (2.6)

where ? refers to the target neuron of an edge.

Finally, each weight is adjusted by adding the product of the output
value of the respective source node during feed forward and the local
gradient of the respective target (see Equations 2.7 and 2.8).

me .-» :j-? &. > (27)

® e>?2 new = ® +>? od T M .57 (2.8)

where < refers to the layer of the neuron or the layer of the source neuron
of an edge and > refers to the source neuron of an edge.

To prevent the stochastic gradient descent approach from resulting in
overcorrection, me .-, is usually additionally multiplied with a learning
rate m which is either reduced by the number of training iterations per-
formed or scales with the current error values.

There are various possible conditions for concluding the training, so-
called stopping criteria , such as a set number of training iterations, using
all training data a set number of times, or getting an error lower than a set
value for a set number of feed forward iterations (Prechelt, 1998, p. 763).
Summed up, the necessary hyperparameters to set for an ANN are the
number of layers, the number of neurons per layer, the activation func-
tion(s), the learning rate, the number of training iterations before weights
are updated (the so-called batch size , Abraham, 2005, and the stopping
criteria .

2.2 Trustworthiness and Accountability

It seems obvious that the abstract concepts of trustworthiness and ac-
countability are somehow related to each other, but it is challenging to

grasp that relationship. To get there, the term trust needs to be de-
ned rst of all. While there are various de nitions and theories revolv-

ing around that term, the following elaborations are based on the review

about trust provided by Kaminski, 2017 (Section 2.2.1). Section 2.2.2 ex-

plains the term  accountability and bridges the gap to the term trustwor-
thiness.
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2.2.1 Trustworthiness

There are many models of trust that imply very different understandings
of the concept. Kaminski, 2017 deals extensively with different philoso-
phies of trust and categorizes them into multiple, mutually exclusive types
of understanding of trust. It is not clear what understanding of trust un-
derlies the European goal of trustworthy Al. However, the focus of the Al
Act on conformity assessments suggests an understanding of trust that
Kaminsky refers to as 'trust as a decision' (Kaminski, 2017). Within this
understanding of trust, a distinction can be made between (at least) two
perspectives:

The rst perspective is an evidential view of trust: 'l trust in a system
because there is evidence that it has the properties that are important
for me'; for example, it performs suf ciently well in terms of test results
regarding its reliability. This perspective requires trusting the provided evi-
dences, which again requires evidences whose source is trustworthy. This
recursive con ict cannot be solved by the evidential view alone (Lahno,
2002, p. 177).

The second perspective is an assurance view of trust: 'l trust a system
because a person is suf ciently con dent that it is "good" enough for them
to agree to be accountable for it'. This person does not want to face any
personal or legal consequences; therefore, they ensure that the system
lives up to its expectations. So this s rather trust in an actor and the
process behind it than trust in the actual system (Moran, 2006, Section
Assertion as Assurance ).

2.2.2 Accountability

The demand for more accountability in ADM systems is encountered fre-
guently. On the one hand, there are several mentions in current regulatory
proposals and laws. For example, Art. 17 para. 1 lit. m Al Act (proposal)
demands: ' Providers of high-risk Al systems shall put a quality manage-
ment system in place that ensures compliance with this Regulation. That
system shall be documented in a systematic and orderly manner in the
form of written policies, procedures and instructions, and shall include at
least the following aspects: [...] (m) an accountability framework setting

out the responsibilities of the management and other staff with regard to

all aspects listed in this paragraph ' (European Commission, 2021). The
ethics guidelines for trustworthy Al provided by the HLEG-AI list account-
ability as one of seven key requirements for trustworthy Al (High-Level
Expert Group on Al, 2019a). They state that accountability requires au-
ditability, minimization and reporting of negative impact, trade-offs, and
redress. Besides, the HLEG-AI states that ' [the requirement of account-
ability] necessitates that mechanisms be put in place to ensure responsi-

bility and accountability for Al systems and their outcomes, both before

and after their development, deployment and use ". Art. 5 para. 2 GDPR

11 European General Data Protection Regulation.

11
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states that ' The controller shall be responsible for, and be able to demon-
strate compliance with, paragraph 1 (‘accountability’) 112

At the same time, a lot of technical standards refer to accountability.
Various ISO standards, such as ISO/IEC 2382:2015 13, ISO/IEC TR 24028:2020 4,
and ISO 25010 1° de ne accountability as a property that ensures that the
actions of an entity may be traced uniquely to that entity . 1SO 26000 16,
however, de nes accountability as a ' state of being answerable for deci-
sions and activities to the organization's governing bodies, legal authori-
ties and, more broadly, its stakeholders "

The IEEE Global Initiative on Ethics of Autonomous and Intelligent Sys-
tems (A/IS) lists accountability as a goal, saying 'A/IS should be adopted in
a legal system only if all those engaged in their design, development, pro-
curement, deployment, operation, and validation of effectiveness main-
tain clear and transparent lines of responsibility for their outcomes and
are open to inquiries as may be appropriate’ 1,

According to IEEE Std. 7000 '8 Annex F, the main difference between
responsibility and accountability is that someone who is responsible has
to face legal sanctions that may follow.

Most of these demands for accountability explain only very vaguely what

is actually to be achieved. Sometimes, there is no distinction between
accountability and responsibility. This can easily be attributed to the num-

ber of de nitions in the eld of accountability theory, which differ from

each other in detail (see, e.g., Kacianka et al., 2017, p. 9; Kohli et al.,
2018, or Ibrahim et al., 2021). Recent scienti ¢ work on Al often refers

to the accountability explanations provided by Maranke Wieringa, who

maps the de nition provided by Mark Bovens specically to the eld of

Al (Wieringa, 2020). Bovens' de nition says: Accountability is ' a relation-
ship between an actor and a forum, in which the actor has an obligation to
explain and to justify his or her conduct, the forum can pose questions and

pass judgment, and the actor may face consequences '19 (Bovens, 2007, p.
452). Mulgan, 2000 elaborate on the development of the meaning of the

term 'accountability’ over the course of time. The 'core sense' of account-

ability they explain matches the de nition of Bovens. Wieringa points out

12 Art. 5 para. 1 GDPR demands lawfulness, fairness, transparency, purpose limitation,
data minimisation, accuracy, storage limitation, integrity and con dentiality of personal
data.

13 |nformation technology - Vocabulary.

14 |nformation technology — Atrti cial intelligence — Overview of trustworthiness in arti-
cial intelligence.

15 systems and software engineering — Systems and software Quality Requirements and
Evaluation (SQuaRE) - System and software quality models.

16 Guidance on social responsibility.

17 https://standards.ieee.org/content/dam/ieee- standards/standards/web/documents/oth
er/eadle_law.pdf, last accessed on May 03, 2023.

18 |EEE Standard Model Process for Addressing Ethical Concerns during System Design.

19 Note that this de nition is consistent with IEEE Std. 7000, as it does not necessar-
ily speak of legal consequences. At the same time, it does, for example, contradict the
de nition provided by Ibrahim et al., 2021, p. 2. They de ne accountability ' as a prop-
erty of a system that helps to identify the causes of (unwanted) events related to a quality
attribute. The process of enabling accountability entails developing system's (forensic) ca-
pabilities in identifying miss-behaving parties responsible for speci ¢ violations ". Neither
Bovens nor Wieringa limit accountability to ‘'unwanted events'. There are more contradic-
tions in the details of their respective elaborations.
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that in the context of Al development, several actors as well as several
forums with different responsibilities and interests might be relevant in
different phases of the software development process.

At this point, the connection to the assurance view of trust as a decision
becomes clear. A system is considered the more trustworthy the more the
individual forums can rely on the accountable actors facing consequences
should they arrive at a negative judgment. The process of posing ques-
tions and passing judgment, in turn, is reminiscent of the evidential view
of trust. Depending on their respective authority and competence, the
forums can examine a system to see whether it has the properties that
are relevant to them. The results of these examinations constitute the
evidences. The evidences can also be provided vicariously by other fo-
rums, for example, those that have more authority or competence than
oneself (e.g., NGOs, technical experts, legal bodies, certi cation bodies,
etc.). Appraising the trustworthiness of these other forums is particularly
important, so evidential view and assurance view come into play at the
same time.

For the remainder of this thesis, accountability is understood as explained
by Bovens and Wieringa (see De nition 8).

De nition 8 (Accountability)

According to Bovens, 2007, accountability is a relationship between an
actor and a forum, in which the actor has an obligation to explain and
justify their conduct. The forum can pose questions and pass judg-
ment, and the actor may face consequences.

Figure 2.9: Visualization of the accountability process ac-
cording to Bovens, 2007, p. 450.
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2.3 Bias, Discrimination, and Fairness

Outside of expert groups, ADM systems are often associated with more ob-
jectivity and are therefore supposed to be less discriminatory  than human
decision makers. The idea behind this seems plausible. Human decisions

are prone to various biases (Hilbert, 2012) and can be in uenced by exter-

nal factors (e.g., Eren and Mocan, 2018 20), Awareness of such in uences
may help to make less subjective decisions, but cannot prevent them al-
together. ADM systems, on the other hand, base their decisions solely on

the given (input) information and their decision structure. At this point,
however, it is often not taken into account that the decision structure was

also chosen by humans and can thus incorporate bias in a roundabout
way. In ADM systems that build their decision structure based on training

data (ADM systems based on an ML component), there is human subjec-

tivity in the generation and selection of the data on which the system is
trained.

Therefore, it can be inferred that ADM systems are also unavoidably
biased. Still, there is evidence that at least sometimes, they can also
be less biased than human decision makers, despite the fact that their
decision-making structure is shaped by human decisions (e.g., Gates et
al., 2002; Kleinberg et al., 2018).

In addition, a system trained on historical data is able to make the bias
in the data visible to everyone, which can be used as a basis for taking
action against it. Nevertheless, different people also make judgments with
different biases that might cancel each other out, at least to some extent.

An Al-based system can be used for a large number of people and apply
the same bias over all of them.

In order to implement measures against these risks, the basic terms
bias, discrimination , and fairness need to be clearly understood. Unfor-
tunately, the underlying concepts are understood differently across disci-
plines and sometimes even within disciplines. To avoid misunderstandings
in the remainder of this thesis, these terms are introduced below.

2.3.1 Bias

There are many ways to de ne bias; it has no universal de nition within

the scienti c community (e.g., Delgado-Rodriguez and Llorca, 2004; Ntoutsi

et al., 2020; Steineck and Ahlbom, 1992). In general, the term is used

to denote a deviation from a standard (Danks & London, 2017). In the
context of ADM systems, it is usually a statistical standard that is being
discussed, so the term bias is used in this thesis to refer to statistical bias.

By this de nition, a bias can also be an actual but skewed distribution. In
debates about discrimination risks and fairness, bias is often understood

20Eren and Mocan, 2018 show that judges in Louisiana who got their undergraduate
degrees at Louisiana State University (LSU) made stricter judgments in the days after the
LSU football team suffered a loss.
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more speci cally as a deviation that does not represent the actual or de-
sired distribution and is therefore seen as unfair to a particular person or
group (Angwin et al., 2016; Datta et al., 2015; O'Neil, 2016).

In a supervised learning approach, the goal is to nd a statistical corre-
lation between input information and a label, which can also be considered
as intentionally preserving and replicating the bias in the data towards
that label (Danks & London, 2017).

If an ADM system is to be used to decide, for example, which candidate
should receive an invitation to a job interview, feedback about the atten-
dees' background (e.g., school grades, work experience, employer refer-
ences, etc.) is used to automatically estimate their future performance
(see Example 2, p. 21). Decisions based on such information are biased
toward some type of competence attestation. This bias is thus intentional,
socially desired, and accepted.

2.3.2 Discrimination

There is a range of attributes according to which a society explicitly does

not want biased decisions. These attributes are called protected , or sensi-
tive , attributes.  Discrimination refers to an unjusti ed unequal treatment
of individuals on account of protected attributes (Romei & Ruggieri, 2014).
Which attributes are considered protected in a society depends on the re-
spective culture or legislation. Whether a judgment is considered unjus-

tied depends on the respective context. While treating job applicants
differently based on their gender would be considered illegal, at least in
Western societies, it may be ne to restrict entry to a privately owned
shop, for example, to women only. 21 There are even cases in which dif-
ferentiation by gender is useful or even necessary due to physiological
differences, for example, in the context of medication.

Table 2.1 lists some examples of German laws and European directives
that deal, among other things, with discrimination, and shows which at-
tributes are affected in each case.

In this context, the difference between supervised and unsupervised
learning becomes important. If a protected parameter is explicitly taken
into account in the decision-making structure of an ADM system (direct
discrimination), this can constitute legal evidence of discrimination. If,

21 gee, for example, Jasper von Altenbockum, NRW verliert seinen letzten Frauenbuch-
laden , December 17, 2011, Borsenblatt article, https://archive.ph/20120804175647/http:
/lwww.boersenblatt.net/466556/#selection-743.0-743.3, last accessed on June 20, 2023.

22Basic Law (‘Grundgesetz' in German). The general principle of equality (Art. 3 No.
1 BL) requires the legislator to treat substantially equal things equally and substantially
unequal things unequally in accordance with their nature (Order of June 28, 2022 - 2
BvL 9/14, Reason C.ll.1.a) (68)). This principle applies beyond the explicitly mentioned
attributes.

23 General Act on Equal Treatment (‘Allgemeines Gleichbehandlungsgesetz' in German).

24 General Data Protection Regulation.

25 European Charta of Fundamental Rights.

26 From a biological point of view, there are no human 'races' (Templeton, 1998). In
2020, the German Parliament held a debate about replacing this term in German legisla-
tive texts (Deutscher Bundestag, 2020). However, due to disagreement over the most
appropriate alternative wording, a decision was postponed inde nitely.

27 According to Art. 9, §3 BL.
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Table 2.1: Protected attributes based on various German
laws and European directives, according to K. A. Zweig et al.,
2021, p. 240 who extend Orwat, 2019, p. 25.
Feature Art. 3 8§81 Art. 9 Art. 21 EU
BL??2 GAET?® GDPR?* FR Charta 2°
Ethnicity / race 2° ! ! ! !
Country of origin ! % % %
Gender ! ! % !
Language ! % % %
Political attitude ! % ! !
Religion ! ! ! !
Disability ! ! % !
Age % ! % !
Union membership | 2 % ! !
Genetic traits and health condition ! % ! !
Physical characteristics % % ! !
Sexual orientation % ! ! !

however, the decision-making structure has been trained in an unsuper-
vised way, it might not be possible to see or understand which specic
parameters are taken into account. This means that such systems can po-
tentially escape legal action, despite discriminatory behavior (Haag, 2022,

p. 133).

To differentiate between protected and unprotected parameters of an

- ») are considered to denote the unprotected
») the protected attributes, which means

») (see De nition 9).

input vector - ,- =(-
attributes and =(

(- )=~ -
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De nition 9 (Input and Output Information — Extension of De -
nition 2, p. 13)

A data point may be divided into input information

- =(- - - 9 2) and output information
=0 . . >). To avoid confusion with the output informa-
tion produced by a model, the output information in the data is also
called a label. 22 The goal of a supervised learning process is to deduce

a decision model based on the correlations between input information

and label(s).

The input information of a data point may be further divided into

protected information =( ») and unprotected information
- =(- - - »). If the input vector does not contain any protected
information, - equals - .

An input is also the information that is fed into an ADM system
to produce an output €=(€ € €. ) based on the learned model.

If no protected attributes are available, it seems reasonable to assume
that an algorithm cannot take them into account. However, discrimina-
tion can hide behind unprotected, seemingly acceptable, parameters, so-
called proxy variables (indirect discrimination). Such proxy variables (see
De nition 10) have sometimes led to social problems or even scandals in
the past (see Example 3), so a static (and especially the current) list of
protected attributes may no longer be suf cient. Also, in order to test for
discriminatory bias, it is necessary for information about these protected
attributes to be collected; otherwise, it is impossible to check their in u-
ence on a decision (Hoffmann et al., 2022a; Zliobait e & Custers, 2016).

De nition 10 (Proxy Variable)

A proxy variable is an explicitly specied variable that implicitly pro-
vides information about another, not explicitly specied variable be-
cause of some sort of underlying correlation (Wickens, 1972). For ex-
ample, shoe size is a proxy variable for gender. Even if the gender is
not explicitly speci ed, the shoe size can be used to infer the gender
with some degree of certainty.
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Example 3 (Admission Post-Bac)

The French ADM system for assigning university places, APB (Admis-
sion Post-Baccalaureat), took the current residence of prospective stu-
dents into account via their zip code. For overloaded courses, the al-
gorithm rst prioritized those applicants who had graduated from the
same school district; personal preferences were prioritized second. =)
The primary selection by place of residence meant that students from
Paris had higher chances of being able to study at one of the presti-
gious universities in and around Paris. In contrast, students from ru-
ral regions had to put up with considerable disadvantages (Frouillou,
2016). Since housing in the area around Paris is generally much more
expensive than in more rural regions, the place of residence is a proxy
for nancial status in this case.

For the remainder of this thesis, discrimination refers to a bias toward
any legally protected attribute in a given context, even if it is only by

proxy.

2.3.3 Fairness

Notably, anti-discrimination laws do not de ne precise measures that should
govern ADM systems. This is because jurisprudence is (at least in most
cases) based on an assessment of individual cases. It is a process in the
course of which a human being can take all relevant factors into account,
weigh them, and decide whether some sort of unequal treatment is to be
considered unjusti ed

However, due to the increasing use of ADM systems, decisions are
made about countless people within a short period of time. In this pro-
cess, discriminatory behavior is often subtle and hardly recognizable. This
makes it necessary to support the detection of discriminatory behavior
or even prove it by calculating values that somehow operationalize the
extent of discrimination (Wachter et al., 2021, p. 5). To evaluate the ex-
tent to which an ADM system is (un)biased or (non-)discriminatory toward
certain groups of people, so-called fairness measures can be computed.

The meaning of the term fairness in the context of ADM systems is
highly controversial. Fairness as an ethical principle is often abstract and
expresses an idea of justice that is not legally regulated (Velasquez et
al., 1990). It might address a broad eld of subtopics, such as (non-
)discrimination, accessibility, coherence, inclusion, integration, diversity,
revisability, and many more. Potentially, everyone has their own idea of

29 According to an article in Le Monde: Admission post-bac, I'algorithme révélateur des
failles de l'université , by Séverin Graveleau (June 01, 2016), https://www.lemonde.fr/cam
pus/article/2016/06/01/admission-post-bac-I-algorithme-revelateur-des-failles-de-I-unive
rsite_4929949 4401467.html, last accessed on March 15, 2023.
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what fairness means, especially in the context of a specic application

(see Section 4.2). In the eld of computer science, fairness usually refers

to the effort to measure the extent of discrimination by an algorithmic

system inversely (i.e., the 'non-discrimination’). 30 This is the foundation
of the term fairness measure . The de nition of fairness has developed

in computer science parallel to an ethical-philosophical understanding.

Thus, this understanding of fairness does not cover all aspects of fairness

as an ethical principle. Fairness measures can be divided into group fair-
ness measures , individual fairness measures , and counterfactual fairness
which can be argued to belong to any of the two groups.

2.3.3.1 Group Fairness Measures

Group fairness measures (also called distributive fairness measures ) re-
quire two sensitive groups to be treated equally or similarly. What 'equal

or similar treatment’ means, however, can be expressed in different ways.

One option is to de ne a quality measure and require similar values of that

measure for both sensitive groups (see De nition 11). Quality measures
evaluate the prediction quality of a decision-making system based on the
confusion matrix (see De nition 12).

De nition 11 (Quality and Fairness Measures)

Quality measures evaluate the number and severity of wrong classi-
cations or wrong scoring/ranking results. Fairness measures assess
whether certain groups of people are more often affected by errors

than others (which, for example, can be computed based on qual-

ity measures) or whether the system's output distribution with regard

to subgroups compared to each other is imbalanced (Verma & Rubin,

2018).

30 The HLEG-AI refers to this understanding as substantial fairness , as opposed to pro-
cedural fairness, which ' entails the ability to contest and seek effective redress against
decisions made by Al-based systems and by the humans operating them , (High-Level

Expert Group on Al, 2019a, pp. 12-13).
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De nition 12 (Confusion Matrix)

The confusion matrix is a table used to evaluate the quality of a
decision-making system. It contains four entries: the numbers of true
positives (TP), false positives (FP), true negatives (TN), and false neg-
atives (FN) (see Figure 2.10). These entries can be retrieved from a
ground truth (see De nition 3, p. 13). The values in the matrix can be
used to compute various quality measures (see Table 2.2).

Figure 2.10: %is the overall number of positive instances
(0% + # ). # is the overall number of negative instances
(% + )# ). %%s the overall number of instances classi-
ed as positive ( )% + %). %# is the overall number of
instances classi ed as negative( # +)#).

Various group fairness measures are based on such quality measures,
as shown in Table 2.3. This list shows only some of the most common
fairness measures based on quality measures (Tharwat, 2020, pp. 170-
173). It is relatively easy to construct new fairness measures based on
the comparison of quality measures between two subgroups. It is not
even necessary for the quality measurement to be based on a quality
measure resulting from the confusion matrix. One could also compare how
often people from different subgroups complain about their assessment or
how long it takes to process information from people from different sub-
groups. Furthermore, both quality and group fairness measures can take
special circumstances into account. For example, it is not always useful
to compare two complete subgroups (e.g., men and women applying to a
company). Rather, it may be more useful to limit the comparisons by con-
ditions (e.g., only applications for entry-level jobs and only applications for
manager positions, each separately). In this way, more subtle questions
can also be examined in the context of fairness. For example, it could
be examined whether single mothers with an academic degree who are
younger than 30 years are at a disadvantage compared to married moth-
ers with an academic degree who are younger than 30 years, at least if
the necessary information is available. In any case, it is important that the
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Table 2.2: Common quality measures based on the confusion
matrix listed by Tharwat, 2020, pp. 170-173.

Quality measure Formula
Accuracy (ACC) W;Z"%
True positive rate (TPR), Recall or sensitivity )%)+°#
True negative rate (TNR) or specity )#)%%
False positive rate (FPR) or fall-out %
False negative rate (FNR) or miss rate #%)%
Positive predictive value (PPV) or precision )O/ZJri%
False discovery rate (FDR) %i—/")%
Negative predictive value (NPV) )#)f 7
False omission rate (FOR) #ffw

Matthews correlation coef cient (MCC) P )6 )it % ¥

P 0%+ %)%+ # ) + %)O)F + #)

chosen quality measure be meaningful in the context of the fairness as-
sessment (see Example 4, p. 38). In addition, the chosen quality measure
may need to deal with unbalanced data. Unbalanced data are data sets in
which one subset is signi cantly larger than the other. Many measures are
unsuitable for use on unbalanced data sets because they implicitly weigh
the consideration of subgroups by their size (e.g., accuracy). There ex-
ist measures that are explicitly designed for use on unbalanced data sets
(e.g., MCC, Chicco and Jurman, 2020).

There is also at least one group fairness measure that is not based
on equal quality measure values but only on the output distribution of a
system; this is statistical parity  (Dwork et al., 2012). It requires that the
probability of assigning a data point to the positive class and the prob-
ability of assigning a data point to the negative class be the same for
each sensitive group, independent of any ground truth. The measure is
also referred to as independence , as it requires a decision independent
of sensitive values. However, the term can easily be confused with the
statistical independence of values.
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Table 2.3: Common fairness measures based on quality mea-

sures. Some measures have been introduced in multiple sci-

enti ¢ disciplines, so they have multiple names and differ-

ent formalizations that are, in part, dif cult to map to qual-

ity measures. The mapping of each fairness measure is ex-
plained by Haeri Amir et al., 2023.

Fairness measure Requires equality of References

Overall accuracy equality ACC Berk et al., 2021
Separation Hardt et al., 2016
Conditional procedure accuracy TPR and FPR Barocas et al., 2017
Equalized odds Berk et al., 2021
Equal opportunity TPR Barocas et al., 2017
Error rate balance FPR and FNR Chouldechova, 2017
Suf ciency PPV and FOR Barocas et al., 2017

Conditional use accuracy PPV and NPV Berk et al., 2021
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Example 4 (COMPAS)

The Correctional Offender Management Pro ling for Alternative Sanc-
tions (COMPAS) system, developed by Northpointe Inc. (now Equivant),
rates criminals on a scale of 1-10 (called percentiles), with a high score
representing a high risk of re-offending. This information is presented
to judges to help them determine a sentence and whether it should
be suspended (EPIC, 2020). The development of such systems was
requested by the American Civil Liberties Union (ACLU), among others,
in 2011 to reduce the consequences of human bias in the justice
system (Chettiar & Gupta, 2011, p. 9), as the imprisonment rate of
black Americans is around ve times that of white Americans (Nellis,
2021). In 2019, however, the same organization (and many others)
spoke out against the use of such systems, as some analyses have
shown that such systems perpetuate and even reinforce existing
patterns of discrimination (Leadership Conference on Civil and Human
Rights, 2018).

To prove that the system does not discriminate against black people,
Northpointe tested whether the ratio of recidivists to all criminals

within a percentile is approximately the same for different ethnicities.

This is a special form of statistical parity, which they call predictive
parity (Dieterich et al., 2016). In this test, they could not nd any
discrimination.

Angwin et al., 2016, on the other hand, computed the fairness of
the COMPAS system based on the quality measures FDR and FOR
between white and black people, with the result that the assessment
of black people had a signi cantly higher FDR and the assessment
of white people a signi cantly higher FOR. For COMPAS, a high FDR
indicates that among the people who are classi ed in the high-risk
category, a proportionately large number are wrongly given this
rating. A high FOR, on the other hand, means that among the people
who are classied in the low-risk category, a proportionately large
number are wrongly given this rating (see Table 2.2). So there are
errors in both directions, but the errors are disadvantageous for black
people and advantageous for white people. This result supports the
assumption that COMPAS is a discriminatory system. At least as of
2020, COMPAS was still used in ve U.S. states (EPIC, 2020).

2.3.3.2 Individual Fairness Measures

Individual fairness measures require similar individuals to be treated sim-
ilarly (Dwork et al., 2012). The similarity needs to be computed based
on some sort of distance measurement . It might be necessary to for-
mulate two distance measurements, one for measuring the similarity of
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system outputs e and one for measuring the similarity of system inputs
Formalized, individual fairness means ¢(&(- g €(-))) (&),

where €(- ¢ is the system output € for the system input - of individual &

The more attributes are considered to compute a decision, the more dif -

cult it is to de ne a proper distance measurement. Consider multiple data

instances that are similar in one half of their attributes but distinct in the

other. Whether the system output for all of these instances is supposed

to be equally distant or not cannot be answered in general terms. The

decision for a speci ¢ distance measure might be very subjective. As the

computation is not based on any ground truth, individual fairness  does not

require any information about the target output . or the confusion matrix.

2.3.3.3 Mediating Between Group Fairness and Individual Fair-
ness

The scienti c literature refers to more than 30 fairness measures and a
great number of variations of them, which can be combined in differ-
ent ways. Fullling all fairness measures equally is only possible in con-
structed examples because a large number of fairness measures contra-
dict each other in their aims (Berk et al., 2021, p.17). The more complex
the fairness measures being compared, the more dif cult it is to identify

conicts (see, for example, Barocas et al., 2017, Chapter 3, for some rel-

atively simple conicts between group fairness measures  and Dwork et
al., 2012, for the general con ict between individual fairness and group
fairness ).

In Haeri Amir et al., 2023, we propose a novel approach to address the
conict between group and individual fairness . As already stated, condi-
tions can be formulated to take into account only very speci ¢ subgroups.

By dividing groups into smaller ones based on carefully selected condi-
tions, and comparing the equality of the quality measure, it is possible to

go from group fairness to individual fairness step-by-step, introducing a
hierarchical perspective on fairness (see Figure 2.11).

Finding an appropriate de nition of similarity for individual fairness  of-
ten poses a problem, as such decisions are nearly always subjective. An
alternative approach is to de ne conditions that split the data into ne-
grained subgroups in which very high fairness measure results should be
expected (Haeri Amir et al., 2023). It may not always be possible to nd
such specic (and reasonable) conditions which result in only separate
individuals remaining in the dataset. But this is not necessary to satisfy
the statement of individual fairness measures: 'How similarly are similar
individuals treated'.

Suppose that for a job-hiring system, the appropriate de nition of fair-
ness is the equality of accuracy for different groups, and gender is the
only protected attribute to worry about. This means that the prediction
accuracy for all men and all women is compared, with the de nition of
fairness at the top of the hierarchy. The results of the groups are com-
pared independent of the individual traits (see Figure 2.11a).

If the same de nition of group equality is applied to smaller sub-groups
of men and women - for example, for those with at least ve years of
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Figure 2.11: At the highest level, group fairness measures require equal-
ity of quality with respect to only two groups de ned by the protected
attribute. The middle level considers fairness measures computed based
on subsets that are similar to each other and their equivalents with a dif-
ferent protected attribute, respectively. With increasing granularity, the
subsets become smaller, up to the point where only a few individuals are
compared with each other. This represents the lowest level in the hierar-
chy.

practical experience and evidence of speci ¢ expertise — it is considered a
conditional group fairness measure (see Figure 2.11b).

The more conditions are applied that further reduce the number of
people per group, the more the perspective shifts from group fairness to
individual fairness  (see Figure 2.11c).

Providing fairness results at different levels of the proposed hierarchy
may provide a more complete picture of the fairness of a system. How-
ever, the idea only addresses the trade-off between group and individual
fairness . Other conicts remain and should be addressed based on the
particular notions of fairness implemented through a measure.

A selection of conditions might also be tailored to the data set to inten-
tionally hide bias in the system. Therefore, there should always be proper
justi cation for the selection of conditions provided, together with the re-
sulting fairness values. Such justi cation could be provided by so-called
Assurance Cases , which will be thoroughly discussed in Section 4.2. Op-
timally, access to the system is provided to allow experimentation with
other conditions in case of doubt, as described in Chapter 3.

The suggested approach for a hierarchical perspective of fairness may
be susceptible to  Simpson's Paradox Simpson, 1951 (see De nition 13).
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De nition 13 (Simpson's Paradox)

Simpson's Paradox refers to the phenomenon that subgroups show a
trend in results that disappears or even reverses when all subgroups
are considered together or vice versa (Pearl et al., 2000). It can occur
when a parameter can have both positive and negative effects on a
result or when it is a confounding parameter. The paradox can be
resolved by removing confounding and causal parameters, but the lack

of knowledge about what these parameters are is one of the reasons
for using ML approaches in the rst place.

Following this general framework, all group fairness measures described
in Table 2.3 can be used to assess the fairness of a system at different lev-
els of granularity.

2.3.3.4 Counterfactual Fairness

A system satises  counterfactual fairness if the system output € is the
same for any system input and its respective counterfactual . The counter-
factual of an input is an identical twin that differs in only one attribute (Pearl

et al., 2009, p. 120); in the context of fairness evaluations, a sensitive at-

tribute:

L(e=2&j- =" =g)=,L(f=¢&j- =" = h) (2.9)

This means that counterfactual fairness  is based on the individual com-
parison of pairs of data points and can thus be considered a special form
of individual fairness

A different notion of  counterfactual fairness tries to respect the in-
uence of a changing sensitive attribute on correlating insensitive at-
tributes (Kusner et al., 2017). In this case, counterfactual fairness  cannot
be understood as a special form of individual fairness  anymore. In Hauer,
Kevekordes, and Haeri, 2021, we provide an easy-to-understand expla-
nation of this kind of  counterfactual fairness and further literature refer-
ences.

2.3.3.5 Further Challenges Regarding Fairness Measures

Independent of the chosen fairness measure, there is always the question
of whether the measure is calculated using real data, arti cially generated

data, or real but carefully selected data. Here, too, a meaningful decision
must be made. If a fairness measure is calculated using real data, a state-
ment is made about how fair the system is in real use, and whether it
can compensate for any unfairness that may already exist in the input. In
the case of arti cial or selected data, which, for example, correspond to
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a normal distribution with regard to selected parameters, the fairness of
the decision-making structure itself is assessed. However, in the case of
a fair decision-making structure and unfair input data, unfairness may still
be preserved and re ected.

RQ 1

What considerations are relevant when selecting fairness measures?

Answer.  The choice of an appropriate fairness measure mainly de-
pends on the intended objective of such a measure.

Group fairness measures compare groups of people who are similar

to each other in at least one attribute. For group fairness mea-
sures based on a quality measure , it is particularly important to
choose a quality measure that is relevant to the targeted statement.
This can be a quality measure based on the confusion matrix or some
other form of quality assessment. If system inputs are expected from
groups of unequal size (with regard to the attribute for which fairness

is to be determined), a quality measure must be selected that is suit-
able for calculation on the basis of unequal group sizes.

Group fairness measures that are not based on a quality mea-

sure compare the output distribution between two groups indepen-
dent of the inputs. This makes it possible to measure the extent to
which the entire socio-technical system, i.e., not only the decision-
making system itself but also the social background of the input data,
meets an equal treatment requirement. A low value of such a mea-
sure does not necessarily mean that the system makes discriminatory
decisions, but may indicate an inability of the system to compensate
for discrimination in the input data.

Individual fairness measures provide information on the extent to
which similar persons are treated similarly. If such a measure indicates

a low level of fairness, targeted pairwise comparisons can be used to
systematically identify the speci c characteristics that lead the sys-
tem to make unfair decisions.

In both cases, real data as well as arti cially generated data can be
used for the calculation. With arti cially generated data, there is a
risk that the distributions of certain properties will differ from real dis-
tributions and, in addition, that a change in the real distributions over
a longer period of time cannot be re ected. In exchange, hypothet-
ical ideal states can be postulated in the data that are not distorted
by unequal treatment in preceding systems. This is particularly useful
if the fairness of the decision-making system itself is to be assessed
independent of unequal treatment already re ected in the input data.

Counterfactual fairness can be used to examine whether a per-
son would be treated differently if only a certain (protected) attribute
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were different. The signi cance of counterfactual fairness is contro-
versial. Since counterfactual pairs can hardly be found in real data

(see, e.g., Bertrand and Duo, 2017, p. 318), at most half of such
measures can be calculated on the basis of real data. The counterfac-

tual duplicates do not necessarily represent realistic data points, since

a change in a single attribute in reality may result in further changes

in other attributes, whether through direct or indirect dependencies.

A variation of counterfactual fairness that attempts to take precisely
this circumstance into account has not yet been suf ciently studied to

be able to make a statement about it.

If multiple fairness statements are pursued, they are likely to con-
tradict each other to some extent. The same applies to fairness mea-
sures that re ect these statements. Con icts between group and in-
dividual fairness statements can be resolved at least partially by cal-
culating group fairness measures on the basis of homogeneous sub-
groups, thereby approximating the statements of individual fairness
measures. An investigation of the extent to which this consideration is
suitable in practice to counter con icts between group and individual
fairness measures is still pending.

Despite the exibility with which fairness measures can be de ned,
they (currently) cannot be suf cient to establish or disprove discrimina-
tion in our process-oriented jurisprudence. However, they can support
the decision-making process. In Hauer, Kevekordes, and Haeri, 2021, we
present several fairness measures, their implications, and their relevance
to the assessment of discrimination in human resources in the context of
legal disputes.

Communicating fairness measures to non-experts can be dif cult, as a
good basic understanding of mathematics and statistics is necessary. It is
therefore not suf cient to state the choice of fairness measures and the
values achieved in each case, but they must also be explained in a way
that is appropriate for the affected party. For many basic measures, there
are suf cient scienti ¢ foundations to be able to provide explanations ap-
propriate for the target group. Such explanations may serve as a good
basis for argumentation in the event of an audit (e.g., certi cation or legal
dispute; see Chapter 4 for a thorough discussion) and for being able to
justify oneself to a customer or affected party (e.g., as a contribution to
CDR; see Section 6.2 for more details).

Although this thesis is about accountability as a whole, fairness, as an
operationalization of non-discrimination, is often understood as an integral
part of accountability (as in Art 5 para. 1 and Art. 5 para. 2 GDPR) and is
therefore explicitly considered at several points in this work.
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Chapter 3

Transparency and
Inspectability Mechanisms
for Achieving Accountability

Beyond providing only a narrow de nition of accountability, legislation and
standardization literature hardly goes into detail about what implementa-
tion could look like and who exactly should be accountable for what. To
tackle this problem, K. A. Zweig et al., 2018 introduced the long chain of
responsibility to model modular parts of an ADM system development pro-
cess and their relationships to each other (see Figure 3.2, p. 49). At least
at every connection of these modules, the responsibilities might be un-
clear and should be clari ed. The model thus aims to support the frequent
demand for accountability in ADM systems. However, it does not address
the question of how accountability can be achieved. To meet Bovens' def-
inition of accountability (see De nition 8, p. 28), four conditions need to
be met (Bovens, 2007):

Condition 1: It is possible to analyze the system under question.
Condition 2: It is clear which actors are to be held accountable.
Condition 3: It is clear which forums hold the actors accountable.

Condition 4: There are processes that result in consequences for
the actors based on the forums' judgments.

The following sections review the possibilities of satisfying these con-
ditions. Section 3.1 introduces the possible mechanisms in each phase of
the long chain of responsibilities (condition 1). Section 3.2 elaborates on
the relevant actors to be held accountable (condition 2). As to whom an
actor is accountable to is very much situation speci ¢, might be prescribed
by law, and depends on the rights of actors to keep certain decisions and
systems private, possible forums are discussed in Section 3.3 (condition
3). Possible consequences also depend on the speci ¢ forums and their
judgments, which is why these are discussed in Section 3.4 (condition 4).

3.1 Possibilities to Analyze the System

Wel extend the long chain of responsibilities to represent the entire soft-
ware development process, from requirements engineering to evaluation

Lin this Chapter, 'we' and 'our’ refers to the authors of Hauer, Krafft, and Zweig, 2023.
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in the eld. Furthermore, we identify specic mechanisms 2 per module
that promote the establishment of accountability based on the de nition
of Bovens (Hauer, Krafft, & Zweig, 2023).

Possibilities to analyze the system can be split into two kinds of mecha-
nisms, transparency mechanisms  and inspectability mechanisms (Busuioc,
2021, p. 827). 2 Transparency mechanisms denote the disclosure of static
information like data, processes, and results. They allow the actor(s) to
explain and justify parts of their system, and the forum to judge the ap-
propriateness of these parts based on the information provided. Rosalie,
2022, p. 7, even argue that ' transparency implies having the power to
know or understand what happens to one's data and on what bases deci-
sions are made '; this results in individual empowerment.

However, the bene ts of transparency mechanisms alone have their
limits (Kroll et al., 2017, p. 638; Ananny and Crawford, 2018). The in-
formation disclosed could have been manipulated or outright made up.
Without further mechanisms, the forum has no way to verify them. It has
to be assumed that many projects are too complicated to be assessed on
the basis of the source code. In 2014, the code of the French tax com-
putation software was published. It was written in a self-developed pro-
gramming language called 'm' and contained over 17,000 variables and
approximately 1,000 functions. 4 With data-driven components (DDC), the
problem becomes even more severe, as the resulting model might be in-
herently incomprehensible. To enable at least limited assessment in such
a case, the data basis on which learning took place and the learning ob-
jective (e.g., in the form of quality measure values to be reached) are of
interest instead. However, the added value is low, since only very limited
conclusions can be drawn from the data and the learning objective to the
model; for example, because the (random) order in which the training data
is supplied has an in uence on the statistical model (Lopes et al., 2017,
p. 621). Moreover, the code alone cannot be used to infer its impact on
a social system. Finally, disclosing certain information might permit ex-
ploiting the system. This happened, for example, in 1999, when Page et
al., 1999, published the PageRank algorithm. PageRank is the method de-
veloped and initially used by the founders of Google for rating Web pages
objectively and mechanically. The details of the algorithm allowed website
operators to exploit how it works by, among other things, launching link
farms that link to websites that should be arti cially presented as more
relevant than they are (Grimmelmann, 2008, p. 946). Since then, Google
has no longer disclosed details on how their algorithm works.

Any mechanism that allows the forums to explore the system them-
selves and thus does not require relying on information provided by some-
one else is considered an inspectability mechanism in our work. Such

2The term 'mechanism' was chosen as the term ‘measure’ is ambiguous. It can be
understood in terms of 'taking action' but also in terms of 'measuring something'. To
avoid confusion, this work refers to the term ‘'measure’ only in the latter sense.
8Busuioc, 2021, p. 827 states that ' While necessary, in and of itself transparency is not
a suf cient condition for accountability. Accountability is closely linked to ‘answerability’,
and a key element thereof is that of explanation or justi cation. . We chose to refer to
mechanisms that provide such 'answerability' as 'inspectability mechanisms', as this term
does not yet seem to be occupied by other de nitions.
4https://github.com/etalab/calculette-impots-m-source-code, last accessed on August
12, 2023.
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